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Introduction

“You see, but you do not observe. The distinction is clear,”
Sherlock Holmes once said to Dr. John Watson. “For example, you have
frequently seen the steps which lead up from the hall to this room.”

“Frequently,” Watson replied.

“How often?”

“Well, some hundreds of times.”

“Then how many are there?” Holmes asked.
“How many? I don’t know.”

“Quite so! You have not observed. And yet you have seen. That
is just my point. Now, I know that there are seventeen steps, because I
have both seen and observed.”

Although Holmes would likely be a professor most students
would avoid, he had a point.

In the year 2021, we are deluged in data and information
bombarding our senses — both overtly and covertly — to the point where
most of us are numb to it. Not only are we drowning in data being
targeted at us, our personal data — literally terabytes of information on
each of us — 1s being collected by every device ranging from the phones
in our pockets and purses to the Amazon Alexa playing music in our
kitchens to our cars getting an oil change.

Collecting information on or about an incident, entity, or
person(s) through existing, available sources (both online and in the real
world) is considered “open source intelligence gathering.” Open source
information is publicly accessible (although not always easily accessible
or readily available), as compared to closed or confidential information.
The challenge is knowing how to find it, how to document it, and how to
make sense of it all to form a story, history, or plausible scenario for
whatever it is you are researching.
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When reading about open source research, the word
“breadcrumbs” comes up a lot. Because what researchers often find are
pieces, threads, or hints of something larger and more telling. Gathering
the breadcrumbs of an investigation requires technical know-how (but
fortunately much of the technical part is pre-packaged in easy to use,
existing services and apps, many of which are discussed in this book)
and also common sense to retrace the logical (or sometimes illogical)
path a subject might have taken. The art of trying to understand a
subject’s unpredictable human nature may lead you to reconstruct the
breadcrumbs into a cracker or a croissant. Any or both of those results
might be half correct.

Fortunately, by developing a consistent approach to your
information gathering tools, tactics, and procedures, the likelihood that
you’re pointing yourself in the generally correct direction toward the
answers you seek is increased meaningfully.

[ wrote “Nowhere to Hide: Open Source Intelligence Gathering”
to shine some light into the vast, urgent investigative effort that has been
taking place since the January 6, 2021 riots at the U.S. Capitol. The goal
is to provide brief context into what led up to the riots, what happened on
the fateful day, and then provide extensive case studies into how those
involved with the riot were identified by law enforcement, the media,
and the general public. Finally, I provide an extensive guide to open
source intelligence gathering (sometimes referred to as “OSINT”) tools
and resources (and how to use them), which can be a useful guidebook
for continuing the current Capitol investigations and can also be applied
to other investigations in the future.

My cyber experience is built from multiple areas. Firstly, for
several years | have worked closely with numerous federal, state, and
local law enforcement agencies across the U.S. on providing solutions to
their mobile technology requirements. I have focused on providing
hardware and software solutions to federal field agents, investigators, the
police, and other authorities to support them in performing their duties. |
am a strategic consultant helping a wide range of companies in different
industries reduce risks at all levels of their organizations.

Secondly, my work as a journalist, documentary photographer
and independent humanitarian advocate has required me to evaluate my
personal cyber security from a different angle. I have traveled to nearly
40 countries, often to document and photograph humanitarian crises or
politically-sensitive situations. I have worked in locations where there



have been covert or visible threats against foreigners or, more
specifically, journalists from oppressive governments, military, local
authorities, organized crime, and even disorganized street criminals.
Sometimes | organize teams for projects, so in addition to my personal
safety, | may be responsible for the on-the-ground safety of other
individuals. I need to ensure my teams have the necessary gear
(computers, phones, cameras, and other equipment) to accomplish our
reporting. I need to ensure the sensitive information we are collecting
(photos, videos, interview notes, and evidence) are securely stored as
quickly as possible to prevent potential seizure, theft, or even accidental
data corruption. I need to consider if crossing international borders may
present additional risks to our team, such as the possibility of having our
mobile phones inspected or confiscated. Authorities have the ability to
copy a cellphone’s contents — photos, contacts, messages, call and
browsing histories, account logins, everything — without the owner’s
consent. Our cyber security planning and execution are extensive, every
single time.

And thirdly, I earned my Master’s degree in Journalism and
Certificate in International Security from Harvard University. During my
studies I gained perspective and insight into the ways governments, non-
state actors, corporations, and even lone individuals are using cyber
warfare and intelligence gathering not only against each other but also
against unsuspecting civilians. When I earned my MBA at The Wharton
School, I was trained in efficiency, so throughout this book I will get
right to the point.

Daniel Farber Huang
March 13, 2021
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The Faces of the Riot
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Chapter 1 - Who, What, When, Where,
How, Why?

Let me start by saying in the United States an individual is
presumed innocent until proven guilty in a court of law.

In this book, I focus discussion on individuals whom the Federal
Bureau of Investigation (“FBI”) has filed formal charges against.
Whether an individual being charged might be considered a domestic
terrorist, rioter, peaceful protestor, some other type of actor, or none of
the above is for the legal system to determine.

This book provides context around the events of January 6,
2021, at the U.S. Capitol Building in Washington, D.C., which left five
people — one police officer and four protestors — dead by the end of the
day. The focus of this book is to provide insight into the wide range of
investigative tools and open source intelligence gathering techniques
available to law enforcement, the media, and the general public used to
identify individuals involved the riots at the Capitol.

Effective open source investigation (sometimes referred to as
“OSINT”) requires a combination of technical knowledge to find the
Who, What, When, Where, and How threads of data and information as
well as taking into account our unpredictable human nature that
sometimes leads us to do the things we do (the Why). That’s a wordy
way of saying effective OSINT investigations require both science and
art.

This parallel approach is illustrated in the numerous case studies
in Section 2 where I draw heavily upon the charging documents filed by
prosecutors. The charging documents typically include:

1. a statement of facts, or affidavit, written by law enforcement
personnel regarding the specific facts of each case, including
the methods used to confirm the identity of the defendant being
charged;

2. a criminal complaint stating which laws are believed to have
been broken; and
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3. an indictment document in which a grand jury has determined
specific laws have been violated.

In this book I often refer to the documented statement of facts
and affidavits (both of which serve the same function in the charging
papers) simply as “affidavits” as it is more concise. The affidavits were
primarily written by FBI Special Agents stating what they believe were
the facts of each case, but on occasion an affidavit was written by other
law enforcement officers including Capitol Police Special Agents. The
cases discussed herein were typically submitted in the United States
District Court for the District of Columbia.

Many of the original affidavits (available for review on the
Department of Justice’s websitel!)) read like detective stories as
investigators describe the anonymous tips received, breadcrumbs of data
found online, threads of information to be explored, analysis of
thousands of photographs and hundreds of hours of video footage, all the
while having to question whether a tip was a false lead to begin with
(which, not surprisingly, happened more than once).

In the case studies, I’ve compressed much of the information to
focus primarily on the investigative techniques while providing color and
context to a subject’s alleged state of mind. The photographs, video
screenshots, and other images in the case studies are drawn extensively
from the federal affidavits publicly filed by prosecutors.

Individuals discussed in this book may sometimes be referred to
as rioters or perhaps protestors. Although the term “domestic terrorist”
has been mentioned widely since January 6, 2021, I have intentionally
not used that label when discussing specific individuals in this book
since court verdicts (and possible appeals) have not been determined at
this point in time.

In describing the events that took place, I use the plural phrase
“Capitol riots” rather than singular “Capitol riot.” There were many
occurrences of chaos, mayhem, and violence inside and around the
Capitol Building on January 6, 2021, with different levels of intensity.
Different individuals, similarly, engaged at different levels of intensity —
some were intent on causing pain and damage, others were not. Rather
than lump all the moments together into a homogenous mass, [ wanted to
recognize that moments may have had variation.

The second half of the book provides practical insight into open
source investigative tools and techniques. It is intentionally designed to
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be highly visual including screenshots of the websites, apps, and
processes being discussed. I believe by knowing what to expect visually
in advance can help users learn faster and, importantly, get to working
faster. My intention is to eliminate much of the intimidating opacity that
OSINT tactics, techniques, and procedures may inherently possess.

Depending on the tool or process discussed, the “Tactics,
Techniques, and Procedures™ section may or may not delve into the
specific steps of a resource being discussed. If the step-by-step
instructions for a specific tool are not provided in this book, it is because
that information is readily available and easily understood when you’re
in the program or app. Also, new versions of a tool released after this
book’s publication may alter the interface, making a step-by-step guide
outdated. Furthermore, readers need to be aware that individual tools or
resources included herein may go offline or otherwise cease to function
for any number of reasons.

In certain instances, I have also provided information on
different tools that perform the same or similar functions to allow for
redundancy and cross-checking your research as no one tool may
uncover all the information or data you are seeking. Different tools and
apps may also have varying levels of performance depending on the
browser you are using (e.g., Chrome, Edge, Firefox, Safari), so it is
sometimes necessary to use multiple browsers during an investigation.

My goal with the technical aspects of this book is to provide
users with a broad understanding and framework of the vast range of
tools and resources that can be added to a digital investigative toolbox.
One important takeaway for readers of this book to remember is that the
digital tools will inevitably change over time, but the tactics and
strategies you can apply to conduct solid, robust open source
investigations remain the same.
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Chapter 2 — January 6, 2021

The Buildup

The 2020 presidential race between incumbent Donald Trump
and former Vice President Joseph Biden in many ways represented
American politics at its worst. Spin, propaganda, misinformation and
blatant lies were often broadcast or tweeted to the American public by
Trump, building up to the “Big Lie,” where Trump claimed he rightfully
won the election but it was being stolen from him and handed to Biden.

The general election was held on Election Day on Tuesday,
November 3, 2020. Due to the COVID-19 pandemic, mail-in voting
became an important avenue for the public to cast their votes rather than
going in-person to voting sites. By the end of Election Day, no clear
winner had been announced by any major news outlet.

It wasn’t until four days later, on Saturday, November 7, 2020
that the Associated Press announced it was naming Joe Biden as the 46™
President of the U.S. of America, having received 306 Electoral College
votes, whereas Trump received 232 Electoral College Votes. A candidate
needs more than 270 votes to win the Presidency.[?! Biden received
81,283,098 votes, or 51.3 percent, of the votes cast, while Trump won
74,222,958 votes, or 46.8 percent, of votes cast.!

The U.S. Senate was scheduled to ratify the Electoral College
voting shortly after the new year, on Wednesday, January 6, 2021 at the
Capitol Building, as it had done for the last 84 years since 1937.[4

Between the time Biden was declared the winner in early
November up through January 6, Trump continued to promote the Big
Lie that he had won the popular vote, that he was still rightfully
president, and he was being robbed of his role. Trump’s new slogan was
“Stop the Steal”. In Michigan some of his supporters protested outside
voting count locations screaming “STOP THE COUNT!” while his
Arizona protesters demanded “COUNT THE VOTES!”[2!

Eventually, Trump’s supporters merged their demands and the
common shout became “STOP THE STEAL,” which was an easier
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tagline to rally followers behind to spread misinformation and often
outright lies about the 2020 Presidential election.

The Election Infrastructure Government Coordinating Council
(“GCC”) was established in 2017 under the Department of Homeland
Security to support and coordinate critical infrastructure security and
resilience efforts related to federal, state and local elections. The Election
Infrastructure GCC also “made clear domestically and internationally
that election infrastructure enjoys all the benefits and protections of
critical infrastructure that the U.S. government has to offer.”[¢!

On November 12, 2020, the five members of the Election
Infrastructure GCC Executive Committee and the five members of the
Election Infrastructure Sector Coordinating Council released a formal
statement:

“The November 3rd election was the most secure in American
history. Right now, across the country, election officials are reviewing
and double checking the entire election process prior to finalizing the
result.

“When states have close elections, many will recount ballots. All
of the states with close results in the 2020 presidential race have paper
records of each vote, allowing the ability to go back and count each
ballot if necessary. This is an added benefit for security and resilience.
This process allows for the identification and correction of any mistakes
or errors. There is no evidence that any voting system deleted or lost
votes, changed votes, or was in any way compromised. [Emphasis in
bold was written in the original issued statement. ]

“Other security measures like pre-election testing, state
certification of voting equipment, and the U.S. Election Assistance
Commission’s certification of voting equipment help to build additional
confidence in the voting systems used in 2020.

“While we know there are many unfounded claims and
opportunities for misinformation about the process of our elections, we
can assure you we have the utmost confidence in the security and
integrity of our elections, and you should too. When you have questions,
turn to elections officials as trusted voices as they administer
elections.”!!

Nevertheless, Trump persisted.

In the months, weeks, and days, building up to the January 6,
2021 attack on the Capitol, Trump and his allies actively, daily promoted
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the “Big Lie.”
Steve Israel, a former New York State Representative and
current director of the Institute of Politics and Global Affairs at Cornell

University, in a December 2, 2020 opinion article for The Hill described
it as follows:

“Trump has inflicted us with some little lies each day, adding up
to about 20,000 of them, according to The Washington Post. They
include ‘total exoneration’ by the special counsel, Hurricane Dorian
bearing down on Alabama, and Barack Obama separating children. Such
little lies have run the gamut from silly, like how the noise from
windmills causes cancer, to serious, like his birther claims about Obama.
They have been delivered to us in relentless waves of disinformation and
calumnies.

“But Trump and his minions had never created one big lie that is
sustained, amplified and repeated over and over until it is hard not to
believe it. The big lie gathers all the little ones. It all adds up to one
understandable and unifying theory. Now he has one big lie reduced to
an easily digested but entirely bogus claim that he actually won the
election.”]

On the day of pro-Trump rallies in Washington, D.C. on
December 12, 2020, Trump tweeted “I WON THE ELECTION IN A
LANDSLIDE, but remember, I only think in terms of legal votes, not all
of the fake voters and fraud that miraculously floated in from
everywhere! What a disgrace!”

That same day he tweeted again, “WE HAVE JUST BEGUN TO
FIGHT!!!”

One week and 109 tweets later!?! Trump tweeted his praise for a
report by his adviser Peter Navarro alleging election fraud: “A great
report by Peter. Statistically impossible to have lost the 2020 Election.
Big protest in D.C. on January 6th. Be there, will be wild!”

On December 26, 2021, Trump tweeted: “The ‘Justice’
Department and the FBI have done nothing about the 2020 Presidential
Election Voter Fraud, the biggest SCAM in our nation’s history, despite
overwhelming evidence. They should be ashamed. History will
remember. Never give up. See everyone in D.C. on January 6th.”

New Year’s Day 2021, Trump tweeted, “The BIG Protest Rally
in Washington, D.C., will take place at 11.00 A.M. on January 6th.
Locational details to follow. StopTheSteal!”
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At arally in Georgia the day before the Senate runofts, Trump
repeated his grievances about his own election. He spoke about a
continued fight, both for himself and the Senate. “If the liberal
Democrats take the Senate and the White House — and they’re not
taking this White House — we’re going to fight like hell, I’ll tell you
right now,” Trump said. “We’re going to take it back,” Trump said.[1Y]

On the morning of Tuesday, January 5, 2021 at 9:50 a.m.,
Trump’s first tweet of the day said, “Pleased to announce that
@KLoeffler & @sendavidperdue have just joined our great
#StopTheSteal group of Senators. They will fight the ridiculous Electoral
College Certification of Biden. How do you certify numbers that have
now proven to be wrong and, in many cases, fraudulent!”

And then 76 minutes later at 11:06 a.m., tweeted the lie that
“The Vice President has the power to reject fraudulently chosen
electors.”

At 5:05 p.m., “Washington is being inundated with people who
don’t want to see an election victory stolen by emboldened Radical Left
Democrats. Our Country has had enough, they won’t take it anymore!
We hear you (and love you) from the Oval Office. MAKE AMERICA
GREAT AGAIN!”

Later that day, sometime between 7:30 p.m. and 8:30 p.m., an
unidentified suspect placed pipe bombs at both the Democratic National
Committee Headquarters building and the Republican National
Committee Headquarters building.

Trump’s last tweet of Tuesday, January 5, 2021, at 10:28 p.m.,
continued the Big Lie with, “Looks like they are setting up a big “voter
dump” against the Republican candidates. Waiting to see how many
votes they need?”

@ Donald J. Trump & =9
realDonaldTrury

Looks like they are setting up a big “voter dump”
against the Republican candidates. Waiting to see
how many votes they need?

(1) Learn about US 2020 election security efforts
3:28 AM - Jan 6, 2021

106.4k ) 58.3K people are Tweeti al

10:28 p.m. EST on January 5, 2021 (3:28 a.m. UTC on January 6, 2021)
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The events of Wednesday, January 6, 2021 at the
Capitol

The following description of the events of January 6™ is drawn
heavily from federal affidavits and statements of fact submitted by the
FBI in its formal complaints against Capitol rioters.

On January 6, 2021, a joint session of the U.S. Congress
convened at the Capitol Building, located at First Street Southeast,
Washington, District of Columbia. During the joint session, elected
members of the U.S. House of Representatives and Senate met in the
U.S. Capitol to certify the vote count of the Electoral College for the
Presidential Election that took place on November 3, 2020.

The Washington D.C. Metropolitan Police Department (“MPD”)
has jurisdiction over city streets and property whereas the U.S. Capitol
Police (“USCP”) has jurisdiction over the federal Capitol building and
grounds. The U.S. Capitol is secured 24 hours a day by security barriers
and the USCP occupy various posts throughout the grounds. Restrictions
around the U.S. Capitol include permanent and temporary security
barriers and posts manned by USCP. USCP officers wear uniforms with
clearly marked police patches, insignia, badges, and other law
enforcement equipment. Only authorized people with appropriate
identification are allowed access inside the U.S. Capitol. On January 6,
2021, the exterior plaza of the U.S. Capitol was closed to members of the
public.

The January 6, 2021 joint session began at approximately 1:00
p.m. Shortly thereafter, by approximately 1:30 p.m., the House and
Senate adjourned to separate chambers to resolve a particular objection.
Vice President Michael Pence was present and presiding, first in the joint
session, and then in the Senate chamber.

As the proceedings continued in both the House and the Senate,
and with Pence present and presiding over the Senate, a large crowd
gathered outside the U.S. Capitol. Temporary and permanent barricades
were in place around the exterior of the U.S. Capitol Building and USCP
were present, attempting to keep the crowd away from the Capitol
Building and the proceedings underway inside. As the certification
proceedings were underway, the exterior doors and windows of the
Capitol were locked or otherwise secured.

At approximately 2:00 p.m., certain individuals in the crowd
forced their way through, up, and over the barricades, and past officers
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of the USCP. The crowd advanced to the exterior facade of the building.
The crowd was not lawfully authorized to enter or remain in the building
and, prior to entering the building, no members of the crowd submitted
to security screenings or weapons checks by the USCP or other
authorized security officials.

A short time later, at approximately 2:20 p.m., members of the
U.S. House of Representatives and U.S. Senate, including the President
of the Senate, Vice President Pence, were instructed to - and did -
evacuate the chambers. All proceedings of the U.S. Congress, including
the joint session, were effectively suspended.

After the Capitol was breached, USCP requested assistance from
the Washington, D.C. Metropolitan Police Department (“MPD”’) and
other law enforcement agencies in the area to protect the Capitol, keep
more people from entering the Capitol, and expel the crowd that was
inside the Capitol. Multiple MPD officers and other law enforcement
officers came to assist.

In light of the dangerous circumstances, including the danger
posed by individuals who had entered the U.S. Capitol without any
security screening or weapons check, Congressional proceedings could
not resume until the building had been confirmed secured, which would
only occur after every unauthorized occupant had left the U.S. Capitol.
The building had been declared secure hours later, and the congressional
election proceedings resumed at approximately 8:00 p.m.

During national news coverage of the protests and riots, video
footage, which appeared to be captured on mobile devices of people
present on the scene, depicted evidence of violations of local and federal
law, including scores of individuals inside the U.S. Capitol Building
without authority to be there.[1!]

In an effort to identify individuals who had entered the Capitol
unlawfully on January 6, 2021, the FBI, MPD, and USCP sought the
public’s assistance in identifying individuals who unlawfully entered the
restricted grounds and building of the Capitol. As a result, thousands of
tips were received in the week following the January 6 incident.[12]
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At the time of this book’s writing, 257 individuals have been
charged in federal court for their involvement in the Capitol riots.
According to research by George Washington University’s Program on
Extremism, the rioters represent a heterogeneous group, with individuals
as young as 18 and as old as 70 charged. They came to the Capitol from
40 states, and 91% traveled from outside the Washington, D.C.
metropolitan area. 33 individuals have known military backgrounds.
Some face as many as 17 counts on their indictment, and charges range
from trespassing and illegal entry on designated grounds to conspiracy
against the U.S. government.

Who was at the Capitol?

George Washington University categorized individuals into three
distinct groups: militant networks, organized clusters, and inspired
believers.

Military Networks

“The first category — militant networks — represents the apex
of organizational planning by domestic violent extremist groups for and
on January 6th. Militant networks at the Capitol were characterized by
hierarchical organization and chains of command. Leaders of established
domestic violent extremist groups issued orders or directives to members
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of their groups, encouraging them to travel to Washington in advance of
the siege. Individual group members answered the call, contacting one
another to coordinate logistics, methods, and plans of action in the weeks
before January 6th. Unlike individuals in the other categories, not only
did these militant networks plan to attend protests on the 6th, but they are
also alleged to have planned in advance to breach the Capitol and, in
many cases, conduct violence inside the walls of the building.”

Organized Clusters

“The second category — organized clusters — are composed of
small, close-knit groups of individuals who allegedly participated in the
siege together, usually comprising family members, friends, and
acquaintances. Inspired by ideological fervor, organized clusters lacked
top-down direction from a domestic violent extremist organization but
jointly coordinated their travel to D.C. in groups of likeminded believers.
Many in organized clusters did not arrive in Washington with the same
level of advanced planning to breach the Capitol or conduct violence as
established militant networks”.

Inspired Believers

“Finally, the remainder of the alleged siege participants can be
categorized as inspired believers. These individuals, according to
available evidence, were neither participants in an established violent
extremist group nor connected to any of the other individuals who are
alleged to have stormed the Capitol. They arranged their own travel,
accommodations, and other logistics to join the crowds in Washington
from areas throughout the United States. Inspired by a range of extremist
narratives, conspiracy theories, and personal motivations, individual
believers made up a significant portion of the crowd at the Capitol.”13!
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Minute-by-Minute Timeline of Significant Events

The following minute-by-minute timeline of events from
January 6, 2021 was compiled from multiple news sources, including C-

Span, FactCheck, Boston Globe, CNN, Al Jazeera, and the BBC.[14}[13)
[16].[17],[18] ,[19]

Time Status

12:08 | Just part midnight, Trump posted his first tweet of
a.m. | Wednesday, January 6, 2021 at 12:08 a.m.

Twitter attached a notice on Trump’s post stating,
“This claim about election fraud 1s disputed.”

e Donald ). Trump & oF

Just happened to have found another 4000 ballots
from Fulton County. Here we go!

') This claim about election fraud is disputed

12:08 a.m. EST (5:08 a.m. UTC), January 6, 2021

9:00 a.m. | By morning, Trump was increasing his claims of
vote fraud numbers, tweeting, “They just
happened to find 50,000 ballots late last night. The
USA 1s embarrassed by fools. Our Election
Process 1s worse than that of third world
countries!”

10:50 | At the "Save America" rally at the Ellipse, a park
a.m. | near the White House, Trump’s personal lawyer
and exceptionally vocal promotor of the Big Lie,

Rudolph Giuliani, tells the gathering crowd:

"Over the next 10 days, we get to see the machines
that are crooked, the ballots that are fraudulent,
and if we’re wrong, we will be made fools of. But
if we’re right, a lot of them will go to jail. Let’s
have trial by combat. ’'m willing to stake my
reputation, the President is willing to stake his
reputation, on the fact that we’re going to find
criminality there."

10:58 | Members of the Proud Boy movement, a right-
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a.m.

wing militia, are seen heading toward the Capitol.
Speaking to BBC Newsnight's US correspondent
David Grossman, one member of the group says:
"We're taking our country back." One [person in]
the group has a radio. "It was clear he was
communicating - getting messages, sending
messages to somebody," the BBC correspondent
said.

12:00
p.m.

Trump begins his speech at the “Save America”
rally. Approximately 15 minutes into his talk, he
starts urging the audience to converge on the
Capitol. "I know that everyone here will soon be
marching over to the Capitol building to
peacefully and patriotically make your voices
heard," he said.

12:00
p.m.
onward

During his speech, Trump uses the word
"peacefully" one time. He uses the word "fight" 21
times.

Trump also says, “Now, it is up to Congress to
confront this egregious assault on our democracy.
And after this, we’re going to walk down, and I’ll
be there with you, we’re going to walk down,
we’re going to walk down. Anyone you want, but I
think right here, we’re going to walk down to the
Capitol, and we’re going to cheer on our brave
senators and congressmen and women, and we’re
probably not going to be cheering so much for
some of them.

“Because you’ll never take back our country with
weakness. You have to show strength and you
have to be strong. We have come to demand that
Congress do the right thing and only count the
electors who have been lawfully slated, lawfully
slated.”

12:40
p.m.

The first protesters arrive at the Capitol, where
Congress is meeting in joint session to certify Joe
Biden's election.

12:53

As the president continues speaking, a crowd
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outside the Capitol is swelling. They begin
marching toward the police barrier and get past
officers. The police, outnumbered, try to contain
them.

1:00 p.m.

Trump begins to wrap up his speech. He tells
rallygoers the presidential election was "stolen" by
Democrats and the "fake news media," and says
that he's going to walk with the crowd to the
Capitol "to try and give our Republicans, the weak
ones ... the kind of pride and boldness that they
need to take back our country."

Around
1:10 p.m.

At the Capitol, a Capitol Police officer calls for
backup. "They're throwing metal poles at us," he
says. "Multiple law-enforcement injuries," he adds
in a panicked voice. Capitol Police send an
evacuation warning.

At the Save America rally at the Ellipse, Trump
nears the end of his speech and urges the crowd,

“And we fight. We fight like hell. And if you don’t
fight like hell, you’re not going to have a country
anymore. Our exciting adventures and boldest
endeavors have not yet begun. My fellow
Americans, for our movement, for our children,
and for our beloved country.

“And I say this despite all that’s happened. The
best is yet to come.

“So we’re going to, we’re going to walk down
Pennsylvania Avenue. I love Pennsylvania
Avenue. And we’re going to the Capitol, and we’re
going to try and give.

“The Democrats are hopeless, they never vote for
anything. Not even one vote. But we’re going to
try and give our Republicans, the weak ones
because the strong ones don’t need any of our
help. We’re going to try and give them the kind of
pride and boldness that they need to take back our
country. So let’s walk down Pennsylvania Avenue.
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Thousands of people were in attendance at the
rally, and many walked over to the U.S. Capitol to
protest the electoral vote procedures as directed by
Trump.

Trump does not accompany the rally attendees to
the Capitol.

1:19 p.m.

Trump arrives back at the White House

1:26 p.m.

Capitol Police order evacuation of Capitol
complex.

1:45 p.m.

Protesters surge past Capitol police protecting the
west steps, the side facing the White House.

1:45 p.m.

An officer declares there is a riot at the Capitol.
"We're going to give riot warnings," he says.
"We're going to try to get compliance but this is
now effectively a riot."

1:45 p.m.

Meanwhile Vice President Mike Pence continues
to preside over the session. The Senate and House
convene separately to debate objections by
Arizona to the Electoral College views.

2:13 p.m.

Protesters break through the Capitol building
windows. They push inside and pass through the
broken glass. They then kick open the doors to let
others in. Some wear hoods and helmets.

The Secret Service quickly and suddenly evacuate
Pence from the Senate floor. An immediate recess
of the Senate is called.

2:14 p.m.

Officer Eugene Goodman runs to respond to the
initial breach. He warns Senator Mitt Romney that
the mob is approaching. Romney turns and runs
through a Capitol hallway to safety. The mob, a
floor below them, has already begun to search for
the Senate chamber. Officer Goodman makes his
way down to the first floor where he encounters
the mob. Officer Goodman lures the armed rioters
away from the upper chamber. Many of these
individuals have been calling for Vice President
Pence to be hanged.
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By that point, the rioters are "within 100 feet" of
Pence and a foot away from one of the doors to the
chamber. Many senators are still inside. The
Senate adjourns and a live microphone picks up an
aide telling Sen. James Lankford (R-OK) that
there were protesters in the building.

Speaker of the House Nancy Pelosi is rushed from
the house floor. She is evacuated entirely from the
Capitol complex to a secure off-site location. Her
staff barricade themselves into a conference room,
hiding under a table. Staff members of the House
leader speak softly, frantically, to each other. Just
outside, rioters are spreading out across the
building, searching for Pelosi herself. The rioters
chant: "Where are you Nancy?" In an audio clip,
one staff member is heard whispering: "They're
pounding on doors trying to find her." One man
breaks open the outer door to the office where the
staff are hiding, but not the inner door. Another
tries as well, but eventually moves on.

2:15 p.m. | Capitol police send alert to congressional staff that
no entry or exit is allowed at Capitol buildings
amid an "external security threat."

2:19 p.m. | The House and Senate begin evacuation.

2:24 p.m. | Rioters start to spread through the buildings.

Others break in from outside through various
doors around the building. They open the east side
door of the rotunda to let more people in, flooding
through the doors and overwhelming the officers.

"Folks have entered the rotunda and are coming
this way," lawmakers are told. The House floor
debate is suspended to update members. House
members are told to reach for tear gas masks and
be prepared to use them. The House is called back
into session in the hope of continuing the count.
But minutes later the House is abruptly recessed.
Members are told to get down under their chairs if
necessary.
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The mob outside the chamber grows larger and
they get within feet of the house door.

Democratic Congressman Eric Swalwell sends a
text to his wife: "I love you and the babies. Please
hug them for me".

Meanwhile, from the White House Trump tweets,
“Mike Pence didn’t have the courage to do what
should have been done to protect our Country and
our Constitution, giving States a chance to certify
a corrected set of facts, not the fraudulent or
inaccurate ones which they were asked to
previously certify. USA demands the truth

e Donald ). Trump & o

Mike Pence didn’t have the courage to do what should
have been done to protect our Country and our
Constitution, giving States a chance to certify a
corrected set of facts, not the fraudulent or
inaccurate ones which they were asked to previously
certify. USA demands the truth!

'3’

1) This claim about election fraud is disputed

2:24 p.m. EST (7:24 p.m. UCT), January 6, 2021

2:41 p.m.

People still inside the gallery of the chamber are
trapped. They tell each other to take off their
congressional pins. In the meantime, a number of
rioters reach the inside of the Senate gallery.

House Rules Committee Chairman James
McGovern is spotted by the mob as he leaves the
House floor.

Ashli Babbitt, a rioter, 1s seen turning the corner
toward the House lobby doors as members are
leaving.

"Is this the Senate?" one demands to know.
"Where are they?" another asks, apparently
referring to the evacuated senators. Video footage
shows some rioters rifling through papers and
materials left behind by lawmakers. "There's got to
be something we can use against these scumbags,"
one says.
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In a hallway outside the House chamber, a group
attempts to force its way through a set of locked
doors. The glass window panes on the doors are
shattered. A rioter uses a baton to smash through
as the crowd around him chants "break it down,
break it down".

Footage shows the hands of an officer on the other

side, holding a gun and pointing it toward the mob.
We hear a shot and see Babbitt fall to the ground.

3:13 p.m.

Footage shows a sprawling mob, a sea of people
on the Capitol grounds. A Confederate flag waves
in the foreground.

Trump tweets asking for people to "remain
peaceful".

4:00 p.m.

President-elect Biden calls the men and women
who invaded the Capitol a "mob" of "extremists."
Biden calls on Trump to immediately deliver a
speech to "demand an end to this siege" at the U.S.
Capitol.

4:17 p.m.

Trump releases a video on social media in which
he states, in part, "We had an election that was
stolen from us. It was a landslide election and
everyone knows it, especially the other side, but
you have to go home now. We have to have peace.
We have to have law and order. ... We love you.
You're very special. You've seen what happens.
You see the way others are treated that are so bad
and so evil. I know how you feel. But go home and
go home in peace."

Twitter places a disclaimer on Trump’s video
stating, “This claim of election fraud is disputed,
and this Tweet can’t be replied to, Retweeted, or
liked due to a risk of violence.”
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e Donald J. Trump & '

') This claim of election fraud is disputed, and this Tweet
can’'t be replied to, Retweeted, or liked due to a risk of
violence

) avalable

4:17 p.m. EST (9:17 p.m. UTC), January 6, 2021

40 p.m.

The first National Guard personnel arrive at the
Capitol. By then, most of the violence had ended.

5:50 p.m.

After the violent mob of Trump supporters occupy
the building for four hours, they are expelled.

6:00 p.m.

A citywide curfew goes into effect.

6:01 p.m.

Trump tweets, "These are the things and events
that happen when a sacred landslide election
victory is so unceremoniously & viciously stripped
away from great patriots who have been badly &
unfairly treated for so long. Go home with love &
in peace. Remember this day forever!" Trump
appears to excuse the actions of the mob. Twitter
quickly removes the tweet.

6:14 p.m.

Capitol Police, Metropolitan Police and the D.C.
National Guard "successfully establish perimeter
on the west side of the U.S. Capitol," the Pentagon
timeline states.

7:02 p.m.

Twitter suspends Trump's account for the next 12
hours. "As a result of the unprecedented and
ongoing violent situation in Washington, D.C., we
have required the removal of three
@realDonaldTrump Tweets that were posted
earlier today for repeated and severe violations of
our Civic Integrity policy," Twitter announced.

8:00 p.m.

USCP declares Capitol building secure.
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8:06 p.m. | Vice President Mike Pence reopens the Senate.
"The Capitol is secured and the people's work
continues," Pence says. "To those who wreaked
havoc in our Capitol today, you did not win.
Violence never wins. Freedom wins, and this is
still the people's house." Pelosi brings the House
back into session less than an hour later.

By the end of the day, 5 people have been killed

Thursday, | Early the next morning, Pence officially affirmed
January | the election results and that Joseph R. Biden won
7,2021, | the Presidency of the United States.

3:40 a.m.

In the immediate aftermath of January 6, 2021, five people were
killed in the assault on the U.S. Capitol — one police officer and four
protestors.

Capitol Police Officer Brian Sicknick, 42 years old, died the
following day after he was overpowered and beaten by rioters from the
violent mob at the Capitol.

Ashli Babbitt, 35, was shot by Capitol Police while forcing her
way through a broken window toward the Speaker’s Lobby inside the
Capitol.

Roseanne Boyland, 34, appears to have been killed in a crush of
fellow rioters during their attempt to fight through a police line.

Kevin D. Greeson, 55, suffered a heart attack while with a
throng of fellow Trump supporters at the Capitol.

Benjamin Philips, 50, according to fellow protestors, died of a
stroke while at the Capitol.[2%]
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Chapter 3 - A Note on Definitions and
Approach

Definitions matter. To ensure discussions, debates, arguments,
and — most importantly — laws and justice are applied equally and
equitably for all people, clarifying what exactly someone, something, or
some action is or is not is crucial both for the immediate situation at hand
as well as for consistency in the future.

To provide consistent framework around the events of January 6,
2021, the distinction between an act of terrorism, a riot, and a protest is
clarified below. A deeper discussion of key terms and definitions,
including the FBI’s and Department of Homeland Security’s definitions
of “domestic terrorism” is provided in the Appendix in “A Primer on
Key Terms and Definitions”.

Act of Terrorism

An act of terrorism is the use of force or violence and/or the threat
thereof, by any person or group(s) of persons, whether acting
alone or on behalf of or in connection with any organization(s) or
government(s), committed for political, religious, ideological or
similar purposes including the intention to influence any
government and/or to put the public, or any section of the public,
in fear.[2l]

Riot
A riot 1s defined as:

1. technically a turbulent and violent disturbance of peace by
three or more people acting together, or

2. an assemblage of people who are out of control, causing injury
or endangering the physical safety of others and/or themselves,
causing or threatening damage to property and often violating
various laws both individually and as a group. The common
thread is that the people in a riot have the power through

35



violence to break the public peace and safety, requiring police
action. Often a riot is declared after the crowd has been
informed by police officers that the people constitute an
"unlawful assembly" and are ordered to "disperse" immediately
(historically in England called "reading the riot act"). If the
crowd does not disperse, its members become subject to arrest
for the crime of rioting, disturbing the peace, resisting arrest or
other separate crimes ranging from assault to unlawful
possession of firearms.[22!

Protest

A protest is defined as a way to complain in some public way
about any act already done or about to be done, such as adoption
of a regulation by a county board, sending troops overseas, or use
of the death penalty.!23]

Right to Peaceably Assemble and Protest
The 1st Amendment of the U.S. Constitution states:

“Congress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof, or abridging the
freedom of speech, or of the press, or the right of the people peaceably to
assemble, and to petition the Government for a redress of grievances. 24!

According to a November 2020, FBI memo titled, “Domestic
Terrorism: Definitions, Terminology, and Methodology” (which is
discussed in the Appendix under “A Primer on Key Terms and
Definitions”) the FBI states:

“Under FBI policy and federal law, no investigative activity may
be based solely on 1st Amendment activity. The FBI does not
investigate, collect, or maintain information on US persons solely
for the purpose of monitoring activities protected by the st
Amendment. All personnel should exercise sound judgment and
discretion in evaluating the totality of circumstances surrounding
any of these indicators in order to determine whether a law
enforcement or intelligence response or activity is warranted.”[2]

Innocent Until Proven Guilty

The 6th Amendment of the Constitution guarantees an individual
the right to a fair, speedy, and public trial. The 6th Amendment also
enables an individual to have legal assistance, regardless of the charge,
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and the right to confront adverse witnesses and notice of accusations.
These rights are given to all men or women under trial for any sort of
wrongdoing. Importantly, it established the mantra “an individual is
innocent until proven guilty” that is present in the United States legal
system, 2]
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Chapter 4 — Broadcasting the “revolution”

The breaking news attack on the Capitol was broadcast both live
and repeatedly on major news networks on television, streaming services
and online. Countless photos and videos were captured by journalists and
observers documenting the events from all angles. Furthermore,
thousands of rally attendees, marchers, protestors, and domestic terrorists
shared their own photos, videos, selfies, and messages during the weeks,
days and hours building up to the rally, during the attack, and afterwards.

A March 2021 report by George Washington University’s
Program on Extremism reviewed the first 257 individuals charged in
federal court. The charging papers for 83 percent of those cases
contained some form of evidence from social media linking them to the
Capitol.

More specifically, of the 257 initial defendants charged:

e 120 people (47 percent) are alleged to have posted evidence
on their personal social media accounts;

e 76 people (30 percent) have been possibly incriminated by
evidence on the social media accounts of their friends and
others in their social networks; and

e 18 people (7 percent) are alleged to have both posted on
their personal accounts and possibly incriminated by their
friends and others.

According to George Washington, analysis of available records
suggests that the social media evidence against the Capitol Hill
extremists came in three forms:

e 15 percent publicly indicated their intent prior to storming
the Capitol;

e 68 percent documented their alleged crimes in real-time at
the Capitol; and

e 25 percent commented on social media about the events that
took place in the days and weeks that followed

e Some individuals’ records included evidence from a
combination of two or all three of these time periods.” %!
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This is why we are going to DC. #StopTheSteal
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Making the Riot a Pay-Per-View Event

According to the Southern Poverty Law Center, which monitors
and reports on white supremacy, at least five DLive accounts
livestreamed the protest, including accounts called “Baked Alaska,”
“Gloomtube,” “Loulz,” Murder the Media,” and “Woozuh.”2!

DLive is a video-streaming platform that uses a cryptocurrency-
based donation format, which allows a channel’s followers and
supporters to make anonymous donations. The company describes itself
as “the largest live streaming platform on the blockchain.”??] DLive
takes 25% from every donation, keeping 20% for itself and redistributing
the remaining 5% to other DLive users in a system called "staking."

“Baked Alaska” is the username for white nationalist Tim
Gionet. According to a Jan. 8, 2021 New York Times article, “Gionet
made over $2,000 while live-streaming the attack. Through DLive, his
fans then sent him messages telling him where to go to avoid capture by
the police. They also tipped him with “lemons,” a DLive currency that
can be converted into real money, through which Mr. Gionet made more
than $2,000 on Wednesday.”2%]

) Sinatrald LOL

@ FuggarsGonnaRig LMAD

_a3 y _ N | b,
White nationalist Tim Gionet, who goes by the name Baked Alaska,
livestreamed on DLive during the Capitol Riots.
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Alternative social networking sites such as Rumble, Gab, Parler,
and DLive had grown in users and gained momentum among the far-
right community since the November 2020 election. The growth of these
platforms was further boosted after mainstream platforms including
Twitter, Facebook, Snapchat, Instagram, and Twitch restricted Trump’s
accounts for inciting the Capitol riots, as well as others restricting other
right-wing personalities on their platforms.2!

The day after the Capitol riots, DLive stated, “...we have
suspended 3 accounts, forced offline 5 channels, banned 2 accounts from
live streaming and permanently removed over 100 past broadcasts from
our platform. The DLive team actively are taking actions regarding
streamers who are found to be part of or participants in the incident at the
Capitol Building in Washington, D.C. on January 6th including but not
limited to account suspension, removal of past broadcasts, freezing their
earnings and abilities to cash out. The donation and paid subscriptions
will be refunded to the accounts from which they originated.”[32]

The BakedAlaska channel (which had about 16,340 followers)
was one of those suspended.

dlive

bakedalaska channel has been suspended

According to a February 8, 2021, Forbes magazine article, in a
review of the charging documents issued by law enforcement for 223
individuals involved in the Capitol riots, 73 of those cases reference
Facebook, 24 reference YouTube, 20 reference Instagram, and eight
reference Parler.23!
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Chapter 5 — FBI Calls on the Public for Help

That’s Capitol with an O

Wednesday, January 6, 2021

Capitol Police estimate that more than 10,000 Trump supporters

went onto the Capitol grounds, about 800 of whom entered the building.
[34]

Thursday, January 7, 2021

The day following the riots, FBI Director Christopher Wray
issued the following statement:

“The violence and destruction of property at the U.S. Capitol
building yesterday showed a blatant and appalling disregard for our
institutions of government and the orderly administration of the
democratic process. As we’ve said consistently, we do not tolerate
violent agitators and extremists who use the guise of 1st Amendment-
protected activity to incite violence and wreak havoc. Such behavior
betrays the values of our democracy. Make no mistake: With our
partners, we will hold accountable those who participated in yesterday’s
siege of the Capitol.

“Let me assure the American people the FBI has deployed our
full investigative resources and is working closely with our federal, state,
and local partners to aggressively pursue those involved in criminal
activity during the events of January 6. Our agents and analysts have
been hard at work through the night gathering evidence, sharing
intelligence, and working with federal prosecutors to bring charges.
Members of the public can help by providing tips, information, and
videos of illegal activity at fbi.gov/USCapitol. We are determined to find
those responsible and ensure justice is served.”2]

Friday, January 8, 2021

On January 8th, FBI Washington Field Office Assistant Director
in Charge Steven M. D’ Antuono stated on a press call:
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“In the midst of the crisis, the FBI deployed hundreds of people,
to include special agents, bomb technicians, Evidence Response Teams,
tactical and specialty teams, and intelligence analysts, to name just a few.
Immediately following Wednesday’s events, the full force of WFO [the
FBI Washington Field Office] and all 56 field offices have been
dedicated to investigating the events that transpired on the 6th.

We are combing through tips we have received from the public
and will move forward any appropriate investigative activity that will
bring those responsible to justice. We have been in constant
communication with our, state, federal, and local partners across the
country to thoroughly and quickly identify, investigate, and locate those
who wreaked havoc and caused damaged to the Capitol—a symbol of
our democracy and freedom....

“We will continue to investigate all allegations of criminal
activity and work with our partners at DOJ [Department of Justice] and
the D.C. USAO [United States Attorney’s Office for the District of
Columbia] to bring charges and prosecute those responsible for the
horrific activity that happened here in our nation’s capital.

“Just because you’ve left the D.C. region, you can still expect a
knock on the door if we find out that you were part of criminal activity
inside the Capitol. Bottom line—the FBI is not sparing any resources in
this investigation.”[3¢

Be on the Lookout

Shortly following the riots, the FBI published numerous
“Seeking Information” posters, often called “Be on the Lookout” or
“BOLO” posters with photographs of individuals recorded participating
in the Capitol unrest. On the FBI’s website, unidentified suspects’ photos
were tagged simply with a number such as “Photograph #10.” If multiple
photos of a suspect were released, the FBI labeled the images as, for
example, “Photograph #14 A,” “Photograph #14 B,” and so on.

Individuals who assaulted federal law enforcement personnel
were denoted with “AFO” for “Assault on a Federal Officer,” such as
“Photograph #171 — AFO.”

Individuals who targeted members of the media for assault,
threats, destruction of property, and other unlawful conduct were tagged
“AOM” for “Assault on Media,” such as “Photograph #227 — AOM.”
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The BOLO posters stated, “The FBI is seeking the public’s
assistance in identifying individuals who made unlawful entry into the
U.S. Capitol building and committed various other alleged criminal
violations, such as destruction of property, assaulting law enforcement
personnel, targeting members of the media for assault, and other
unlawful conduct, on January 6, 2021, in Washington, D.C.

“We have deployed our full investigative resources and are

working closely with our federal, state, and local partners to aggressively
pursue those involved in these criminal activities.

“If you have witnessed unlawful violent action—or have any
information about the cases below—we urge you to contact us.

“You can call 1-800-CALL-FBI (1-800-225-5324) to verbally
report tips and/or information related to this investigation, or submit a tip
online at tips.fbi.gov.”27]

Several of the Be on the Lookout / Seeking Information posters
are below, which illustrate, in part, the massive scale of the investigation
taking place to identify domestic terrorists and rioters who stormed the
U.S. Capitol on January 6, 2021.
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SEEKING

INFORMATION

ASSAULT ON FEDERAL OFFICERS AND
VIOLENCE AT THE UNITED STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

ARRESTED

raph @07 -4 C

DETAILS

The Federal Bureau of Investigation's (FBI) Washington Field Office is seeking the public's assistance in
identifying individuals who made unlawful entry into the United States Capitol Building and assaulted
federal law enforcement personnel on January 6, 2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful viclent
actions at the Capitol or near the area, Is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

When calling to provide a tip on one of these individuals, please reference the above photo number,
including the AFO.

Field Office: Washington D.C.
www.fbi.gov
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SEEKING

INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

b

Photograph #13 Fhctograph =14 Factograph ©13%

'r |

;A' L3

Photograph T16 Protograph =17 Photograph =18 Photograph =19 Pactograph 120

DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public’'s assistance in

identifying individuals who made unlawful entry into the United States Capitol Building on January 6,
2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful viclent
actions at the Capitol or near the area, is asked to contact the FBI’'s Toll-Free Tipline at 1-800-CALL-FBI

(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that

could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

Field Office: Washington D.C.
www.fbi.gov
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SEEKING

INFORMATION

ASSAULT ON FEDERAL OFFICERS AND
VIOLENCE AT THE UNITED STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Fleld Office is seeking the public's assistance in
Identifying individuals who made unlawful entry into the United States Capitol Building and assaulted
federal law enforcement personnel on January 6, 2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful violent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

When calling to provide a tip on one of these individuals, please reference the above photo number,
including the AFO.

Field Office: Washington D.C.
www.fbi.gov
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VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public’s assistance in
Identifying individuals who made unlawful entry into the United States Capitol Building on January 6,
2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful violent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photes, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

When providing a tip on this individual from any of the above photos, please refer to Photograph #79.

Field Office: Washington D.C.
www.fbi.gov
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SEEKING

INFORMATION

IOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation's (FBI) Washington Field Office is seeking the public’s assistance in
Identifying Individuals who made unlawful entry into the United States Capitol Building on January 6,
2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful viclent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

Field Office: Washington D.C,

www.fbi.gov
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SEEKING

INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public’s
assistance in identifying individuals who made unlawful entry into the United States Capitol
Building on January 6, 2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful

violent actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at

1-800-CALL-FBI (1-800-225-5324) to verbally report tips. You may also submit any information,
hotos, or videos that could be relevant online at fbi.gov/USCapitol. You may also contact your
ocal FBI office or the nearest American Embassy or Consulate.

Field Office: Washington D.C,

www.fbi.gov

57




SEEKING

INFORMATION

IOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office Is seeking the public’s assistance in
identifying individuals who made unlawful entry into the United States Capitol Building on January 6,
2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful violent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that

could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

Field Office: Washington D.C.
www.fbi.gov
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ASSAULT ON FEDERAL OFFICERS AND
VIOLENCE AT THE UNITED STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

Fhograph # &G -AF( Fhotograph #44-4F

—
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public's assistance in
Identifying individuals who made unlawful entry into the United States Capitol Building and assaulted
federal law enforcement personnel on January 6, 2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful violent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

When calling to provide a tip on one of these individuals, please reference the above photo number,
including the AFO.

Field Office: Washington D.C.

PRictograph #4846

www.fbi.gov
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ASSAULT ON FEDERAL OFFICERS AND
VIOLENCE AT THE UNITED STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public's assistance in
identifying individuals who made unlawful entry into the United States Capitol Building and assaulted
federal law enforcement personnel on January 6, 2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful violent
actions at the Capitol or near the area, is asked to contact the FBI’'s Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) w verbally report tips. You may also submit any information, photos, or videos that

could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

When calling to provide a tip on one of these individuals, please reference the above photo number,
including the AFO.

Field Office: Washington D.C.

www.fbi.gov
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SEEKING

INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021
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DETAILS

The Federal Bureau of Investigation’s (FBI) Washington Field Office is seeking the public’s assistance in
identifying individuals who made unlawful entry into the United States Capitol Building on January 6,
2021, in Washington, D.C.

Anyone with information regarding these individuals, or anyone who witnessed any unlawful viclent
actions at the Capitol or near the area, is asked to contact the FBI's Toll-Free Tipline at 1-800-CALL-FBI
(1-800-225-5324) to verbally report tips. You may also submit any information, photos, or videos that
could be relevant online at fbi.gov/USCapitol. You may also contact your local FBI office or the nearest
American Embassy or Consulate.

Field Office: Washington D.C.
www.fbi.gov
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Tuesday, January 12, 2021

On January 12, 2021, FBI Assistant Director in Charge
D’ Antuono provided an updated statement to the press:

“...Since our call for tips, videos, and pictures, we have received
more than 100,000 pieces of digital media—which is absolutely fantastic
—and are scouring every one for investigative and intelligence leads. We
continue to ask for more. If you have information, contact 1-800-CALL-
FBI or submit photos and videos to fbi.gov/USCapitol—that’s Capitol
with an O.

“In the weeks leading up to the January 6 rally, the FBI worked
internally with every FBI field office to ensure they were looking for any
intelligence they may have developed about potential violence during the
rally on January 6. We developed some intelligence that a number of
individuals were planning to travel to the D.C. area with intentions to
cause violence.

“We immediately shared that information and action was taken,
as demonstrated by the arrest of [Proud Boys leader] Enrique Tarrio by
the Metropolitan Police Department the night before the rally. Other
individuals were identified in other parts of the country and their travel
subsequently disrupted.

“The FBI receives enormous amounts of information and
intelligence, and our job is to determine the credibility and viability of it,
under the laws and policies that govern FBI investigations. We have to
separate the aspirational from the intentional and determine which of the
individuals saying despicable things on the internet are just practicing
keyboard bravado or they actually have the intent to do harm. If the
latter, we work diligently to identify them and prevent them from doing
SO.

“As offensive as a statement can be, the FBI cannot open an
investigation without a threat of violence or alleged criminal activity.
However, when that language does turn to a call for violence or criminal
activity, the FBI is able to undertake investigative action.

“Part and parcel of our investigation into violent actors is the
fact we continue to gather intelligence that will aid in our ability to
disrupt possible future violent activity.”28]

Friday, January 15, 2021
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On a January 15, 2021 press call, D’ Antuono said, “To date,
we’ve identified more than 270 suspects involved in criminal activity in
and around the Capitol. The FBI has arrested more than 40 subjects, and
—with the help of our partners around the country—more than 100
individuals have been taken into custody. We are methodically following
all the leads to identify those responsible and hold them accountable.

“The American people have played a critical role in assisting us
with these efforts. In the past week alone, we’ve received nearly 140,000
photos and videos from the public.

“To those of you who took part in the violence, here’s something
you should know: Every FBI field office in the country is looking for
you. As a matter of fact, even your friends and family are tipping us off.
So you might want to consider turning yourself in instead of wondering
when we’re going to come knocking on your door—because we will.

“Your tips are helping us investigate people on a variety of
federal charges. Today, I want to focus on a particularly egregious charge
—assault on a law enforcement officer....

“Yesterday, we arrested the first subjects on these charges. One
is Peter Stager of Arkansas, who was captured on video using an
American flag—the symbol of our democracy—to repeatedly strike a
D.C. Metropolitan Police officer after he was dragged down the Capitol
steps and forced into a prone position by a large group of rioters.

“Also arrested yesterday is Robert Sanford, a retired
Pennsylvania firefighter, who 1s alleged to have struck three U.S. Capitol
Police officers with a fire extinguisher.

“These are just two examples of the brutal assaults on law
enforcement last week. We are working with the Metropolitan Police
Department and U.S. Capitol Police to identify and investigate all of
these and other violent attacks on those who were doing their duty to
protect the very symbol of our democracy, the U.S. Capitol.[¥]

[Case studies of the open source investigation methods used to
identify both Stager and Sanford are discussed in Chapter 11 — Knock
Knock.]

D’ Antuono continued to state, “You’ve all seen the Wanted
posters we’ve been plastering everywhere, from digital billboards on
America’s highways to bus shelters in D.C. to your social media feed.
But I wanted to tell you what you haven’t seen. Behind the walls of
every FBI field office throughout the country are scores of dedicated
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agents, analysts, and other specialized personnel, who are working with
our law enforcement partners. They are chasing down leads, reviewing
evidence, and combing through digital media to identify, charge, and
arrest anyone who was behind the siege we all saw on the sixth.

“Now, one question being asked is: Who are we looking for?
Not only are we focused on finding those who breached the Capitol,
damaged the building, or stole government property but we are also
looking to find those who violently assaulted the law enforcement
officers who were trying to protect the Capitol and prevent the disruption
of our democratic process.

“As part of this investigation, we are also continuing to try to
identify and arrest the person (or persons) responsible for placing pipe
bombs outside the offices of the Democratic and Republican National
Committees. Together with ATF, we are offering a $75,000 reward for
information leading to the identification, arrest, and prosecution of the
perpetrator or perpetrators....

[On March 9, 2021, with the pipe bomb suspect still
unidentified, the FBI increased the reward to $100,000. The search for
the pipe bomb suspect is discussed further in Chapter 7 — The Hunt for
the Capitol Pipe Bomber]

“Spurred by the public outrage and disgust at what occurred on
January 6, we have seen an outpouring of tips and information from
citizens around the country that has been nothing short of remarkable.
We received more than 200,000 digital media tips from the public. Some
of you have recognized that this was such an egregious incident that you
have turned in your own friends and family members. We know that
those decisions are often painful—but you picked up the phone because
it was the right thing to do....

“With your assistance, we have identified more than 400
suspects in the breach of the Capitol and assault on law enforcement
officers. Of those, the FBI has arrested approximately 135 to date, with
many more being identified and charged every day....

“What happened at the Capitol on January 6 has not occurred in
over 200 years. We owe it to the American people to find out how and
why it did.”40!
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Chapter 6 - FBI Capabilities and Resources

Biometric Modalities

Commonly implemented or studied biometric categories (also
known as “modalities”) include fingerprint, face, iris, voice, handwriting
recognition, and hand geometry. Many other modalities are in various
stages of development and assessment. There is not one biometric
modality that is best for all implementations, and many factors must be
taken into account when implementing a biometric device, including
location, security risks, task (identification or verification), expected
number of users, user circumstances, and existing data, among others. It
is also important to note that biometric modalities are in varying stages
of maturity.

The following is a brief overview of the different types of
biometric analysis that can be used to identify an individual.

Facial Recognition

Early facial recognition algorithms used simple geometric
models, but the recognition process has now matured into a science of
sophisticated mathematical representations and matching processes.
There are two predominant approaches to the facial recognition problem:
geometric (feature based) and photometric (view based).

Voice Recognition

Speaker, or voice, recognition is a biometric modality that uses
an individual’s voice for recognition purposes. It is a different
technology than “speech recognition,” which recognizes words as they
are articulated, which is not a biometric. The speaker recognition process
relies on features influenced by both the physical structure of an
individual’s vocal tract and the individual’s behavioral characteristics.
The physiological component of voice recognition is related to the
physical shape of an individual’s vocal tract, which consists of an airway
and the soft tissue cavities from which vocal sounds originate.
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Iris Scan

Iris recognition analyzes the random pattern of the iris to
recognize an individual. The iris 1s a muscle within the eye that regulates
the size of the pupil, controlling the amount of light that enters the eye. It
is the colored portion of the eye, and the coloring is based on the amount
of melatonin pigment within the muscle. Although the coloration and
structure of the iris are genetically linked, the pattern details are not. The
iris develops during prenatal growth through a process of tight forming
and folding of the tissue membrane. Prior to birth, degeneration occurs,
resulting in the pupil opening and the iris forming random, unique
patterns. Although genetically identical, an individual’s irises are unique
and structurally distinct, which allows for them to be used for
recognition purposes.

Retina Recognition

While iris recognition uses the iris muscle to perform
verification, retinal recognition uses the unique pattern of blood vessels
on an individual’s retina at the back of the eye.

Fingerprint

Fingerprint identification is one of the most well-known and
publicized biometrics. Because of their uniqueness and consistency over
time, fingerprints have been used for identification for more than a
century. Fingerprint identification is popular because of the inherent ease
in acquisition, the numerous sources (10 fingers) available for collection,
and their established use and collections by law enforcement and
immigration. A fingerprint usually appears as a series of dark lines that
represent the high, peaking portion of the friction ridge skin, while the
valleys between these ridges appears as white space and are the low,
shallow portion of the friction ridge skin.

Palm Print

Palm print recognition uses many of the same matching
characteristics that have allowed fingerprint recognition to be one of the
most well-known and best publicized biometrics. Both palm and finger
biometrics are represented by the information presented in a friction
ridge impression. This information combines ridge flow, ridge
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characteristics, and ridge structure of the raised portion of the epidermis.
The data represented by these friction ridge impressions allows a
determination that corresponding areas of friction ridge impressions
either originated from the same source or could not have been made by
the same source.

DNA

Genes make up 5 percent of the human genome. The other 95
percent are non-coding sequences, which used to be called “junk DNA.”
In non-coding regions there are identical repeat sequences of DNA,
which can be repeated anywhere from one to 30 times in a row. These
regions are called variable number tandem repeats (“VNTRs”). The
number of tandem repeats at specific places, called loci, on
chromosomes varies between individuals. For any given VNTR loci in
an individual’s DNA, there will be a certain number of repeats. The
higher the number of loci that are analyzed, the smaller the probability of
finding two unrelated individuals with the same DNA profile. DNA
profiling determines the number of VNTR repeats at a number of
distinctive loci and uses it to create an individual’s DNA profile. The
main steps to create a DNA profile are: isolate the DNA from a sample
such as blood, saliva, hair, semen, or tissue, cut the DNA up into shorter
fragments containing known VNTR areas, sort the DNA fragments by
size, and compare the DNA fragments in different samples. The benefit
of using DNA as a biometric identifier is the level of accuracy offered:
the chance of two individuals sharing the same DNA profile is less than
one in 100 billion with 26 different bands studied.

Emerging Biometrics

The potential of newly emerging biometric technology allows
federal government agencies to increase their identity management
capabilities. The FBI is developing and enhancing other potential new
biometric technologies including footprint and hand geometry as well as
gait recognition.
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According to charging documents that have been filed against defendants, investigators
cross-referenced
driver’s license photos to confirm the identity of numerous suspects involved in the
Capitol riots.
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The FBI Biometric Center of Excellence

The FBI’s Biometric Center of Excellence (“BCOE”) is the
central program for advancing biometric capabilities for integration into
operations. Based in Clarksburg, West Virginia, the BCOE’s mission is
to foster collaboration, improve information sharing, and advance the
adoption of optimal biometric and identity management solutions within
and across the law enforcement and national security communities.
Specific BCOE activities in the area of biometrics and emerging
technologies include: sponsoring targeted applied research and
prototyping activities, facilitating the test and evaluation of emerging
technologies and systems, and helping develop standards.[+!]

The BCOE is a collaborative initiative of three different FBI
divisions:
1. Operational Technology Division;
2. Criminal Justice Information Services Division; and
3. Laboratory Division.

A description of each division and their key capabilities related
to biometric identification is provided below.

Operational Technology Division

The Operational Technology Division (“OTD”), based in
Quantico, Virginia, develops and deploys technology-based solutions to
enable the FBI’s intelligence, national security, and law enforcement
operations. OTD is staffed with agents, engineers, electronic technicians,
forensic examiners, and analysts who support investigations and national
security operations with advanced electronic surveillance, digital
forensics, technical surveillance, tactical operations, and
communications capabilities.

Facial Recognition. OTD provides guidance and lead
information to support criminal and national security investigations and
courtroom testimony to domestic and international investigations. The
FBI performs video and image analysis of faces in its accredited digital
forensic laboratory, one of only a few in the world, for intelligence and
criminal investigative purposes and leads the way in pursuit of
automated facial biometric capabilities.
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Voice Recognition. This program works to recognize
individuals by their voices to provide investigative guidance to FBI field
offices, as well as other local, state, federal, and international law
enforcement agencies. Realizing the potential of voice recognition, the
FBI has funded applied research and development projects for more than
a decade to achieve its long-term goal of automating voice biometric
capabilities.#2!

Criminal Justice Information Services Division
g

(Photo source: FBI)

The FBI’s Criminal Justice Information Services Division
(“CJIS”) provides advanced tools and services to law enforcement,
national security and intelligence community partners, and the general
public. Located on a 986-acre campus in Clarksburg, West Virginia, the
heart of the complex is the 500,000-square foot main office building
nearly the length of three football fields, with a 600-seat cafeteria and a
100,000-square-foot computer center.

Next Generation Identification (“NGI”). According to the
FBI, the Next Generation Identification system is the world's largest and
most efficient electronic repository of biometric and criminal history
information. The NGI system improved the efficiency and accuracy of
biometric services to address evolving local, state, tribal, federal,
national, and international criminal justice requirements. Enhanced
capabilities include a national background check service; fingerprint
verification services; more complete and accurate identity records; and
enhancements to the biometric identification repository. NGI’s
capabilities include Advanced Fingerprint Identification Technology,
Latent and Palm Prints records, an Interstate Photo System of over 30
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million criminal mug shot photos and other identifying information, and
the NGI Iris Service to identify individuals via their iris image.[%]
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Laboratory Division

(Photo source: FBI)

The FBI Laboratory is today one of the largest and most
comprehensive crime labs in the world. Operating out of a state-of-the-
art facility in Quantico, Virginia, the Lab’s scientific experts and special
agents travel the world on assignment, using science and technology to
support law enforcement, intelligence, military, and forensic science
partners.

Combined DNA Index System (“CODIS”). CODIS blends
forensic science and computer technology into a tool for linking violent
crimes, enabling federal, state, and local forensic laboratories to
exchange and compare DNA profiles electronically, linking serial violent
crimes to each other and to known offenders. The National Missing
Persons DNA Database also helps identify missing and unidentified
individuals. CODIS generates investigative leads in cases where
biological evidence is recovered from the crime scene. Matches made
among profiles in the Forensic Index can link crime scenes together,
possibly identifying serial offenders. Based upon a match, police from
multiple jurisdictions can coordinate their respective investigations and
share the leads they developed independently. Matches made between
the Forensic and Offender Indexes provide investigators with the identity
of suspected perpetrators. 4]
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Chapter 7 — The Hunt for the Capitol Pipe
Bomber

) SEEKING

INFORMATION

PIPE BOMBS IN WASHINGTON, D.C.

JANUARY 5, 2021

REWARD
The FBI and ATF are offering a reward of up to $100,000 for information leading to the

location, arrest, and conviction of the person(s) responsible for the placement of pipe bombs in
Washington, D.C., on January 5, 2021.

DETAILS

Between 7:30 p.m. and 8:30 p.m. Eastern Standard Time (EST) on January 5, 2021, an unknown
individual placed two pipe bombs in the Capitol Hill neighborhood of Washington, D.C. One pipe bormb
was placed In an alley behind the headquarters of the Republican National Committee (RNC), located at
310 First Street Southeast, and the other was placed next to a park bench near the headquarters of the
Democratic National Committee (DNC), located at 430 South Capitol Street Southeast #3,

The unknown individual wore a face mask, a grey hooded sweatshirt, and black and light grey Nike Air
Max Spead Turf shoes with a yellow logo. The individual carried a backpack in their hand,

Components of the devices include 1x8-inch threaded galvanized pipes, a kitchen timer, and homemade
black powder,

If you have any information concerning these incidents, please contact the FB1's toll-free tip line at
1-800-CALL-FBI (1-800-225-5324), or submit tips online at tps.fbi.gov.

You may also contact your local FBI office or the nearest American Embassy or Consulate. Tips may
remain anonymous.

Field Office: Washington D.C.
www. fbi.gov

The FBI’s Request for Public Assistance
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Immediately after the Capitol riots, the FBI issued the above
BOLO poster seeking information on the individual suspected of placing
pipe bombs in the Capitol.

By March 9, 2021, however, more than two months after the
Capitol riots, the identity of the pipe bomb suspect (the “Suspect’) was
still unknown. That day, the FBI released additional information, photos,
and surveillance video of the Suspect.

According to the FBI, between 7:30 p.m. and 8:30 p.m. Eastern
Standard Time (EST) on January 5, 2021 (the day before the Capitol
riots), an unknown individual placed two pipe bombs in the Capitol Hill
neighborhood of Washington, D.C.

1. One pipe bomb was placed next to a park bench near the
Democratic National Committee (“DNC”’) Headquarters,
located at 430 South Capitol Street Southeast, #3; and

2. The second bomb was placed in an alley behind the
Republican National Committee (“RNC”) Headquarters,
located at 310 First Street Southeast.

The unknown individual wore a face mask, a grey hooded
sweatshirt, and black and light grey Nike Air Max Speed Turf shoes with
a yellow logo. The individual carried a backpack in their hand.

Components of the devices include 1x8-inch threaded
galvanized pipes, a kitchen timer, and homemade black powder.

The FBI stated, “Identifying the person responsible for placing
these pipe bombs is a priority for the FBI’s Washington Field Office and
our partners at the Bureau of Alcohol, Tobacco, Firearms and
Explosives; U.S. Capitol Police; and D.C. Metropolitan Police
Department,” the FBI stated with the March 9, 2021 update.”42]

FBI Assistant Director in Charge D’ Antuono was quoted in the
press announcement stating, “We still believe there is someone out there
who has information they may not have realized was significant until
now. We know it can be a difficult decision to report information about
family or friends — but this i1s about protecting human life. These pipe
bombs were viable devices that could have been detonated, resulting in
serious injury or death. We need the public’s help to identify the
individual responsible for placing these pipe bombs to ensure they will
not harm themselves or anyone else.”
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The FBI had previously released photos of the individual,
including the individual’s shoes, the devices, and the kitchen timers used,
in hopes that someone would recognize something familiar about them.
The FBI asked the public to watch the additional videos of the Suspect.

D’ Antuono further elaborated, “You may recognize their gait,
body language, or mannerisms. We are asking the public to come
forward with any information that could assist us, including any odd or
out-of-character behavior you noticed in a family member, friend, or
coworker, leading up to or after January 5. Regarding the evening of
January 5, we are asking for information about an individual who you
may have observed matching this description in the vicinity of North
Carolina Avenue SE and Folger Park between 6:30 p.m. and 9:00 p.m.
This person may have entered a vehicle or taken an item from a vehicle
and placed it into the backpack.”4¢]

Along with the release of new information, D’ Antuono issued a
video message prompting the public to recall any potential suspects. He
stated:

“We are asking for you to come forward and speak to us about
any odd or out-of-character behaviors. You may have observed someone
exhibiting these behaviors leading up to January 5th, their actions during
the night of January 5th, or their behavior changes after January 5Sth.

“Leading up to January 5th, you may have observed behaviors
that indicate someone was involved. This could include making travel
plans to Capitol Hill or researching the locations of the DNC and RNC.
They may have shown an increased fixation on the current political
climate.

“Specific to the devices, you may have noticed this person
purchased 1x8-inch threaded galvanized pipe. This person may have had
unexplained possession of multiple kitchen timers. They may have an
interest in explosives, making black powder, or researched these topics.

“This person may have talked about their aspirations to place the
pipe bombs.

“You may have noticed that they were distracted from their
normal activities, work, their relationships, or holiday activities.

“Since January 5th, you may have noticed changes in someone
you know. This may include recently discarding or having stopped
wearing the Nike Air Max Speed Turf shoes.
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“It could be bragging about what they did while on Capitol Hill,
following this story very closely, or exhibiting an unusual emotional
response to the reporting of this story. This may range from excitement
to frustration with the outcome and press coverage. They may have
increased anxiety about being identified. Any emotion you feel is
inappropriate is worth reporting.

“We know it can be a difficult decision to report information
about family, friends, or coworkers — but this is about protecting human
life. We need your help to identify the individual responsible for placing
these pipe bombs to ensure that they will not harm themselves or anyone
else.

“We still believe there is someone out there who has information
that they may not have realized was significant until now. We’re asking
you to come forward to share that information with us.”#]

FBI-Released Information

The FBI released the images on the following pages to the
public.
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Images of the Suspect

Several images from video footage of the Suspect walking in the
Capitol Hill area.
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Bomb-Man Materials

A photo of one of the pipe bombs placed in the Capitol Hill area
of Washington, D.C., along with a photo of the kitchen timer used in the
device.
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Backpack Used to Transport the Bombs
Images of the Suspect’s backpack.
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Suspect’s Distinctive Footwear

Images of the Suspect’s black and light gray Nike Air Max
Speed Turf shoes with a yellow logo compared to product photos of the
sneakers.
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Surveillance Videos

In the FBI-released video on March 9, 2021, video footage from
four different surveillance cameras were provided. The videos were
compiled into a single 2 minute and 22 second video and shared on the

FBI website as well as YouTube.[48]

On January 5, 2021, an unknown individual
placed two pipe bombs in the Gapitol Hill
neighborhood of Washington, D.C.

The devices were placed between
7:30 p.m. and 8:30 p.m. EST.
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In Video #1, the Suspect is seen at 7:40 p.m., walking south on
South Capitol Street, NE toward the direction of the Democratic
National Committee Headquarters.

| 8

. 7:40:33 p.mi;
South Capitol St.

In Video #2, 12 minutes later, according to the FBI timestamp,
the Suspect is seen at the DNC Headquarters, walking north toward and
then sitting on a park bench (and then stretching their arms). The FBI
stated the DNC pipe bomb was placed next to a park bench. The subject
then heads possibly north or northeast.

&
& Visit foigov

Banal St. SE and S Capitol St. SE

In Video #3, at 8:14 p.m., the Suspect is recorded walking west
through the alley between the Republican National Committee
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Headquarters and the Capitol Hill Club next door. The subject walked
through the alley with their right shoulder appearing raised.
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RNC WA
Alley between RNC and Cq

In Video #4, at 8:14:21 p.m., according to FBI timestamps, the
Suspect can be seen walking north (and stretching their arms) in front of
the Capitol Hill Club, which is next door to the RNC Headquarters.
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L28:114:21 p.m.
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Stride Observations

a 2]

Vinit fbigow

On January 5, 2021, an unknown individual
placed two pipe bombs in the Capitol Hil
neighborhood of Washington, D.C.

l:g wil |

Seskng Informaton Mipe Bomba in Washington, O.C

7,349 157 7.301

The FBI asked the
public to observe the Suspect’s stride, body movements.#?

On social media, there was some public speculation the Suspect
might be a woman based on her stride.

By taking screen captures of the South Capitol Street video and
then using Adobe Photoshop, I layered the images to illustrate the
Suspect’s stride and body movements, and compiled the following
sequence.
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. 7:40:33 p.m.
So; "7: 71itol St.
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Surveillance Video Observations

Below is a timeline of information I observed in the videos and
questions raised or additional possible leads to explore, assuming the
FBI’s timestamp information is accurate.

Time Location Observations
7:40 South Subject recorded walking south.

p.m. Capitol At the end of the video, Suspect places
Video | Street, SE | backpack on ground, looks up for several
#1 seconds, adjusts eyeglasses with both

hands, and loiters in that spot for a few
moments. A man walking a dog walks
past Suspect on the sidewalk, passing just
inches away.

Questions raised:

Why did the Suspect place their backpack
on the ground?

What was the Suspect looking up at after
placing their backpack on the ground?

Presumably the FBI has explored locating
the dog walker as a possible witness. Did
the man walking the dog live nearby?
Was he taking his dog for a regular
evening walk? What would a reasonable
search radius be to find a local man who
walks a dog of that size?

7:52 DNC Subject recorded walking north.

p-m. Headquarters [ ooking at Google Maps, the distance
Video | Corner of S. | between the location in Video #1 and
#2 | Canal Street ' Video #2 is approximately only 300 feet,

and S. however, the Suspect is recorded on
Capitol  Video #2 at 7:52 p.m., which is 12
Street minutes after being recorded on Video
#1.

In Video #1, the Suspect is walking south
toward DNC Headquarters. In Video #2,
the Suspect 1s coming from the south,
headed north. At some point the Suspect
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must have gone past the location of the
surveillance camera in Video #2 and then
turned around headed north.

When the subject sits on the park bench,
they appear to pause to stretch each arm,
as if they had been under strain. The
subject appears to raise and stretch their
right elbow and arm higher than they
stretched out their left arm, however, the
low resolution of the video makes that
observation inconclusive.

Question raised:
What was the Suspect doing for 12

minutes in the vicinity of the DNC
Headquarters?

8:14
p.m.
Video
#3

Alley behind
RNC
Headquarters

Subject recorded walking west.

The FBI stated a pipe bomb was placed in
the alley behind the Republican National
Convention Headquarters. Video #3
shows the Suspect exiting the alley.

Video #3 records the Suspect at 8:14
p.m., 22 minutes after Video #2 recorded
the Suspect. According to the walking
directions in Google Maps, it takes
approximately 10 minutes to walk
between those two locations.

The area lighting in the alley allows for a
clearer image of the Suspect, who walks
holding their backpack in their right
hand. The Suspect walks with a
noticeably raised right shoulder, which
appears to overcompensate in their stride.

Questions raised:

What did the Suspect do during the 22
minutes between locations?

Did the Suspect know there was an alley
accessible behind the RNC Headquarters?
Did the Suspect plan in advance on
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placing the pipe bomb in the alley or was
that decided spontaneously? Did the
subject surveil the location in advance to
find the alley location? Is there earlier
surveillance video that may have
recorded the Suspect?

8:14 = Capitol Hill | Subject recorded walking north.

p.m. Club In Video #4, the Suspect walks past the
Video ! 300 First  front doors of the Capitol Hill Club,
#4  Street SE  which is around the building corner of the
alley in Video #3.

After walking past the building’s front
awning, the Suspect can be observed
stretching both arms out at the same time.
The Suspect reaches their left arm back
and then up above their head, in a circular
stretching motion. They are still holding
the backpack in their right hand and
lifting their arm back and up, but only
raising their arm to approximately
shoulder height. As the Suspect exits the
frame, they begin what appears to be a
second stretch of both arms.

Cumulative Video Observations

In all four videos the Suspect appears to be struggling with their
backpack or their upper body.

1. In Video #1, the Suspect places their backpack on the
ground for a few moments;

2. In Video #2, the Suspect appears to pause to stretch both
arms;

3. In Video #3, the subject appears to walk with a noticeably
raised right shoulder, walking with a hunch; and

4. In Video #4, the subject appears to be stretching their arms
backwards in a pronounced manner, twice.

By organizing available breadcrumbs in a logical manner, a
picture of the Suspect’s actions can begin to be compiled. Disparate and
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tangential threads of information may lead to additional threads or leads
that can be explored.

It is important to bear in mind that some breadcrumbs or clues
may potentially be valuable, but others may be incorrect or unrelated to
the investigation at hand. Approaching open source investigation without
pre-set biases is important.
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Location Observations

Online mapping tools such as Google Maps can help provide
additional information, context and perspective to investigations.
Conducting open source research on the four locations where the Suspect
was recorded may reveal more details. (Obviously, the FBI knows
exactly where these videos came from, but for the purposes of
investigation techniques we will seek to identify where it was recorded.)

Video #1 — South Capitol Street SE.

The Suspect is walking in front of what appear to be residential
brownstones, which are common in Washington residential
neighborhoods.

7:40:33 p.m.
South Capitol St.

Looking at a satellite photo of the area near the DNC
Headquarters reveals that many of the surrounding blocks have office
buildings. The block north of the DNC Headquarters shows narrow
rooftops (noted with an arrow) typically associated with brownstone
residences. That is a reasonable place to start looking to locate where the
video might have been captured.
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Navigating that location in Google Street View mode reveals a
row of brownstones, and we see a light-colored building facade with
curved, black door and window trim next to a red brick building similar
to the buildings in Video #1. This is a possible location match but
warrants further inspection.

Zooming in closer to the building provides additional details,
which appear to match those in Video 1. The birdbath (noted with the
arrow) in both images along with the other matching details provide
solid confirmation of a location match.
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The video appears to have been recorded from an elevated
location across the street from the brownstones, as we can see both a car
and the blacktop of the street in the image. Rotating the direction in
Street View Maps reveals an open air parking lot across the street.

—

Comparing the angle of view in Video #1 to the raised structures
across the street, it is possible that a surveillance camera was mounted on
the light post noted with the arrow. The light post in this image does not
appear to have an overt surveillance camera mounted on it. If this is, in
fact, where the video camera was placed, there are a few possible
explanations as to why a camera is not visible here. The camera may be
covert, hidden from view. Alternatively, according to the date
information provided by Google Street View, the most recent image was
taken in June 2019, approximately 19 months before the video was
recorded. It is possible a camera was installed after June 2019.

INVESTIGADOR_Z



Video #2 — DNC Headquarters

In addition to the two park benches, which are positioned
perpendicular to each other, we notice several bushes on both sides in
planting areas. Further out we can see large round shapes, approximately
2 feet tall, which appear to be security barriers to protect the building
from vehicles. Vehicle barriers in different designs are fairly common
throughout Washington, D.C. We also can see painted lines for
crosswalks on the street. The street corner itself is obscured by tree
branches so details are more difficult to discern.

& Visit fbigov

ganal St. SE and S Capitol St. SE

By viewing the location from different angles, we are able to
identify the park benches (noted with an arrow), the vehicle barriers, and
we see the street corner is curved rather than square. The curve of the
street corner makes it somewhat ambiguous which direction the Suspect
walked toward the RNC Headquarters, it may be either north or east.
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Video #3 — RNC Headquarters Alley

The FBI stated the Suspect placed a pipe bomb in the alley
behind the Republican National Convention Headquarters.
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8:14 p.m.
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Alley between RNC and Capitoll

Google Maps Satellite View shows an opening between the RNC
Headquarters and the Capitol Hill Club building.
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If closer inspection was necessary, zooming in on Google Street
View provides a closer look at a portion of that alley. Notably, the
staircase with the dark handrail can be seen from the street (noted with
an arrow). Also, the contour of the alley shows liquid running down the
center, similar to that shown in Video #3, even though the images were
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Video #4 — Capitol Hill Club

The facade of the Capitol Hill Club and additional details may
be viewed upon further inspection using a variety of mapping tools.

& vt thigoe TR heal =y LR = . "'5
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8:14:21 p.m
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Google Street View provides a clear view of the location. The
awning shown in Video #4 is noted with an arrow below.

o ——
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Mapping Observations

The FBI released the below map showing the location of where
the pipe bombs were placed, at the DNC and RNC headquarters.

€-S5tSE

Taking the threads of information we accumulated above, we
can piece together possible scenarios of what occurred, which may also
lead to additional questions to explore. Here is a possible path (which
may be one of many possibilities) the Suspect may have taken to travel
from South Capitol Street to the DNC Headquarters to the RNC
Headquarters and then past the Capitol Hill Club.
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Chapter 8 — The Media’s Hunt for Suspects

The world media reported extensively on the live events at the
Capitol riots as well as the aftermath. Not surprising, efforts to report on
the right-wing militias, organized extremist groups, and individuals were
both vast and deep.

The news outlet USA TODAY, for example, put out a call for
help the day after the Capitol riots asking for leads and stories from the
public on rioters shown in a series of photos.

TODAY Track vaccinations Database of arrests Your gquestions answered Virus numbers by state

NEWS

H_elp USA TODAY tell the story of
those who stormed the US Capitol

USA TODAY Staff

0O v & »

“If you were there or if you know someone who was there,
please help us,” the article implored. “We are using this information to
piece together stories about how the event unfolded, who the participants
were and what their motivations were. Some people claim those who
entered the federal building were not Trump supporters but members of
left-leaning groups like Antifa. We seek to determine the truth on these
claims.

“Posted below are a small sample of publicly available photos. If
you are in one of these photographs or know someone in these
photographs — or if you have links to other photos you would like to
share — please use the form below. We won't publish anything about you
unless you give us permission. You'll be helping us to report this
important story.”[2%]

The news outlet included a link to a Google form where tipsters
could provide information.
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Help USA TODAY identify rioters who
stormed the US Capitol

What is the name of the parson you can identify? *

What Is the Photo # for the image in which this person appears? (There is a
number above each photo posted on the story )

If there are multiple people in the photo, please describe the person you are
identifying.

If you know of 8 person who was part of the mob at the US. Capitol but not
featured in one of the photos we published, pleass tell us who that person is and
provide information about how we can verify this, (This is where you can share a
link to photos you would lke to share.)

May we follow up and contact you?

OW‘-A
O~

If yas, plaase provide your name and the best way to reach you. We will not share
your personal information without your perrmission

angwef

hex form wis crested naide of gatehousemedia com Begos] A
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ProPublica’s Parler Collection
https://projects.propublica.org/parler-capitol-videos/

The non-profit newsroom ProPublica archived more than 500
videos from January 6, 2021 that were posted on Parler prior to Parler’s
site being taken down by Amazon, its hosting provider. ProPublica said
its collection of videos is “one of the most comprehensive records of a
dark event in American history through the eyes of those who took part.

29

Importantly, ProPublica organized the videos chronologically,
and identified the location where each video was taken: around
Washington, DC; near the Capitol; or inside the Capitol Building. The
interactive database is an easy-to-use resource that provides framework
around the day’s events from hundreds of perspectives.2!]

According to ProPublica, the videos from Parler “range in
intensity, from frenetic, violent snippets of people clashing with police
near the inaugural platform and rioters demanding to be led to the House
chamber where the joint session of Congress was being held, to more
prosaic clips of crowd members milling around, far from the action. A
number of the videos capture threats to harm lawmakers, and a handful
catch the kinds of behavior — smashing windows, assaulting police —
that has led to criminal charges against dozens of people.”[22]
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[ PROPUBLICA | THE INSURRECTION

What Parler Saw During the
Attack on the Capitol

supporters of President Dol rt in a violent riot at the € s of the
social media service Parler po: nd others joining the fray. ProPublica
ewed thousands of vide C a archived by a pre

during t
ther, they prc one of the most comprehensive records of
history through the eyes of those who took part. Read more: Why We Published Hundreds of
Taken by P; SEIs 0 Capitol Riots | Ins 3 ol ‘Whar tk ler Videos Re

Vide ordered by the time they were taken. Scroll down to start ching or clickon the
timeline to jump t v point in the day
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Chapter 9 — Social Media Crackdown

“I am shocked, shocked...”

In the 1942 movie classic, Casablanca, the famous “shocked,
shocked” quote was born. It is the pinnacle of hypocrisy, expertly
delivered by Claude Raines, playing the role of Gendarme Captain Louis
Renault. Renault is a double-dealing, suave on the outside, ruthless on
the inside authority figure. He is a frequent guest at Rick’s Caf¢
Américain, where Renault enjoys the gambling tables as much as he
enjoys never paying for his drinks. In this particular scene, the Nazis
whom Renault is afraid to upset command him to find a reason to shut
down Rick’s Café Américain, Renault stands up tall inside the saloon,
blows his emergency whistle loudly to demand the guests’ attention, and
declares:

Captain Renault: "I am shocked, shocked to
find that gambling is going on in here."

Emil, the casino croupier, approaches Renault
with a stack of money: "Your winnings, sir."

Captain Renault: "Oh, thank you very much."

Yeah, social media platforms did the same thing on January 6,
2021, in which 5 people died when the U.S. Capitol was assaulted.

According to a January 6, 2021, Buzzfeed article, “The
supporters of President Donald Trump who rioted in the US Capitol
building on Wednesday had been openly planning for weeks on both
mainstream social media and the pro-Trump internet. On forums like
TheDonald, a niche website formed after Reddit banned the subreddit of
the same name, they promised violence against lawmakers, police, and
journalists 1f Congress did not reject the results of the 2020 election.

“In one interaction four days before the Capitol riots, a person
on TheDonald asked, ‘What if Congress ignores the evidence?’
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“’Storm the Capitol,’ said one reply, which received more than
500 upvotes.

“’You’re fucking right we do.’

“On pro-Trump social media website Parler, chat app Telegram,
and other corners of the far-right internet, people discussed the Save
America rally that took place earlier in the day on January 6™ at which
Trump spoke as the catalyst for a violent insurrection. They have been
using those forums to plan an uprising in plain sight, one that they
executed Wednesday afternoon, forcing Congress to flee its chambers as
it met to certify the results of the election.

“Extremists have for weeks repeatedly expressed their intentions
to attend the January 6 protests, and unabashedly voiced their desire for
chaos and violence online,” said Jared Holt, a visiting research fellow
with [the Atlantic Council’s Digital Forensics Research Lab]. “What
we've witnessed is the manifestation of that violent online rhetoric into
real-life danger.”[33!

The Anti-Defamation League’s Center on Extremism uncovered
a range of posts reacting to the Capitol riots and spreading conspiracies
and memes. These have appeared on platforms favored by extremists,
including MeWe, Parler (before it was shut down), militia forums,
Twitter, and, most overwhelmingly, on Telegram.[>4]
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To identify threat actors who participated in the violence,
Australian security company OSINT Combine analyzed trending
hashtags and symbols captured in images and videos posted to Twitter
and Parler. The following hashtags were found trending on January 6,
2021 between 12:00 a.m. and 8:00 p.m. EST.

#washingtonriots
#campauschwitz
#Totenkopf

[totenkopf is a Nazi skull and crossbones symbol]

#boogaloobois
[Boogaloos are a far-right extremist group]

#6MWE

[refers to an anti-Semitic slogan]
#lockhimupnow
#stopthesteal

#antifa
[a decentralized anti-fascist movement]

#maga
[refers to Trump’s slogan “Make America Great Again’]

#civilwar2021
#burndowndc
#january6th
#patriots
#patriotsparty / #freedomfighters
#FBI
#Pence
#wakeupamerica

#capitolterroristst>!
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Quickly following the events of January 6th, several online
platforms began limiting search term access on their sites to prevent
searches for #StopTheSteal, #CapitolPatriots, and other terms from
showing posted images or videos of the Capitol riots.

J TikTok o
O For You
9% Following No results found
£ = + 08 -
#StopTheSteal
L
wping Our Commun Safe
Instagnam #stopThestea A7 G O

© Suiness v Croste v

Anshytics ¥ Ade

» our community guidelnes,

v #4nop Thebtna X sy A O -~

Even Peloton, a manufacturer of internet-connected stationary
bicycles and treadmills that encourages users to participate in their online
community while exercising on their machines, had to prevent users
from creating a #StopTheSteal tag from within its app, according to a
January 11, 2021 article in TheVerge. The company said the hashtag did
not meet their community guidelines when a user goes to create it.
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According to the article, Peloton’s community guidelines specifically
ban ‘“hate, offensive, and obscene speech” as well as “bullying,
harassment, and other offensive behavior.” Tags on Peloton function as
community identifiers. When people join a tag, it appears under their
name on the company’s leaderboard during workouts, and they can
socialize with other members of that tag. Anyone can create a tag, and
new tags are popping up in response to the #StopTheSteal ban. New
groups like #StopTheSteall, #StopTheSteel, #StopTheCensorship, and
#StopTheFraud were appearing on their app.2®!
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Facebook

Back in June 22, 2020, the Anti-Defamation League (“ADL”)
released a blog post titled, “Hate, Conspiracy Theories and Advertising
on Facebook,” stating “Facebook has been claiming that it is effectively
addressing hate on its platforms. ADL and others, however, have
continued to expose egregious examples of online hate, misinformation
and extremism across the company’s products, particularly on Facebook
and Instagram. Whether or not these posts technically violate Facebook’s
complicated guidelines around hate speech, as a result of the platform’s
casual placement of ads, paid advertisements run a risk of being placed
next to divisive (and sometimes blatantly hateful) content. Indeed, even a
cursory investigation conducted by ADL’s analysts immediately surfaced
examples of prominent brands’ advertising displayed on newsfeeds next
to hateful and conspiratorial content.”[27]

A few days later, on June 25, 2020, ADL CEO and National
Director Jonathan A. Greenblatt issued “An Open Letter to the
Companies that Advertise on Facebook,” saying, “...when it comes to
dealing with rampant hate and harassment, the platform [Facebook]
continues to come up short. What are they doing with $70 billion in
revenue and $17 billion in profit? Their hate speech, incitement, and
misinformation policies are inequitable. Their harassment victim services
are inadequate. Their advertising placement’s proximity to hateful
content is haphazard. And their ‘civil rights’ audit transparency reports
aren’t helpful to the civil rights community....

“Facebook regularly recommends extremist groups on its
platform to users. In fact, according to its own internal research in 2016
on German political groups on the platform, the company found that 64
percent of all extremist groups’ [new members] are due to their own
recommendation tools. While they have made improvements since then,
our researchers still experienced recruitment recommendations to hateful
groups just last week....

“During the ongoing COVID-19 pandemic, Facebook chose to
decrease the number of human content moderators who monitor hateful
content on the platform. Those human moderators who remain have not
been focused on hate, but we know the company could afford to do both
- it just isn’t convenient, and it would impact the bottom line - but with
proper resourcing, this is a completely solvable problem.
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“Facebook has repeatedly refused to remove political
advertisements that contain blatant lies.

“The platform has also been slow to respond to calls to take
down conspiratorial content like QAnon and content that links to fringe
websites. In fact, Mark Zuckerberg explained the company’s decision to
not remove Holocaust denial content, stating ‘I don’t believe that our
platform should take that down because I think there are things that
different people get wrong.””128!

On August 3, 2020, the ADL again spoke out publicly about
Facebook. “Despite [Facebook’s] public announcements of efforts to
curb hateful speech and misinformation across its platform, Facebook
still hosts many spaces in which this content propagates and thrives.
While some of these problematic activities occur in small groups, a
number of problematic Facebook groups have grown to a significant
membership size, yet are still allowed to exist by Facebook.

“This 1s not by accident. Groups are largely self-moderated
spaces overseen by specific users with administrative or moderator
rights. Facebook states that groups can be banned for repeatedly
reposting items that have been flagged as false news, but the system can
be circumvented. While posts that break Facebook’s guidelines can be
flagged to the platform by members in the group, some moderators
actively warn their members not to report problematic content to
Facebook. For example, the rules for the group ‘#RedneckIl1%’, a nearly
2,000-member group associated with the Three Percent militia
movement, say ‘NO REPORTING If you dont like a post keep scrolling.
Simple as that. Reporting to facebook is an automatic boot. You can
contact an admin and we will check out your claim.’

“In many other instances, racist, homophobic, and other hateful
posts are not deemed offensive enough by Facebook’s standards to
warrant intervention. Facebook has a history of overlooking this kind of
behavior, arguing that some hateful content does not go against their
Community Standards.

“QAnon is a conspiracy theory rooted in the claim that world
governments are controlled by an underground political group of
pedophiles.... For example, the 29,000-member group “Official Q /
QAnon Public Group” regularly features problematic posts, such as [a
specific] post making a “joke” about cars running into protesters, which
has happened.”?!
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Then January 6™ happened.

117



Tweet
Guy R
* NE— Relevant people
This is an emergency situation and we are taking * s |

appropriate emergency measures, including removing
President Trump's video. We removed it because on
balance we believe it contributes to rather than
diminishes the risk of ongoing violence

8924 3,729 62K

b@DGEGD#@(

Facebook announcement, via Twitter, January 6, 2021

At 7:00 p.m. Washington, D.C. time, on January 6, 2021, after
the Capitol Building had been stormed by rioters, Facebook issued a
public statement:

“Let us speak for the leadership team in saying what so many of
us are feeling. We are appalled by the violence at the Capitol today. We
are treating these events as an emergency. Our Elections Operations
Center has already been active in anticipation of the Georgia elections
and the vote by Congress to certify the election, and we are monitoring
activity on our platform in real time. For those of you who are
wondering, here are the actions we’re taking:

“First, we have been searching for and removing the following
content:

e Praise and support of the storming of the US Capitol

e (alls to bring weapons to locations across the US — not
just in Washington but anywhere in the US — including
protests

e Incitement or encouragement of the events at the Capitol,
including videos and photos from the protestors. At this
point they represent promotion of criminal activity which
violates our policies.

e (alls for protests — even peaceful ones — if they violate
the curfew in D.C.

e Attempts to restage violence tomorrow or in the coming
days
“As a part of this, we removed from Facebook and Instagram the

recent video of President Trump speaking about the protests and his
subsequent post about the election results. We made the decision that on
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balance these posts contribute to, rather than diminish, the risk of
ongoing violence.

“Next, we’re updating our label on posts across our platforms
that attempt to delegitimize the election results. The new text reads: “Joe
Biden has been elected President with results that were certified by all 50
states. The US has laws, procedures, and established institutions to
ensure the peaceful transfer of power after an election.

“In recent days and weeks, we have also taken enforcement
action consistent with our policy banning militarized social movements
like the Oathkeepers [sic] and the violence-inducing conspiracy theory
QAnon. We’ve also continued to enforce our ban on hate groups
including the Proud Boys and many others. We’ve already removed over
600 militarized social movements from our platform.

“We’ve had emergency measures in place since before the US
elections like not recommending civic groups for people to join. We’re
keeping them in place. Today we’re implementing several additional
ones as well, including:

e Increasing the requirement of Group admins to review and
approve posts before they can go up

e Automatically disabling comments on posts in Groups that start to
have a high rate of hate speech or content that incites violence, and

e Using Al to demote content that likely violates our policies

“We’re continuing to monitor the situation and will take
additional measures if necessary to keep people safe.”1¢

, - Tweet

Facebook Newsroom @ @fbnewsroom - Jan 6
We've assessed two policy violations against President Trump's Page
which will result in a 24-hour feature block, meaning he will lose the
ability to post on the platform during that time.

FB

0 23k Q 53

O O B

Facebook announcement via Twitter, January 6, 2021

According to a February 11, 2021 article on
BloombergQuint.com, in the days following the attack, [Facebook’s]
Chief Operating Officer Sheryl Sandberg said the riots were planned
mostly on other social media platforms. But reporters quickly found
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evidence that Facebook and Instagram, which the company also owns,
were mainstream tools for coordinating and spreading the word about the
events. 8]
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Twitter

Permanent
suspension of
@realDonaldTrump

Twitter Inc.
o

Twitter announcement, January 8, 2021

Building up to January 6%, Twitter had previously placed
disclaimers of inaccurate information or removed earlier tweets by
Trump for containing misinformation. On Friday, January 8, 2021,
Twitter was the first social media platform to permanently suspend
Trump’s accounts. The company stated several reasons for their decision:

“After close review of recent Tweets from the
(@realDonaldTrump account and the context around them — specifically
how they are being received and interpreted on and off Twitter — we
have permanently suspended the account due to the risk of further
incitement of violence.

“In the context of horrific events this week, we made it clear on
Wednesday that additional violations of the Twitter Rules would
potentially result in this very course of action. Our public interest
framework exists to enable the public to hear from elected officials and
world leaders directly. It is built on a principle that the people have a
right to hold power to account in the open.

“However, we made it clear going back years that these accounts
are not above our rules entirely and cannot use Twitter to incite violence,
among other things. We will continue to be transparent around our
policies and their enforcement.

“The below 1s a comprehensive analysis of our policy
enforcement approach in this case.

“Overview
“On January 8, 2021, President Donald J. Trump Tweeted:

“’The 75,000,000 great American Patriots who voted for me,
AMERICA FIRST, and MAKE AMERICA GREAT AGAIN, will have a
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GIANT VOICE long into the future. They will not be disrespected or
treated unfairly in any way, shape or form!!!’

e Donald ). Trump § '

The 75,000,000 great American Patriots who voted
for me, AMERICA FIRST, and MAKE AMERICA GREAT
AGAIN, will have a GIANT VOICE long into the future.
They will not be disrespected or treated unfairly in
any way, shape or form!!!

6 PM

9:46 a.m. EST (2:46 p.m. UTC), January 8, 2021

“Shortly thereafter, the President Tweeted:

“’To all of those who have asked, I will not be going to the
Inauguration on January 20th.’

Q Donald ). Trump & '

To all of those who have asked, | will not be going to
the Inauguration on January 20th.

14 PM

10:44 a.m. EST (3:44 p.m. UTC), January 8§, 2021

“Due to the ongoing tensions in the United States, and an uptick
in the global conversation in regards to the people who violently stormed
the Capitol on January 6, 2021, these two Tweets must be read in the
context of broader events in the country and the ways in which the
President’s statements can be mobilized by different audiences, including
to incite violence, as well as in the context of the pattern of behavior
from this account in recent weeks. After assessing the language in these
Tweets against our Glorification of Violence policy, we have determined
that these Tweets are in violation of the Glorification of Violence Policy
and the user @realDonaldTrump should be immediately permanently
suspended from the service.

“Assessment

“We assessed the two Tweets referenced above under our
Glorification of Violence policy, which aims to prevent the glorification
of violence that could inspire others to replicate violent acts and
determined that they were highly likely to encourage and inspire people
to replicate the criminal acts that took place at the U.S. Capitol on
January 6, 2021.
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“This determination is based on a number of factors, including:

“President Trump’s statement that he will not be attending the
Inauguration is being received by a number of his supporters as further
confirmation that the election was not legitimate and is seen as him
disavowing his previous claim made via two Tweets by his Deputy Chief
of Staff, Dan Scavino, that there would be an “orderly transition” on
January 20th.

Dan Scavino™ . ©
Statement by President Donald Trump on the Electoral Certification
ven thoug o he outcom election, and the
fa bear me 1 ) ( 3 Ay

“The second Tweet [in which Trump states he will not be
attending the inauguration] may also serve as encouragement to those
potentially considering violent acts that the Inauguration would be a
‘safe’ target, as he will not be attending.

“The use of the words ‘American Patriots’ to describe some of
his supporters is also being interpreted as support for those committing
violent acts at the US Capitol.

“The mention of his supporters having a ‘GIANT VOICE long
into the future’ and that ‘They will not be disrespected or treated unfairly
in any way, shape or form!!!’ is being interpreted as further indication
that President Trump does not plan to facilitate an ‘orderly transition’
and instead that he plans to continue to support, empower, and shield
those who believe he won the election.

“Plans for future armed protests have already begun proliferating
on and off-Twitter, including a proposed secondary attack on the US
Capitol and state capitol buildings on January 17, 2021.
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FrealDomald Trume

Acconart wnpended

“As such, our
determination is that the two Tweets above are likely to inspire others to
replicate the violent acts that took place on January 6, 2021, and that
there are multiple indicators that they are being received and understood
as encouragement to do so./%2!
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Banning or Suspending Trump’s Accounts

By January 10", four days after the riots, several mainstream
platforms banned or suspended Trump’s accounts as well as those of
many of his enablers and underlings.[¢]
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Chapter 10 — Public Crowdsourcing

Almost immediately following the Capitol riots, some members
of the public began collecting and organizing photos of the rioters’ faces
in efforts to crowdsource identification efforts. Some examples include
HomeGrownTerrorists, Sedition Hunters, and Faces of the Riot

@HomeGrownTerrorists
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4 homegrownterrorists

Identify Homegrown Terrorists

Exposing terrorists & MAGA trolls who violently
broke into the U.S. Capitol and assaulted Democracy.
ID them. Arrest them,

Back up: @nametheterrorist

cash.app/nvytmp/

&

B IRICHARD “BIGO” BARNETT]

GRAVETTE, ARKANSAS

An
Instagram account called HomeGrownTerrorists quickly gained attention

on social media after providing photos of rioters’ faces. The account had
amassed 373,000 followers by mid-March, 2021.

In a January 11, 2021, Vice.com article titled, “The Instagram
Account Naming and Shaming Pro-Trump Rioters in D.C.,” the founder
of HomeGrownTerrorists — who had asked to withhold their name in
the interest of protecting their safety — was interviewed by journalist
Drew Schwartz about why they started the effort, the methods they were
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using to confirm rioter's identities, and the person toll maintaining this
account was taking on them. Excerpts of that interview are below.
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“Why did you decide to start @HomegrownTerrorists?

“On Monday, when the news was going around about this march
on the same day as the certification, I messaged one of my
colleagues saying, ‘Wow, you know what's gonna happen, right?’
And it happened. I was just so upset, and I wanted to help
[uncover] the identities of all of these people who weren't wearing
masks and blatantly breaking the law and trying to bring down our
government. I didn't think it would work; I didn't expect this to go
so viral, and to blow up into this huge, crazy thing.

“How do you go about identifying the rioters whose photos

and names you post on the account?

“A lot of them were coming through in the DMs [direct

messages]. From there, I would go online and search them to see if
I could find any information on them, [or] images to match them. I
have software—it's called "Let's Enhance"—where you can take a
really pixelated image and blow it up, like, 16 times. It uses
artificial intelligence and neural networks to blow it up without
losing detail. [Let’s Enhance is discussed in detail in Chapter 15 —
Facial Recognition. ]

“How did you go about confirming their identities, and
making sure you were certain the names you were attaching to
these faces were correct?

“There were names that came through where I have multiple
photos, the name of the person, and I can see that they were there
on their social media—in their stories, or that they posted videos
or photos actually in [the Capitol]. Or they're photographed, and
they have all these profiles from all sorts of angles. [I'm] pulling
all that together and laying it over in Photoshop and seeing like,
does this all match up?

“Why do you think that it's important to identify these people,
and to make sure that the public knows who they are and what
their names are?

“I mean, it was essentially a terrorist attack. Think about the
Boston Bombing, or 9/11, or the shooting in Las Vegas. Everyone
knew the names of these people. This was just on such a massive
scale that it's not possible to keep track of all of those people. And
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so getting those names out there and making sure that they are
held to account for the crimes that they committed [is important].

“Have you been getting harassed by Trump supporters?
“Yeah. Those actually started first, before anything else. It was,
like, non-stop comments on every photo. We would post a photo
like, ‘Do you know who this person is?” And they were
commenting things like, ‘Breonna Taylor’; ‘George Floyd’; ‘Anne
Frank.” And you could tell that they were probably bots, accounts
with zero followers. After that, there were a lot of really terrible
DMs that came through, which were really rattling.

“What were they like?
“Like, ‘I'm going to kill you.” A lot of that. That's unsettling.
Sleeping last night was not great.

“Why did you delete your first account,
@homegrownterrorists?

“I wasn't sure if my IP address or location could be somehow
traced from the metadata on the images. I don't know if that's a
thing; I just got really paranoid. And I really wanted to just, like,
go to sleep. I just got really, really anxious, and I put it on private,
and then locked it down and archived everything.

“Have you told any of your close friends that you're doing
this?
“No.

“Does anyone know that you're doing this?
“No.

“That has to be a difficult secret to keep.
“It's not fun.

“It seems like running this account is, in a lot of ways, pretty
terrible. It's stressful. You're on your own. You're afraid for
your safety. What's keeping you from shutting it down and
walking away?

“I feel obligated to the country just to get this behind us, to do
something to help facilitate that. But it is so icky. I've had a
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migraine for two days now just from staring at this and thinking
about it so much. Ultimately, I don't want to do this for months on
end.”[%4]
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Sedition Hunters

https://seditionhunters.org/
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According to their website, Sedition Hunters is a global
community of open-source intelligence investigators working together to
assist the U.S. FBI and Washington D.C. Capitol Police in finding people
who allegedly committed crimes in the January 6 Capitol riots. The site
asks the public to help by sharing its posts, images, and videos on social
media and with friends and family. By sharing content, users help
amplify even further because social media algorithms are more likely to
boost Sedition Hunter’s posts in their algorithms. Tipsters are instructed
to contact the FBI directly either via the agency’s online portal or by
phone.

In a January 17, 2021, Los Angeles Times article titled, “On
social media, amateur digital sleuths try to help track violent Capitol
rioters,” the site’s founder, who declined to give their name for fear of
retaliation, said that they advise others not to post names online.

“Online witch hunts can be bad or dangerous, and could lead me
to shutting down the site earlier if we can’t do this in a way where we are
not accidentally doxxing people,” the 30-year-old founder said. “I don’t
see social media as the platform where justice is delivered.”¢!

133



https://seditionhunters.org/

‘ Pinned Tweet

@R #SeditionHunters

\ J 2ACa " -
\ y @SeditionHunters
\__»__/ .

Not everyone has the time to spend researching with
#SeditionHunters but you can help in a HUGE way just
by retweeting out #Doyouknow images. The more
people who see them the more opportunity to identify.
Thanks to everyone who helps!!!! #DCRiots

#CapitolRiots #wewillnotgiveup

. #SeditionHunters

Please share across all
platforms. Do you Know this
person?? Please contact the
FBI with Photo 162 if you do!

t 1Hunter DCR TS

pitolRiots #D kr

Please DO NOT post names
on social media

1 f
exa 1D

#SeditionHunters | fbi.gov/USCapitol JE Ity

(=) 11 4 v

Pease (rmac P (M0 grar el e rAeTErReTT Fwase T4 ¢ Do

«DO YOU KNOW THIS PERSON?

ot namen wor

. #SeditionHunters

Please share across all
platforms. Do you Know this
person?? Please contact the
FBI with MPD Slide 157 if you
do! #SeditionHunter
*DCRIOTS #Capito ots
#Doyouknow Please DO NOT
post names on social media

#treasonisaho

254 L] 177 L

INVESTIGADOR_Z




The Faces of the Riot
https://facesoftheriot.com/

FACES OF

DISCLAIMER:
DO NOT ATTEMPT YOUR OWN INVESTIGATION INTO ANYONE SHOWN ON THIS WEBSITE
REPORT THEM TO THE FBI USING THIS LINK INSTEAD. THANK YOU

See an incorrect image (not a face, not a rioter, etc)? Send a message to @RiotFaces on

twitter

Please include a screenshot of the image as well as the text under the image

In a January 28, 2021 article in Wired.com, journalist Andy
Greenberg reported on the website Faces of the Riot’s use of open source
machine learning and facial recognition software to detect, extract, and
deduplicate [that is, remove duplicates of] every face from the 827
videos available from Parler that were taken during the Capitol riots
inside and outside of the Capitol Building.

When Faces of the Riot first appeared online it contained a vast
grid of more than 6,000 images of faces, each one tagged only with a
string of characters associated with the Parler video in which it appeared.
The creator of Faces of the Riot, who says he's a college student in the
"greater D.C. area,” said his goal was to allow anyone to easily sort
through the faces pulled from those videos to identify someone they may
know or recognize who took part in the mob, or even to reference the
collected faces against FBI wanted posters and send a tip to law
enforcement if they spot someone.
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According to the Wired article, “Aside from the clear privacy
concerns it raises, Faces of the Riot's indiscriminate posting of faces
doesn't distinguish between lawbreakers—who trampled barriers, broke
into the Capitol building, and trespassed in legislative chambers—and
people who merely attended the protests outside.”

An upgrade to the site added hyperlinks from faces to the video
source, so that visitors could click on any face and see what the person
was filmed doing on Parler. The site’s creator said that added feature will
help contextualize every face's inclusion on the site and differentiate
between bystanders, peaceful protesters, and violent insurrectionists. He
conceded that he and a co-creator are still working to scrub "non-rioter"
faces, including those of police and press who were present.

According to the article, “Despite its disclaimers and limitations,
Faces of the Riot represents the serious privacy dangers of pervasive
facial recognition technology, says Evan Greer, the campaign director for
digital civil liberties nonprofit Fight for the Future. ‘Whether it's used by
an individual or by the government, this technology has profound
implications for human rights and freedom of expression,’ says Greer,
whose organization has fought for a legislative ban on facial recognition
technologies. ‘I think it would be an enormous mistake if we come out of
this moment by glorifying or lionizing a technology that, broadly
speaking, disproportionately harms communities of color, low-income
communities, immigrant communities, Muslim communities, activists ...
the very same people that the faces on this website stormed the Capitol
for the purpose of silencing and disenfranchising.’

“The site's developer counters that Faces of the Riot leans not on
facial recognition but facial detection. While he did use the open source
machine learning tool Tensor Flow and the facial recognition software
DIib to analyze the Parler videos, he says he used that software only to
detect and "cluster" faces from the 11 hours of video of the Capitol riot;
Dlib allowed him to deduplicate the 200,000 images of faces extracted
from video frames to around 6,000 unique faces. (He concedes that there
are nonetheless some duplicates and images of faces on protest signs
included too. Even the number "45" [Trump was the 45™ President] on
some signs was in some cases identified as a human face.)1¢¢!
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Section II — Identifying the Capitol Rioters

Section Table of Contents

Topic Page

Chapter 11 — Knock Knock
Zachary Alam
#HelmetBoy Door Smasher
Eduardo Nicholas Alvear Gonzalez (a.k.a. Nicolas
Alvear)
This could have been an email
Richard “Bigo” Barnett
Speaker Nancy Pelosi Letter Stealer
Larry Rendall Brock
“Zip Tie Guy #1” turned in by his ex-wife
Jacob Anthony Chansley (a.k.a. Jacob Angeli)
Also known as #VikingMan or the “QAnon
Shaman”
Nolan Cooke
Identified by his personal grooming
Daniel Egtvedt
Arrested after unrelated, anti-vaccination
domestic disturbance
Derrick Evans
“DERRICK EVANS IS IN THE CAPITOL!”
Philip Sean Grillo
Look, Mom. I'm on TV!
Andrew Hatley
Deny, deny, deny
Adam Johnson
#PodiumThief
Edward Jacob Lang
THIS IS ME
Kevin James Lyons
Made a map, claimed it was all a dream
Anthony R. Marrioto (a.k.a. Tony Mariotto)
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Have you seen this man?
Patrick Edward McCaughey 111
BOLO #62-AFO
William D. Merry, Jr.
Speaker Nancy Pelosi sign stealer
Richard Michetti
Called his ex-girlfriend a “moron” then she
turned him in
Matthew Ryan Miller
Fire Extinguisher-spraying, cape and cowboy hat-
wearing rioter
Aaron Mostofsky
#CaveMan, son of a Brooklyn judge
Clayton Ray Mullins
#Slickback police assaulter
Eric Gavelek Munchel and Lisa Eisenhart
“Zip Tie Guy #2” and his Mom
Joseph Lino Padilla (a.k.a. Jose Padilla)
SCUBA masked rioter
Rachel Marie Powell
#PinkHatLady, #BullhornLady
Christine Marie Priola
Tracked by public WiFi
Robert Maurice Reeder
Quick hit identification by facial recognition
software
Nicholas Rodean
Wore his employee ID tag to the Capitol riots
Jennifer Leigh Ryan (a.k.a. Jenna Ryan)
“Y’all know who to hire for your realtor. Jenna
Ryan for your realtor.”
Jeffrey P. Sabol
Police assaulter
Robert Sanford
Chester, PA Fire Department fire extinguisher
hurler
Peter Francis Stager
Flag wielding police beater
Katherine Staveley Schwab (a.k.a. Katie)
Weeee
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Marissa A. Suarez and Patricia Todisco
License plate readers tracked their travel to
Washington, D.C.

Dustin Byron Thompson and Robert Anthony Lyon
Got caught waiting for an Uber with a stolen
Senate coat rack

William Vogel
Large Red Hat

Riley June Williams
Speaker Nancy Pelosi Laptop Thief
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Chapter 11 — Knock Knock

According to George Washington University’s Program on
Extremism, which reviewed information on 257 people charged for their
participation in the Capitol riots, 91 percent of the rioters traveled to
Washington, D.C. from 40 states and within the District of Columbia. 86
percent were men, and 14 percent were women. Law enforcement
arrested individuals as young as 18 and as old as 70. The average age of
individuals arrested was 40 years old.!¢?]

The goal of these case studies is to provide insight into the tools,
tactics, and procedures the FBI, media, and general public employed to
identify individuals suspected to be involved in the Capitol riots.

Certain actors in Washington, D.C. on January 6, 2021 were
already well-known to law enforcement agencies, and likely had been for
some time. White nationalists, far right groups, alt-right groups, and
other extremist groups and individuals including the Boogaloos, Oath
Keepers, Proud Boys, QAnon, Three Percenters, and numerous others
entities participated in the riots. Because the identities of their individual
members were already known to law enforcement, for the purposes of
this book, OSINT techniques and strategies were typically not
distinctive. They were already identified.

Many of the following case studies involve individuals whose
identities were discovered and then confirmed from a variety of sources.
From an OSINT standpoint, these cases were selected because they each
provided investigative points of interest.

Except where noted in the paragraphs or images with alternative
source information, information compiled for these case studies comes
primarily from the U.S. Attorney’s Office Department of Justice’s
official documents filed with the courts. Every case is being prosecuted
by the U.S. Attorney’s Office for the District of Columbia. Following
arrest, or surrender, a defendant must appear before a district court
magistrate or judge where the arrest takes place, in accordance with the
Federal Rules of Criminal Procedure.

The listing of charges filed for each defendant comes from the
Department of Justice’s website as of the time of this book’s publication.
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[98]1 Tt is possible that additional charges may be added, or charges may be
removed, for a defendant as their case progresses.

I’ve compressed much of the information to focus primarily on
the investigative techniques while providing color and context to a
subject’s alleged state of mind. The photographs, video screenshots, and
other images in the case studies are drawn extensively from the federal
affidavits filed by prosecutors. The methodology, procedures, and
techniques used in the investigations are discussed. However, certain
specific identifying information included in the official documents -
including a defendant’s home address, city of residence, and telephone
numbers - have been redacted or omitted from these case summaries.

To ensure clarity and appropriate identification of the different
individuals discussed in each case, the original affidavits were written to
be clear in its evidentiary presentation, which oftentimes required the
official narratives to be overly-detailed and specific. As that level of
specificity is valuable in documenting OSINT investigations, the case
studies will often reflect a similar level of detail and description.
Furthermore, the investigative language often uses phrases such as “is
believed to be” rather than rigid, definitive statements as it is important
to bear in mind that images or events may sometimes be misinterpreted,
misunderstood, or misconstrued. Being open-minded and flexible when
gathering and reviewing evidence is important to prevent bias,
preconceived notions, or foredrawn conclusions from influencing an
objective investigation.

Several affidavits contain verbal statements made by rioters
either recorded on video or during interviews which contain mature
language. As appropriate for the purposes of providing context into a
defendant’s alleged state of mind, many of those statements are included
in the case studies.

Messages posted by defendants are also included where
appropriate. Typically, those messages are copied verbatim, including
grammatical errors, obscenities, or slang words, if any.

Unless otherwise stated, for the safety of victims and witnesses,
victims and confidential sources of information are referred to using non-
binary pronouns (they/their/theirs) and conversations about victims and
confidential sources of information have been altered as necessary to
reflect non-binary pronouns.
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All times noted are Washington, D.C. local time, Eastern
Standard Time.

OSINT tools, techniques, and procedures that are particularly
interesting in each case are noted in the margins.

Several of the individuals were labeled by the public on social
media with hashtags, such as #Caveman or #Slickback, or labels, such as
“Zip Tie Guy #2.” To provide color on the zeitgeist immediately
following the Capitol riots, those descriptions have been included where
applicable.
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Zachary Alam
#HelmetBoy Door Smasher

SEEKING

INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

To investigate the riots at the U.S. Capitol, investigators
reviewed several open source videos and video footage provided by the
U.S. Capitol Police (“USCP”). Video showed a male wearing a dark
colored jacket, a black and tan fur-lined hat, and a black shirt with
yellow and red label on the front (the “Subject Male”) entering through
the Senate Wing entrance window entrance to the Capitol Building.
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Stood out
by climbing
through
broken
window

Picture reproduced in charging documents.
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Police video shows the Subject Male inside the Main Door Hall
at approximately 2:40 p.m.where he and other violators forced their way
past USCP officers and personnel. The logo on the shirt reflects the label
“Pirelli” with a “Nike” label on the right-side and an Inter-Milan Soccer
Team logo on the left side of it.

Aggressive
stance with Clothes:
police - fur-lined
easy to hat, Pirelli
remember and Nike

Pictures reproduced in charging documents.

His demeanor appeared agitated as he walked down the hallway
toward the East stairs. Then he walked toward a USCP security official
wearing a suit and an unidentified female. According to the federal
affidavit, the Subject Male “immediately bypassed the female and got
close to the U.S. Capitol Police official’s face.”
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g Open source videos
show a large, aggressive crowd, including the Subject Male, trying to

Gray
backpack
breach a barricaded door to the Speaker’s Lobby, a

hallway that connects to the House of Representatives chambers. The
words “Speaker’s Lobby’ are visible at the top of the doors. Chairs,
visible through the door’s glass panels, were used to barricade the door
from the inside of the Speaker’s Lobby. The door was guarded by three
Capitol Police officers in front.

Label on
fur hat, red
baseball
cap
underneath

Videos depicting this entrance to the
Speaker’s Lobby captured the shooting of a woman identified as Ashli
Babbitt. A closer vantage point of the Subject Male showed his black
and tan fur-lined hat had a “Canada Goose” label and he also wore a red
baseball hat underneath the fur-lined hat. He had dark rimmed glasses

149



and a black mask positioned down on his chin. The Subject Male was
observed repeatedly punching the glass panels of the doors immediately
behind the officers, causing the glass to splinter. While throwing two of
the punches, the Subject Male pushed his body up against one of the
Capitol Police officers guarding the door. He is seen in video footage
shouting “Fuck the blue” multiple times in the faces of the police officers

Seconds after the officers stepped away from the doorway, the
Subject Male began kicking the glass panels of the Speaker’s Lobby
door. He took a black-colored helmet from an individual with a yellow
“Don’t tread on me” flag, took off his fur-lined hat and red baseball hat,
and violently struck the middle glass panel repeatedly with the helmet,
further shattering the window. Chants could be heard of “Break it
down!” and “Let’s fucking go!”

Babbitt was shot while attempting to climb through one of the
shattered windows. After the shot, the Subject Male backed away toward
the stairwell and put the helmet on.

Violence
and

shouting
recorded
on video

Picture reproduced in charging documents.
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Face-to-
face with
officers

Standing
out in a
crowd
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FBI BOLO
poster

Pictures reproduced in charging documents.

On January 12, 2021, an FBI poster was posted to various social
media platforms seeking public assistance in identifying the Subject
Male. On January 13, 2021, the Subject Male was also included on an
FBI “BOLO” (Be On The Lookout) poster, which captured his image as
“BOLO #79.”

On social media the Subject Male was sometimes i1dentified with
the hashtag #HelmetBoy

ID’d by a
relative
’ " On January 14, 2021, an anonymous tip to
the FBI National Threat Operation Center (“NTOC”) identified BOLO
#79 as the tipster’s “family member,” Zachary Alam, providing Alam’s
age, phone number, email address, and other identifying information.

Driver’s
license
photo
‘ FBI agents later retrieved a driver's license

photo of Zachary Jordan Alam and determined the individual depicted in
the driver’s license matched the appearance of the Subject. FBI agents
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viewed Alam’s Youtube channel and Facebook profile based on the
name provided by the tip and determined that the photos in the account
matched the Subject Male.

Phone #
revealed

On January 19, 2021, an individual
(“Witness #1”°) submitted a tip, including their contact information, to
the FBI NTOC identifying BOLO #79 as their relative, Zachary Alam,
providing Alam’s age, approximate location, and a phone number Alam
recently used to call Witness #1.

On January 24, 2021, the FBI interviewed Witness #1, who
stated that Witness #1 had submitted the anonymous tip on January 14,
2021, before following up with the tip on January 19. Witness #1
positively identified Alam as the male depicted in BOLO #79. Witness
#1 was shown several photographs from video footage of the Capitol
events and identified Alam.

Tattoo and
clothing
verified

One of the photographs depicted a tattoo
“2020” on Alam’s inner left arm. Witness #1 reviewed the photograph
with the partial “2020” and advised agents that Alam has such a tattoo
that states in full, “$250k in 2020.” Witness #1 circled the area and
provided their initials as confirmation that the Subject Male was Alam.
Witness #1 recognized the black Pirelli shirt bearing the red and yellow
logo as ALAM’s shirt.

Witness #1 stated that a few days after the events at the U.S.
Capitol, another relative sent Witness #1 an open source video depicting
the breaking of the glass windows of the doorway to the Speaker’s
Lobby. Witness #1 stated that Witness #1 and the relative reviewed the
video approximately 20 times and confirmed that the male hitting the
glass with the helmet was their relative Alam

Witness #1 advised that Alam subsequently called Witness #1
from the phone number that Witness #1 provided in the January 19, 2021
tip. Alam and Witness #1 are in routine contact, but this was the first
time Alam used the number to communicate with Witness #1; Alam has
used a different phone number for years. Alam declined to provide his
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exact location. Alam told Witness #1 that he was sorry for what he had
done at the U.S. Capitol but he was not going to turn himself into
authorities because he did not want to go to jail again.

Witness #1 also advised that Alam has, since the events at the
Capitol, asked relatives if Alam may stay at their residences, and has
stated that the FBI is looking for him.

CHARGES FILED:
1. Assault on a federal officer with a dangerous or deadly weapon;
2. Destruction of government property over $1,000;
3. Obstruction of an official proceeding;
4. Unlawful entry in a restricted building or grounds; and
5. Violent entry and disorderly conduct
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Eduardo Nicholas Alvear Gonzalez (a.k.a. Nicolas Alvear)

This could have been an email
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Pictures reproduced in charging documents.

ID’d by a
relative

: " On January 20, 2021, a witness (“Witness
#1”’) contacted the FBI and identified Eduardo Nicolas Alvear Gonzalez
as an individual who had stormed the Capitol on January 6, 2021.
Witness #1 knew Gonzalez as a family member and identified him in
two publicly available YouTube videos showing him standing inside the
Capitol Rotunda on January 6, smoking what appears to be marijuana.

YouTube
famous
' " In both videos, the individual Witness #1
identified as Gonzalez is wearing an olive-colored sun hat; olive-colored
long-sleeve shirt; a light green backpack; a black fanny pack; red, white,
and blue American flag pants; and long brown hair with a full, dark-
colored beard.
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Flag pants

In the first
YouTube video, entitled “Man smoking a doobie weed at capitol dome
Donald Trump supporters,” the individual identified as Alvear Gonzalez
blows smoke out of his mouth, while another individual in the video asks
“what strain of weed is that?”” A screenshot of that video 1s below.

n the second YouTube video, entitled

More
YouTube
“The Capitol Rotunda Doobie Smoker explains

why he did it,” someone asks Alvear Gonzalez why he is smoking weed
in the Capitol, and he responds in part, “freedom.” A screenshot of that

video is here.
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Witness #1 informed law enforcement that Gonzalez previously
resided in California, and was most recently renting an AirBnB in or

Driver’s
license
photo

near Washington, D.C.

A law enforcement search of California Department of Motor
Vehicles data revealed an Alvear Gonzalez Eduardo Nicolas of

AirBnB

records
California, and the associated photograph appeared
to be the same person in the YouTube videos.

Records also reveal that Gonzalez has been renting a residence
through AirBnB in Virginia for a term of 30 days beginning on January

Airplane
tickets too
1, 2021.

Travel records revealed that Gonzalez was scheduled to fly from
Ronald Reagan Washington National Airport to Los Angeles

Cross
referencing
International Airport on Monday, February 1,
2021.

In light of the matching physical appearances, residential
information, and rental details, law enforcement believed the individual
Witness #1 1dentified in the Capitol Rotunda on January 6 is Alvear
Gonzalez.

A subsequent search of YouTube revealed a photograph posted
by a user account identified as “The Good Lion Experience” that

Lion Nick
avatar

included a profile picture of a male lion in gold
with a black background and the words “Good Lion.” Witness #1
informed the FBI that Gonzalez often goes by the nickname “Lion
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Nick.” The posted photograph shows Alvear Gonzalez dressed in an
olive-colored sun hat; olive-colored long-sleeve shirt; a light green
backpack; a black fanny pack; red, white, and blue American flag pants;
and long brown hair and a full, dark-colored beard. Given the same
physical appearance and clothing across all of the viewed YouTube
content, law enforcement concluded the individual in this photograph
was Gonzalez. In the video, Gonzalez is standing in the Capitol Rotunda
and smoking what appears to be a lit, self-rolled cigarette. A screenshot
of this post is here.

Snapchat
postings

X & \
Other witnesses have provided Snapchat videos to the FBI’s National
Threat Operations Center.

Multiple
tipsters
came
forward

On January 11, 2021, for example, a
different witness submitted a recording of a Snapchat “story” that
another Snapchat user had created and posted. That Snapchat user can be
seen in his story marching through the Capitol Rotunda on January 6,
2021. At one point in the video, that user is sitting near a painting in the
Capitol Rotunda and pans the camera around to show the Capitol
Rotunda and other rioters, including an individual believed to be
Gonzalez based on his distinct clothing, presence in the Capitol Rotunda,
and the fact that he is smoking what appears to be marijuana.
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Another individual in the
video asks, “How many joints we have? [sic]” and can be seen counting
the people around him smoking, including Alvear Gonzalez. At one
point in the video, Alvear Gonzalez is exchanging small items that
appear to be marijuana cigarettes with another, older individual wearing
a dark-colored beanie, dark-colored long-sleeve top, and dark- colored
pants. A screenshot of the Snapchat video is here.

Additional witnesses provided the FBI with a Zoom video that
Alvear Gonzalez filmed and broadcasted over the internet on January 7,
2021. In the more than one hour-long video, Alvear Gonzalez shares his
Apple laptop screen and narrates multiple photos and videos of himself
and others inside the Capitol on January 6, 2021. At times, he shows
what appear to be over 50 photographs and videos saved in a folder
entitled, "Captiol [sic] Storming."

In the upper right of the screen is a smaller panel showing the
narrator in real time who identifies as "Nick Alvear," matching
Gonzalez's names of Nicholas and Alvear and physically appears to be
the same individual.

At about 26 minutes and 50 seconds into the video, Gonzalez
shows part of his recording that shows his face as he drinks a beverage
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after breaking into the Capitol Rotunda. A screenshot of that moment is
below, with an oval around the name he uses throughout the video.
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Picture reproduced in charging documents.

At about 27 minutes and 20 seconds into the video, Gonzalez
shows a portion of his recording where he continues to march through
the Capitol, and he sarcastically says, "Yeah, this is the most protected
building," and laughs. He then narrates that he and other rioters were
looking for "doors to break in" as they walked around the Capitol.

At about 28 minutes and 5 seconds into the video, Gonzalez
plays a clip from his recording where he pans the camera to himself in
the Capitol Rotunda and yells, “Time to smoke weed in here!"

At about 33 minutes and 55 seconds into the video, Gonzalez
says to those live viewing his recording, "If you're just joining, this is
footage from my camera. This is me there, I'm speaking from first-hand
experience."

Afterward, Gonzalez narrates that at this point he asked someone
to film him smoking in the Capitol, and the video shows Gonzalez hand
the camera to another rioter who records Gonzalez lighting a pipe and
smoking. A screenshot of the video is below, with an oval around his
name.
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Picture reproduced in charging documents.

Video
confession

At about 39 minutes and 20 seconds into
the video, Gonzalez restates to his live viewers, "I'm showing everyone
how I barged into the Capitol yesterday.” Soon afterward, he notes there
are "200 plus" people in an open chat room of individuals that appear to
be watching Gonzalez's live stream video.

Finally, at about 48 minutes and 10 seconds into the video,
Gonzalez explains that he has “gnarlier footage on Twitter.” He proceeds
to show his viewers a Twitter profile with an account username of “Good
Lion Films” that also has a profile picture of a gold male lion on a black
background with the words “Good Lion.” This profile picture and name
appears to match the “Good Lion Experience” YouTube account
described above.

CHARGES FILED:
1. Entering and remaining in a restricted building or grounds;

2. Disorderly and disruptive conduct in a restricted building or
grounds;

3. Disorderly conduct in a Capitol building; and
4. Parading, demonstrating, or picketing in a Capitol building.
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Richard “Bigo” Barnett

Speaker Nancy Pelosi Letter Stealer
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Picture reproduced in charging documents.

Showing
off for

A rioter entered the restricted office area of House
Speaker Nancy Pelosi and took photographs with his feet propped up on
furniture. Those photos were circulated on numerous online media
platforms which identified the individual as Richard Barnett of Arkansas.

Driver’s
license
photo
Capitol Police searched law enforcement
databases including Department of Motor Vehicle records and obtained a
photograph and biographical information for Barnett, confirming that the
individual in the news photographs did in fact appear to be Barnett.

The photo of Barnett seated inside Pelosi’s office shows an
American flag lying on an adjacent credenza. Barnett is wearing a hat,
plaid jacket, blue jeans, and brown boots. Another photo depicts Barnett
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seated holding an envelope in his left hand addressed to The Honorable
Billy Long, 2453 Rayburn House Office Building, Washington, D.C.
20515 and a digital signature of Nancy Pelosi.

In another photo, an individual whose face is blocked by a flag
but appears to be Barnett based on his clothing is seated at a different
desk with his feet propped up holding an American flag and a cell phone.
Another unidentified individual in a brown jacket is sitting next to him
on a couch.
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Stole an
envelope

Pictures reproduced in charging documents.
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Captured
on video

Video surveillance from a camera
positioned outside of the Speaker’s main office door captured individuals
entering and exiting the office. At approximately 2:30 p.m., several
unidentified individuals appear to try the door to the office, however the
door is locked. At approximately 2:33 p.m., an unidentified individual
forces open the door to the office. At 2:50 p.m., Barnett is captured on
surveillance video carrying an American flag and a cellular phone while
entering the doors which lead to the Speaker’s conference room. As he is
entering it, he is following behind the unidentified individual in the
brown jacket. At 2:56 p.m., Barnett is recorded leaving the main office
doors of the Speaker’s office space with only a phone in his hand.

Gave an
interview

On the same date, Barnett spoke to media
outlets in a video recording. In the recording, Barnett is wearing the
same hat and plaid jacket as worn inside of the Speaker’s office except
that Barnett appears to have removed his shirt.

Barnett is asked by a person off camera how he obtained an
envelope he is holding, which was addressed to The Honorable Billy
Long. Barnett states “I did not steal it. I bled on it because they were
macing me and I couldn’t fucking see so I figured I am in her office. I
got blood on her office. I put a quarter on her desk even though she ain’t
fucking worth it. And I left her a note on her desk that says, ‘Nancy,
Bigo was here, you bitch.’”

In another photo taken outside on Capitol grounds, Barnett is
depicted holding the envelope he purported to have taken from Speaker
Pelosi’s office. Based on the writing on the envelope, the envelope
appears to be the same envelope Barnett was photographed holding
inside of the office building.
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Posed for
photos

Picture reproduced in charging documents.

Waived
Miranda
rights

On January 8, 2021, Barnett waived his
Miranda rights and participated in a custodial interview with law
enforcement. During the interview, Barnett admitted driving from
Arkansas to Washington, D.C. to participate in the “Stop the Steal”
Rally.

During the course of the protests, Barnett stated he was pushed
inside of the Capitol by a large crowd. Barnett returned the above
pictured envelope to law enforcement during the interview. Law
enforcement had previously learned from Speaker Pelosi’s staff that the
envelope was empty at the time it was taken from Pelosi’s office.

On January 8, 2021, law enforcement conducted a search at
Barnett’s residence pursuant to a search warrant issued by a Chief U.S.
Magistrate Judge in the Western District of Arkansas. During the
execution of that warrant, law enforcement observed the empty
packaging for a ZAP Hike n’ Strike Hiking Staff High Voltage Stun
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Device inside the home. This packaging is shown in the below
photograph.

Messy
home
provided
evidence

{f s

Picture reproduced in charging documents.

On January 11, 2021, the FBI received a tip that Barnett carried
a stun gun in the Capitol. Upon reviewing the photos again, the FBI
determined that the ZAP brand is visible on the stun gun tucked into
Barnett’s pants. Based on the branding noted on the weapon, and its
appearance, the weapon appeared to be a ZAP Hike N Strike 950,000
Volt Stun Gun Walking Stick.!¢%!
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Concealed
weapon
identified
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Picture reproduced in charging documents.

Confessed
to
destroying
evidence

According to a January 24, 2021 article in the Arkansas
Democrat Gazette newspaper, unsealed search warrant documents
indicated that when authorities searched Barnett’s house on January 8,
Barnett “commented that the agents may not find much at his house
because he had people packing it up the night before."

Photos from the Capitol showed images of Barnett using a
smartphone. Authorities were searching for the black cellphone Barnett
had with him when he entered Pelosi's office. The FBI believed Barnett's
cellphone was used during the commission of a crime and may have
evidence of that crime on it but were unable to locate it.

During a January 15, 2021 detention hearing in federal court in
Fayetteville, an FBI Special Agent said Barnett told the agents, "If y'all
go out there and do a search warrant, you can see all my shit. You ain't
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going to find nothing out there.... I assure you I'm a smart man. There's
not anything there."

Disabled
location
"He turned off location services on his

phone, he paid only in cash, and he covered his face,” an Assistant U.S.
Attorney said during the hearing. “He then hurried home and set about
removing any items of evidentiary value, including his phone. Make no
mistake, by then he knew law enforcement was coming for him."

Store
receipt
Based on a receipt from Bass Pro Shop in
Rogers, Arkansas, Barnett purchased a stun gun, pepper spray and

walkie-talkie radios in late December, agents testified during the
detention hearing.

Other items inventoried at Barnett's home included three tablet
computers, a Walmart receipt, a Nighthawk Custom hat (Nighthawk
Custom is a gun manufacturer based in Berryville, AK) and an
Anchorage Expedition jacket.[Z]

During the second impeachment trial for Trump, video of
Barnett with the stolen letter, and a photo of the note he wrote and left in
Pelosi’s office were presented during the proceedings on February 10,
2021. Screenshots are below.[Z!]
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JANUARY 6, 2021

IMPEACHMENT TRIAL

Written
evidence

CHARGES FILED
1. Obstruction of an official proceeding;
2. Aiding and abetting;

3. Entering and remaining in a restricted building or grounds with a
deadly or dangerous weapon;
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Disorderly and disruptive conduct in a restricted building or
grounds with a deadly or dangerous weapon;

Entering and remaining in certain rooms in the Capitol Building;
Disorderly conduct in a Capitol building;
Parading, demonstrating, or picketing in a capitol building; and

Theft of government property.
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Larry Rendall Brock
“Zip Tie Guy #1” turned in by his ex-wife

g frebiremg

I'd be interested in figuring
out the names of the dudes
rampaging in the senate
chamber with with zip tie
restraints and side arms
Seems like they might have
had a plan and be kinda
dangerous &

A screen capture from Twitter from the day after the riots, January 7, 20212

Video and images of a man (the “Subject Male”) dressed in
military combat gear, with plastic restraints hanging from his belt,
apparently directing other rioters in a coordinated and tactical manner on
the Senate Chamber floor on January 6, 2021 were circulated widely.
The FBI issued a Be on the Lookout alert including the Subject Male.

STATES CAPITOL

|

Picture reproduced in charging documents.

The U.S. Capitol Police also published alerts for “Persons of
Interest in Unrest-Related Offenses,” which included the Subject Male’s
image.
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PERSONS OF INTEREST IN UNREST-RELATED OFFENSES &

ID’d by
ex-wife

On January 8, 2021, the Subject Male’s ex-wife (“Witness #17)
called the FBI National Threat Operation Center to report that she
recognized her ex-husband, Larry Rendall Brock, in a picture taken
inside the Capitol, and that the two had been married for 18 years. She
also stated that she recognized Brock wearing a military-style helmet,
khaki pants, gray and black fatigues over a military vest, and a patch
from his military service.

Military
insignia on
clothing
According to the federal affidavit, Witness
#1 stated, "I just know that when I saw this was happening I was afraid

he would be there. I think you already know he was there. It is such a
good picture of him and I recognize his patch."

: 4-‘
Confirmed ﬁ g
by 2nd | ¥
witness

A d

MOn January §, 2021,
another witness (“Witness #2”) contacted the FBI to report that they
recognized Brock and wrote, "It looks like him and he has pilot wings on
his chest in this picture. He was an A-10 pilot. Worked at L3, and he still
has contacts that work with L3 that knew he was flying to Washington,
D.C."

173



Driver’s
license
photo

- Law enforcement agents retrieved a
driver's license photo of Brock, and confirmed that Brock's driver's
license photo bore a resemblance to the man in the picture.

On January 6, 2021, a video titled, "Inside the U.S. Capitol as
Trump supporters storm building - ITV News eyewitness report" was
posted on YouTube. A man bearing a resemblance to Brock can be seen
walking out of the Speaker of the U.S. House of Representatives Nancy
Pelosi's office.

An open source search of social media depictions from January
6, 2021, uncovered additional footage of Brock inside the U.S. Capitol.
The below picture shows Brock outside the office of House Speaker
Nancy Pelosi.

Close up on
video

Picture reproduced in charging documents.

Major
media
reporting
) On January 9, 2021, Ronan Farrow of The
New Yorker magazine published an article titled, "An Air Force Combat
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Veteran Breached The Senate"!Z3]. In the article, Farrow stated that two
of Brock' s family members identified him as the man wearing a
military-style helmet, body armor, and holding flex-cuffs in the widely
circulated pictures.

An image of Brock on the Senate Chamber floor was included as
evidence during Day 2 of Trump’s second impeachment trial.

Now part
of
historical

Image presented during Trump’s second impeachment trial, February 10, 2021.

Former
employer
information
confirmed

According to a January 14, 2021 article in the Dallas Morning
News, the company where Brock had been employed at the time of the
riots, L3Harris Technologies, is a defense contractor. His duties included
60-day stints overseas. He was still working for the company as of 2019,
according to court records. At the time the article was published, January
14, 2021, an L3Harris spokesman said all he could confirm was that
Brock no longer worked for the firm.
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Continuing
story of
public
interest

Courtroom sketch artist Dan Crowell made this image of Brock during
Brock’s detention hearing at the Eldon B Mahon Courthouse on
Thursday, Jan. 14, 2020.[24

CHARGES FILED:

1. Knowingly entering or remaining in any restricted building
or grounds without lawful authority; and

2. Violent entry and disorderly conduct on Capitol grounds.
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Jacob Anthony Chansley (a.k.a. Jacob Angeli)
Also known as #VikingMan or the “QAnon Shaman”

Internet
famous as
of January
6, 2021

6" Jerermy Comeau

If this moron can storm the
#CapitolBuilding and make it
all the way to the Senate
Chamber during today’s
insurrection then what can we
expect from more a
professional terrorist?
#LOUDATtemMpDt # [

+ 22 "
IITE n #5edintiolf

Media coverage of these events showed one of the rioters who
entered the Capitol Building dressed in horns, a bearskin headdress, red,
white and blue face paint, shirtless, and tan pants. This individual carried
a spear, approximately 6 feet in length, with an American flag tied just
below the blade. Twitter photos show this individual in the halls of
Congress and standing on the dais inside the Senate chamber.
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' Identified FBI BOLO
by media poster
outlets

/. SEEKING
‘. INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL
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Several media outlets subsequently identified this individual,
who was sometimes tagged as #VikingMan as Jacob Anthony Chansley,
a.k.a. Jake Angeli. He also was dubbed the “QAnon Shaman” for his
vocal conspiracy beliefs and personal behaviors.

Driver’s
license
photo

" Chansley was also been identified by law

enforcement through open source data bases, including his Arizona
Department of Motor Vehicles driver’s license photo.

The federal affidavit was filed with the below photos of
Chansley inside the Capitol Building and the Senate Chamber.
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Dressed to
stand out

Pictures reproduced in charging documents.
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Posing for
cameras

The U.S Catol Plice publised alerts for “Person of Interest
in Unrest-Related Offenses,” which included the Subject Male’s image.

DC Police
POI poster

PERSONS OF INTEREST IN UNREST-RELATED OFFENSES o8-
Uslawhel Erry
kysacwry 6, 2021
Approodmuately 1:30 pee
WS Capited Crownds
LO0 black of Frst
Street, NW
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Confirmed
from
Facebook

The photographs of Chansley in the
Capitol display unique attire and extensive tattoos covering his arms and
the left side of his torso. The FBI viewed pictures from Angeli’s
Facebook account posted on December 13, 2020, in which Chansley
bears the same distinctive attire and tattoos.

ID cross-
referenced
on

Chansley has a YouTube channel under
the name Jacob Chansley, on which a video from 2019 shows Chansley
with sleeve tattoos on the lower half of his arms consistent with the
sleeve tattoos Chansley displays in photographs taken in the Capitol.

Chansley was also identified wearing his outfit at previous
protests, and was featured in a November 6, 2020 article by Cronkite
News about Trump protests outside the election counting center in
Maricopa County, Phoenix.[Z!

Same outfit
at other
protests

o Jeryl Bier ©

Looks like this same guy in
the Senate chamber: Jake
Angiel, a QAnon guy
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Previous
news
articles

CN&=="
e MOME NEWSCAST A

Hundreds gather outside Maricopa
election center for third day of
protests

by 1vage O B wa Trankite ewn

On January 7, 2021, Chansley called in to the Washington Field
Office of the FBI to voluntarily speak with law enforcement. Chansley
confirmed that he was the male in the face paint and headdress in the
Vice President’s chair in the Senate. Chansley stated that he came as a
part of a group effort, with other “patriots” from Arizona, at the request
of the President that all “patriots” come to D.C. on January 6, 2021.

CHARGES FILED:
1. Civil disorder;
2. Obstruction of an official proceeding;
3. Entering and remaining in a restricted building;

4. Disorderly and disruptive conduct in a restricted building;
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5. Violent entry and disorderly conduct in a Capitol building;
and

6. Parading, demonstrating, or picketing in a Capitol building.
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Nolan Cooke
Identified by his personal grooming
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Picture reproduced in charging documents.

Beginning on or about January 7, 2021, investigative agencies
began receiving tips from the public related to the civil unrest and breach
of the Capitol. The FBI received at least three tips identifying Nolan
Cooke as having been involved in the breach of the Capitol.

An unknown individual (“Tipster #1”°) reported the following
information (errors from original message are retained):

ID’d on
Snapchat

“On January 6, 2020 I opened my
snapchat around the end of the day to catch up and I noticed a guy I once
knew participated in the riots around the capital on January 6th. The
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guys name in Nolan Cooke, he 1s 22 and from... Texas. Nolan was in the
front lines of the riots and helped lead the charge of rioters breaking
through the police gates. On his Snapchat story, Nolan posted video of
him at the capital steps banging on the large brown doors with the end of
the American flag he was carrying. There is also video of him shoving

Filmed
with a

through a police encounter. He filmed the entire
footage of the charges on a GoPro he had hanging from his neck. He
then proceeded to post the picture attached to his Snapchat story. Nolan
is about 56 with long brown curly hair down to his shoulder. He was
wearing a Make America Great Again hat and was carrying a large
American Flag through the entire protest. He is of medium skin tone. I
do believe he had part of breaking in to the U.S. Capitol, but I did not
save any of his Snapchat stories to my phone. I looked the picture
attached below and found it in a U.S. media source after I saw it on
Nolans story. He did not say in his story if this was him,

Tipster #1
gave fake
contact

but the similarities are uncanny.”

A contact name and number were provided for Tipster #1.
However, when the FBI attempted to contact this individual for more
information, the individual stated that they had not reported anything to
the FBI.

Tipster #2
gave more
ID info

A second tipster (“Tipster #2”°), whose
identity was known by the FBI, was interviewed and stated they were
familiar with an individual named Nolan Bernard Cooke who went to a
specific high school in Texas and used to work at Walmart.

Cooke posted on his Snapchat account videos of himself inside
of the Capitol on January 6, 2021. Cooke said on Snapchat that he was
wearing a GoPro inside the Capitol.
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“TI made the
news”

Cooke posted a video from a news source,
which Tipster #2 believed was CNN, that showed Cooke inside the
Capitol, and Cooke stated, “I made the news.”

Posted
travel info

Cooke posted on his Snapchat account on
the drive back from Washington, D.C. to Texas, stating that he was
staying in a hotel somewhere in Tennessee.

Then tried
deleting
everything
Cooke had since deleted all the Snapchat

videos and photos referenced above. Tipster #2 provided a Snapchat
username, email account, and phone number for Cooke. The FBI was
able to confirm that the phone number belonged to Cooke and that the
phone number is affiliated with his Snapchat account.
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Tipster #2
mistakenly
gave FBI
one false
lead

Tipster #2 believed the
individual pictured here and which was also known as photograph #9 on
the FBI's website was Cooke. However, the FBI has confirmed that the
person in that photograph was not Cooke.

On or about January 19, 2021, the FBI received a third
anonymous tip about Cooke’s activities at the Capitol. That person
(“Tipster #3”) stated, in pertinent part:

Tipster #3
ID’d
girlfriend

“Reporting on [Cooke’s presumed
girlfriend (“Person A”’)] and Nolan Cooke a couple from... Texas. They
were both at the capitol that day and from the video Person A posted to
Instagram they at the very least made their way up the steps. Nolan has a
friend [“Person B”’] whose [relative] works with my friend. The
[relative] said Nolan was wearing a go-pro the whole day recording
everything that happened and that he sent the video to [Person B].”
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Driver’s TikTok
license posts of
photo rioting

The FBI conducted
open source research of Cooke’s social media. An approximately 28-
second video that was uploaded on January 13, 2021, at around 2:00
p.m., to a TikTok account under the username of @nolan.Cooke98. The
video appears to show a crowd of individuals shoving their way through
a group of police officers (likely U.S. Capitol Police) in front of what
appears to be the east side of the Capitol. The video appears to have been
taken from a “GoPro”-style camera.

Law enforcement agents retrieved a driver’s license photograph
of Cooke, a resident of Texas, and confirmed Cooke bears a resemblance
to the pictures.

Clothing
match

The law enforcement officer submitting
the federal affidavit (the “affiant™) observed in the TikTok video the
sleeve of what appears to be a denim jacket or shirt in the footage. The
affiant noted that they observed two photos of Cooke that were posted on
the “nolan_Cooke3” Instagram account on January 6, 2020. In both
photos, Cooke appears to be wearing a denim shirt or jacket.

Violence
recorded

Four screenshots from the TikTok video
are below showing the long brown hair and denim shirt or jacket,
followed by the two Instagram pictures of Cooke wearing a denim shirt
or jacket. In the fourth screenshot from the TikTok video depicted below,
it appears that the individual wearing the GoPro-style camera and with
denim sleeves is grabbing the arm of a police officer and interfering with
a law enforcement officer.

While reviewing the video, the affiant observed long brown hair
dangle in front of the camera lens similar to the long brown hair depicted
in Cooke’s driver’s license photo and images of himself on the Instagram
account “nolan_Cooke3.”
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Long
brown hair
in video

Pictures reproduced in charging documents.
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Couple
selfies
during riot

According to open source information, the
first photograph of Cooke (with a female believed to be Cooke’s
girlfriend) included a caption that noted, “I wouldn’t want anyone other
than you with me to take on the revolution.” The second photo had the
caption, “What a fucking day.”
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On January 20, 2021, a U.S. Magistrate Judge for the Eastern

District of Texas authorized a search of Cooke’s premises and vehicle.
On January 21, 2021, law enforcement agents executed the search
warrant. Cooke agreed to be interviewed voluntarily; he was not under
arrest at this time and was not given Miranda warnings.

Admissions
during
interview

During the interview, Cooke made the

following statements and admissions:

a.

A few days before January 6, 2021, Cooke saw a posting on
Twitter from Trump about the rally in Washington, D.C.,
scheduled for January 6, 2021.

. On or about January 5, 2021, Cooke drove to Washington, D.C.,

with his girlfriend and a relative. On arrival to the city, Cooke’s
relative dropped Cooke and his girlfriend off at the Capitol
Building.

Cooke brought one or more firearms with him on the trip, but he
left those weapons in the relative’s vehicle and did not bring
them onto the Capitol Grounds.

Cooke came to the Capitol because he wanted to be heard.

e. Cooke was at the front of the crowd pushing against the officers

ga

who were enforcing the restricted access to the Capitol Building
and Grounds.

Cooke pushed past police officers to get to one of the doors of
the Capitol Building. He used a flag pole to bang on a window.

Cooke denied entering the Capitol Building at any time.

Cooke confirmed that he filmed the video containing the four
still photographs included above and that his hair and arm are
depicted in those photographs.

CHARGES FILED:

l.
2.

Acts during civil disorder;

Entering or remaining on restricted buildings or grounds and
disorderly or disruptive conduct in or near restricted building or
grounds; and
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3. Unlawful activities on Capitol grounds.
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Daniel Egtvedt

Arrested after unrelated, anti-vaccination domestic disturbance
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Photograph #76

Picture reproduced in charging documents.

According to the FBI statement of facts for this case, at
approximately 2:47 p.m., an individual subsequently identified as Daniel
Egtvedt was first observed on the Capitol Grounds. He was standing at
the threshold of an exterior door to the Capitol Building, appearing to
nuzzle or rub his face and nose on the back of the man in front of him,
apparently attempting to wipe off some type of chemical irritant that was
sprayed on him.

Video
posted on
Parler

~ The video, which was obtained from the
social networking application Parler, and published by ProPublica,
shows Egtvedt among a group attempting to gain entry to the Capitol
Building by pushing their way through a line of Capitol Police officers.
Other rioters nearby are heard saying, “Here we go, here’s the next
rush... there’s a push inside, with resistance,” as the rioters continue to
push further inside.
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Multiple
videos

At approximately 3:08 p.m., Egtvedt was
observed on additional Parler video footage from inside the building.
Egtvedt was seen walking through the hallway as the male in the dark
top, directly beneath the arrow below.

Picture reproduced in charging documents.

Direct
altercation
with police

At one point, Egtvedt appeared to be
leaving the building but then tried to reenter. A police officer (identified
as “Officer M.D.” in the affidavit) recalled seeing several other officers
attempting to stop Egtvedt and keep him from going back in the direction
of the Rotunda. One of those officers, U.S. Capitol Police Officer M.M.,
recalled Egtvedt rushed at her while screaming at her on three occasions
to shoot him.

Assaulting
officers

Egtvedt grabbed Officer M.M. with both
of his hands and gained control of her left arm. Egtvedt would not let go,
so Officer M.M. swung her arm in a downward motion to break
Egtvedt's grip on her. Officer M.D. described Egtvedt as "generally non-
compliant, screaming, and incoherent" and "screaming at the top of his
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lungs." Officer M.D. tried to grab Egtvedt below the waist but could not,
due to Egtvedt's large size. He then attempted to push Egtvedt back in
the direction of the south exit door and "held on for dear life" due to
Egtvedt's size.

Grappling
on the floor
As more officers came to assist in moving
Egtvedt toward the exit, Egtvedt fell backwards and Officer M.D. was
dragged down with him. Officer M.D. injured his shoulder in the fall and
had to seek medical treatment.

Egtvedt was on the ground in the Hall of Columns for several
minutes before plain clothes law enforcement officers came over to
advise that other individuals were being removed from the Capitol and
they would need to exit, and Egtvedt was blocking the hallway those
officers planned to use to removed them from the building. As officers
attempted to pick Egtvedt up, he became non-compliant and “then fought
again.” According to Officer M.M., Egtvedt said he wasn’t going to
leave and splayed out his arms and legs while lying on his back in an
effort to inhibit law enforcement from lifting him up.

As part of the security apparatus at the Capitol, the Capitol
Police maintain numerous fixed-post security cameras in the buildings
and on the grounds. Egtvedt was captured on several cameras inside the
building

Hall of Columns Camera

Egtvedt is seen walking down the center of the aisle.
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Multiple
video
angles

Pictures reproduced in charging documents.

In the lower left corner of the image, an FBI Special Agent
dressed in tactical gear is directing Egtvedt toward the exit.

| li !

Egtvedt shook his head and proceeded to reenter the buildng,
where he was stopped by Officer M.M. who was wearing her USCP
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bicycle uniform. Egtvedt disregarded Officer M.M.’s commands, swatted
at her outstretched arm, and as mentioned above, grabbed at her left arm
and held on with both of his hands. After Officer M.M. was able to break
free, Egtvedt continued to proceed forward in the direction of other
officers. Egtvedt was then approached by Officer A.D., whom he
appeared to shove backward.

Fighting
with police

Pictures reproduced in charging documents.

As more officers came to assist, Egtvedt further resisted and
violently flailed his arms at officers as they attempted to subdue him.
Finally, with approximately five officers attempting to hold him back,
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Egtvedt attempted to charge at Officer M.M. At this point, as shown in
the image below, MPD Officer M.D. can be seen attempting to grab
Egtvedt by his waist to stop him from advancing.

e M

| |

EGTVE DT

A,

While officers attempted to push Egtvedt away from Officer
M.M., Egtvedt and Officer M.D. fell against a column and onto the
ground as a result, causing injuries to Officer M.D.’s right shoulder.
Egtvedt appeared to grab at his neck after he hit the column.
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Injuring an
officer

u

Pictures reproduced in charging documents.

Body-Worn Camera

A review of Officer M.D.’s body-worn camera showed
additional footage of Egtvedt physically resisting officers’ attempts to
keep him from traveling further down the Hall of Columns. At one point,
as officers moved forward to interdict, Egtvedt was heard shouting, “You
shoot me; shoot me” at the officers present.
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Vestibule Camera

Several minutes later, Officer A.D. and Officer C.R. assisted
Egtvedt to his feet and tried to walk him through the south side vestibule
and out through the south side door.

Picture reproduced in charging documents.

Egtvedt then fell to the ground as he was being walked out. After
several more minutes, other officers attempted to pick Egtvedt up and
further remove him from the Capitol Building. Egtvedt again attempted
to gain entry, and further fought with law enforcement.
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Officer M.M. viewed the video footage from the vestibule
camera and identified herself as the officer in the USCP bike officer
uniform in the pictures above; however, she acknowledged that she could
not recall details of her second encounter with Egtvedt at the vestibule
door.

There are several additional instances where he is captured on
video or interviewed throughout his time on the Capitol Grounds on
January 6, 2021.

DLive Livestream Interview

He provided an interview to Tim Gionet a.k.a. “Baked Alaska,”
who was livestreaming video, posted to DLive. During the interview,
Egtvedt told the cameraman, “Everyone that’s outside, tell them to get in
here now.” Egtvedt further stated that they “shot me in the eyes twice,”
and said “everybody, if you’re seeing this, come down here now. We’re
not backing away; this is our house.” Egtvedt ends the interview by
screaming that members of Congress should “grow a spine or fucking
resign!” into the camera.
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interview
on DLive

Giving an
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Picture reproduced in charging documents.
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Egtvedt was observed on several other occasions around the
exterior of the U.S. Capitol Building. Law enforcement included a
picture of Egtvedt from that DLive interview in an FBI “Be on the
Lookout” poster as “BOLO 76.” The “BOLO 76” photo was widely
disseminated to the public by the FBI Public Affairs Office on January
14, 2021.

ID’d by

tipster

On January 20, 2021, Witness #1

contacted the FBI National Threat Operations Center identifying “BOLO
76” as Daniel Egtvedt, and provided a telephone number (“Phone
Number 17) and an address for Egtvedt. The next day, the FBI
telephonically interviewed Witness #1, who wished to remain
anonymous. Nonetheless, Witness #1 provided their own name and
explained that they “had known Egtvedt for over 10 years, and that
Egtvedt had been in Witness #1°s home in the past.”

Public
record
search

Following the interview, the FBI
discovered Egtvedt’s Facebook, Pinterest, Twitter, and LinkedIn
accounts. Several of the photos posted by Egtvedt tagged a named
individual, which public record searches confirmed to be Egtvedt’s close
relative. Searches of Maryland property records show that the identified
close relative owned the property at that address.

Each of the social media accounts was public and contained
either a profile photo or photo of Egtvedt posted to the account. Below
are two photos obtained from Facebook and Twitter, respectively:
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Social
media
profiling

FBI BOLO
76
confirmed

Facebook and Twitter photos reproduced in charging
documents.

The FBI compared photos and videos of Egtvedt and “BOLO
76,” and concluded the photographs and video all depict the same
person.

Furthermore, the multi-colored dress shirt worn in a photo
posted to Egtvedt’s Facebook on October 29, 2020 is consistent in color
and pattern with the shirt worn by Egtvedt during his interview that was
livestreamed at the Capitol Building, shown below
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Clothing

Phone match -
number favorite
verification shirt?

Shirt worn at Capitol matches Facebook. Pictures reproduced in charging documents.

Public record checks of Phone Number 1 indicate that number
was disconnected. However, public record checks revealed that another
phone number (“Phone Number 2”’) was registered to “Egtvedt, Daniel”
at his home address.

Cell phone
tracking
confirms

DC visit

AT&T Wireless records also show that a
device assigned to Phone Number 2 was present at the U.S. Capitol on
January 6, 2021. Specifically, the Phone Number 2 device first appears
inside the Capitol Building at 2:37 p.m., and appears to remain inside the
U.S. Capitol until 3:31 p.m.
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Driver’s
license ID
info
Maryland driver’s license records show
that Egtvedt (white male, 6°2”, 320 pounds) was issued a Maryland
driver’s license in 2020, and listed him as residing at the same home
address. The records provide a specific date of birth, which is consistent
with the apparent age of Egtvedt in the social media videos and images
from January 6, 2021, and include a photograph that is very similar in
appearance to those video and images.!Z%!
A criminal complaint was filed under seal on February 9, 2021

(prosecutors in most cases have kept these cases sealed until they’ve
made an arrest).

On February 13, 2021, Maryland State Police officers were
summoned by one of Egtvedt’s relatives (“Witness #2”) because Egtvedt
was trying to stop an older relative of theirs from leaving home

Local

police

called for

unrelated

to get a COVID-19 vaccine. Witness #2 called the

police, fearing Egtvedt would use “physical interference,” according to
court papers. During the encounter, Egtvedt allegedly told the officers
that he wouldn’t let his relative leave because Egtvedt believed COVID
vaccines would “eventually kill off a lot of people as a population
control method from the government.”
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New
goatee,
changing

Database
flags him
as wanted
by FBI

Egtvedt was not arrested on the spot as his
involvement in the January 6, 2021 Capitol riots was not known by the
officers, but when officers ran his name in their databases they
discovered Egtvedt was wanted in connection with the January 6 riots for
assaulting multiple police officers, obstructing Congress, and illegally
entering the Capitol. Later that day, more than a month after the Capitol
riots, he was arrested by state police and placed in federal custody.[Z]

At the time of his arrest, Egtvedt had attempted to alter his
appearance by growing a goatee, as shown in the arrest photo.

CHARGES FILED:

1. Assault on a federal officer or person assisting a federal
officer;

2. Obstruction of law enforcement during civil disorder;
3. Obstruction of Justice/Congress;

4. Unlawful entry, disorderly conduct, and physical violence
into, in, or on a restricted building or grounds; and

5. Disorderly conduct and physical violence on Capitol
grounds.
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Derrick Evans
“DERRICK EVANS IS IN THE CAPITOL!”

o

Screen capture from Derrick Evans’ Facebook Live video, January 6, 2021.

Live stream
on
Facebook

On January 6, 2021, a recently elected member of the West
Virginia House of Delegates, Derrick Evans, streamed a Facebook Live
video showing himself joining and encouraging a crowd unlawfully
entering the Capitol.

Voice
match

The FBI identified Evans as the person
operating the livestream not only from context, but also by comparing
the voice of the individual operating the livestream to Evans' voice in
one of his political campaign videos. Evans' voice in the campaign video
1s consistent with the voice of the individual operating the livestream.
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Tried
deleting,
but foiled

Evans also identified himself by first and
last name during the recorded video capturing the offense. Evans deleted
the video from his Facebook page, but a Reddit user posted a copy of
Evans' livestream.

FBI
observes
location
At the beginning of the video, Evans is
with a large crowd gathered outside a large, closed set of double doors of
the Capitol. The doors appear to be at least 12 feet tall, with an
ornamental metal design and a large window placed approximately 7 feet
high in each door. Almost immediately, Evans makes a comment to the
effect that he has pepper spray in his right eye. Approximately 4 seconds
into the video, a Facebook user adds a comment bubble onto the
livestream saying, "be some dummies to go inside so they all get locked
in & arrested".

Over the next few minutes, Evans can be heard shouting
statements including:

Narrating
illegal acts
on video

“There we go! Open the door!” then
begins to chant, “Our house! Our house!”

“We’re at the door now. There’s cops on the inside stopping us

29

now.

"The door 1s cracked" as individuals in the front of the crowd
appear to pry open the doors and begin entering.

"We're going in!" and "They're in, they're in, they're in... "
"Move! Move! Move!"

Approximately 3 minutes and 50 seconds into the video, Evans
crosses the threshold of the doorway and enters the U.S. Capitol.
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Identifies
self while
trespassing
Approximately 3 minutes and 56 seconds

into the video, Evans shouts, "We're in, we're in! Derrick Evans is in the
Capitol!"
For the remainder of the video, Evans walks through the Capitol.
Approximately 4 minutes and 11 seconds into the video, Evans

approaches a U.S. Capitol Police officer and appears to fist-bump him
while stating, "We still respect you, all right?"

Approximately 4 minutes and 52 seconds into the video, Evans
shouts, "No destruction of anything! No vandalizing property, no
vandalizing!

Approximately 5 minutes and 15 second into the video, right
before it ends, Evans states, "I don't know where we're going. I'm
following the crowd."

TMI on
Facebook

The FBI viewed public posts on Evans'
Facebook page, some of which they state they believe “are potentially
relevant to Evans' motive and intent,” and were included in the affidavit.
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FIGHT FOR

“\NUN!Y b
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What you
say can and
will be
used
against you
in a court

On December 28, 2020, Evans posted the
below meme and added the comment, "Anyone else going to D.C. on Jan
6th?"

213



. Derrick Evans - The Activist

One week from togay! Who's gong?

TAKE AMERICA BACK

-
BE THER} D (/ WILL BE WILD
L L]

IANUARY 6, 20201

On December 30, 2020, Evans posted this meme and captioned
the post, "One week from today! Who's going?"

“ Derrick Evans - The Activist

This is why we are going 1o DC

On December
31, 2020, Evans posted another meme and the text, "A STORM IS
COMING... AND THERE IS NOTHING THE LEFT CAN DO TO
STOP IT!"
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Share
travel
details

On January 5, 2021, at 6:59 p.m., Evans
posted a photo of Washington, D.C. with the caption, "We have two
charter buses leaving the local area in 3 hours. I can't wait for tomorrow.
#StopTheSteal."

At 10:06 p.m., Evans posted a photo that appeared to show
individuals seated inside a charter bus with the caption, "Two bus loads
of Patriots from WV, KY, and Ohio are loaded up and heading to D.C.
#StopTheSteal."

At 1:21 a.m. on January 6, 2021, Evans posted a screenshot of a
tweet by President Trump with the caption, "This is why we are going to
D.C. #StopTheSteal."

In another video, Evans states, "They're making an
announcement right now saying if Pence betrays us you better get your
mind right because we're storming that building." He then laughs and
says, "I'm just the messenger, so don' t be hating on me. I'm just telling
you what I'm hearing right now on the ground." As described above,
however, the subsequent video of Evans entering the Capitol is no longer
posted to his Facebook account.

Incorrectly Videos
claims refute his
media claims of
credentials innocence

Evans then posted
an "official statement" to his Facebook page: “I want to thank everyone
for their prayers today. I am on the bus headed back home to WV. As
many of you know, for the last few years, I have traveled across the
country to film many different events. Today, I had the opportunity to
film another event in D.C. I want to assure you all that I did not have any
negative interactions with law enforcement nor did I participate in any
destruction that may have occurred. I was simply there as an independent
member of the media to film history.”

In its affidavit, the FBI pointed out that Evans classified himself
as a "political candidate" on his Facebook page and did not appear to
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identify himself as a member of the media.

Says not
going to
resign

The day after the riots, on January 7,
Evans’ attorney issued a letter stating, “Derrick Evans should not be
condemned as a member of the group of violent and destructive
protestors elsewhere at the Capitol that day. He had no involvement with
them and never witnessed their behavior.... Therefore, Delegate Derrick
Evans will not be resigning his public office. He stands firmly behind the
right of every American to be considered innocent until proven guilty.
He committed no criminal act that day....”[Z8!

Two days later, on January 9, 2021, Evans resigned from the

West Virginia Legislature in a one-sentence letter, effective immediately.
[79]

Resigns

(]

HOUSE OF DELEGATES
WEST VIRGINIA LEGISLATURE

Uhe Hooorable Jim Justice
Crovemor, Stae of West Virginia
Oitce of the Governcr

1900 Kanawha Boalevard, East
Charleston, Wast wrginia 25304

Dear Goversor Justice

hereby resign a5 a member of Ge West Virginia Houwse of De pwies, elfective

ety towm

Delegate Derrick Fymes
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CHARGES FILED:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority; and

2. Violent entry and disorderly conduct on Capitol grounds.
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Philip Sean Grillo
Look, Mom. I’'m on TV!

\

CNN ALERT
13 FEDERAL CHARGES ANNOUNCED AFTER CAPITOL HILL RIOT
INCLUDING MAN WHO SAT AT PELOSI'S DESK & WV LAWMAKER

INATORS WERE ASKED TO MOVE TO A SECURE LOCATION » AFTER RIOTS CNN TO

Pictures reproduced in charging documents.

Two individuals contacted the FBI tip line and stated that they
observed CNN footage of Philip Grillo inside the Capitol on January 6,
2021.4

Witness #1
saw subject
on CNN

On January 14, 2021, the FBI received an
anonymous tip from an individual (“Witness #1°”) who stated that they
saw Philip Grillo “storm” into the Capitol on CNN footage. Witness #1
stated that they knew Grillo from growing up with him in New York and
said, “I saw him twice in CNN in two separate incidents”.
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So did
Witness #2

On January 18, 2021, another tipster (“Witness #2”°) contacted the FBI
and identified Grillo from CNN footage. Witness #2 included a video
and an image taken from their cell phone of the CNN footage where they
identified Grillo. Screenshots of the image and video Witness #2
provided are below, with Grillo circled in the first image.

CNN ALERT
13 FEDERAL CHARGES ANNOUNCED AFTER CAPITOL HILL RIOT
INCLUDING MAN WHO SAT AT PELOSI'S DESK & WV LAWMAKER

NATORS WERE ASKED TO MOVE TO A SECURE LOCATION » AFTER RIOTS CNMTD

Pictures reproduced in charging documents.

An FBI agent met with Witness #2 and showed them
surveillance footage from inside the U.S. Capitol. Witness #2 identified
Grillo in the closed-circuit television (“CCTV”) footage and stated they
have known Grillo for decades, growing up with him and going to the
same schools. Witness #2 stated they did not require any aids, such as
unique clothing, to identify Grillo, and stated they know his face.
Witness #2 also reported that Grillo was a member of the Knights of
Columbus. The CCTV image from which Witness #2 identified Grillo 1s
below.
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Cross-
reference
faces

In footage recorded from inside the Capitol, an individual
matching Grillo’s description and clothing can be seen in video from the
Senate Wing Door climbing into the Capitol through a broken window at
about 2:20 p.m. Grillo can be seen holding a megaphone in his hand after
entering the building. Screenshots showing Grillo’s entrance and him
holding the megaphone are below, with circles indicating Grillo and the
megaphone.
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Climbing

through a

broken
So does window
holding a gets you
megaphone noticed

Pictures reproduced in charging documents.

About 15 minutes after entering through the broken window,
Grillo was captured in a different surveillance camera that faces the
Capitol Rotunda interior. Grillo is seen with a crowd attempting to exit
the Rotunda and gain entry to a separate room that contained doors
leading outside, where more protestors were gathered. The crowd’s
movement is blocked by three Capitol Police officers. Eventually the
crowd, including Grillo, moves past the officers and toward the
Rotunda’s exterior entryway doors. Grillo was among the first few
individuals to get past the officers. Screenshots from the video footage
are below, with Grillo circled. At this point, Grillo no longer appears to
be holding a megaphone.
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Tracked on
video
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Another surveillance video pointed toward the Rotunda exterior
doors picked up the crowd after it bypassed the previously-mentioned
Capitol Police officers. Grillo and the large group of individuals
approach the exterior entryway doors, which were barricaded with
benches. Protestors outside were clearly visible through the door’s
windows. Grillo and the large crowd gathered at the closed doors while
the same three Capitol Police officers repositioned themselves and again
barred the crowd’s movement, this time preventing them from opening
the exterior doors. Grillo was able to move about the crowd, eventually
moving from the back to the front and directly in front of the officers.
The crowd ultimately pushed against the officers and against the doors,
forcing them open. At the time the doors were pushed open, Grillo was
standing toward the middle of the crowd and not making direct contact
with the officers. Two screenshots from the Rotunda exterior doors
footage are below, with Grillo indicated.

Movements
and actions
followed

Pictures reproduced in charging documents.
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Angry

Once the doors were opened, allowing more protestors inside the
building, Grillo briefly went through the doors only to re-enter the
Capitol moments later and remain inside the Capitol. Grillo can also
clearly be seen recording himself on his cell phone, a screenshot of
which is here, with circles to indicate Grillo and his cell phone.

In the same surveillance footage, Grillo can be seen wearing a
Knights of Columbus, St. Anne’s Council #2429, New York embroidered
jacket. The FBI conducted an open-records check of Grillo and
confirmed Grillo to be a member of the Knights of Columbus chapter
matching the jacket’s description. Additionally, as stated above, Witness
#2 reported to the FBI agent that Grillo was a member of the Knights of
Columbus. A screenshot from this footage is here.
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. Affiliate
clothing

g =

Pictures reproduced in charging documents.

In the below screenshot of video footage found on YouTube,
which was taken outside the Capitol and near an entryway, the back of
Grillo’s jacket can be more clearly seen. Grillo was with a crowd that is
shouting, “Fight for Trump.” This crowd was engaged in a physical
confrontation with uniformed officers at the entryway. Again, Grillo was
near the front of the crowd. The crowd, including Grillo, was eventually
driven back from the door when officers employed a chemical irritant.

' Members
only
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Vehicle
registration
From New York State vehicle registration

records, the FBI identified Grillo as the registered owner of a 2019
Chevrolet Traverse with New York State License Plates.

License
plate
readers
A License Plate reader in New York City
captured that specific License Plate number departing New York City at
approximately 9:30 p.m. on January 5, 2021, and returning on January 6,
2021 at approximately 11:20 p.m. A Secret Service camera located in
Washington, D.C. scanned that specific New York License Plate at
approximately 2:10 a.m. on January 6, 2021.

Passport
photo
Grillo’s U.S. Passport Application from
March 7, 2017 includes a photograph of Grillo, which appears to be the
same person as the individual contained in the January 6, 2021 video
footage from inside the U.S. Capitol as described above.

Phone # at
riots
registered
to mother
According to records obtained through a
search warrant that was served on Verizon, on January 6, 2021, in and
around the time of the Capitol riots, a specific cellphone number was
identified as having used a cell site that includes the interior of the
Capitol Building.

...but used
by subject
Grillo’s mother, on her U.S. passport
application, listed that same phone number in the point of contact section
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as belonging to Grillo. That number is registered in Grillo’s mother’s
name, as are other phone numbers on the same Verizon account.

On November 11, 2020, Grillo posted a brief video from the
Facebook page of “Donald J. Trump” to his own page. Trump’s post was
captioned with “WE WILL WIN!” and a brief video saying to believe in
the impossible.

CHARGES FILED:
1. Unlawful entry on restricted buildings or grounds;
2. Violent entry and disorderly conduct on Capitol grounds; and
3. Obstruction of Justice/Congress.

227



Andrew Hatley
Deny, deny, deny

Pictures reproduced in charging documents.
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Car details ID’d by a
provided friend

On January 6, 2021, at
approximately 4:18 p.m., a tip was received from a witness (“Witness
#17), who identified one of the subjects who had entered the Capitol. A
Special Agent of the FBI contacted Witness #1, who identified Andrew
Hatley as having entered the U.S. Capitol Building. Witness #1 stated
Hatley had driven from his residence in South Carolina on January 5,
2020, in a red Ford Mustang, early 2000s model, to attend the protests.
Witness #1 had known Hatley for several years and provided the below
picture which Hatley had taken of himself and an unknown male subject
in front of a statue in the Capitol Building.

Witness #1 had obtained the picture from another witness
(“Witness #2”°), who advised that they had obtained the photograph from
Hatley himself.
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ID’d by a
2nd friend
too

Witness #2 later identified the man on the
right side of that picture as being Andrew Hatley.

The FBI conducted a search of statues located in the Capitol
Building and located the statue of John Caldwell Calhoun, located in the
Crypt of the building, which is the same statue in the background of
Hatley’s photograph. An image of the statue is below.

Facebook Location
identified verified

e “ \
—
[ o

Pictures reproduced in charging documents.

An Investigative Analyst with the FBI conducted an open source
search and located Hatley’s profile on Facebook. The profile name was
identified as “Andrew Duo Hatley”. A post on Hatley’s account stated,

“It has come to my attention that there was someone who looks
like me at the Capitol. I’d like to set the record straight. I don’t
have that kind of motivation for lost causes. I just don’t care
enough anymore, certainly not enough for all that.”

The first comment after the post came from a subject identified
as “SB Lamont” who stated “Welcome back”. This exchange, and
pictures of Hatley from his Facebook profile, are below.
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Deny, deny,
deny

* Andrew Duo Hatley
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Hat cross-
referenced

A Special Agent for the FBI compared
pictures of Hatley in his Facebook profile pictures to the picture sent by
Witness #1 and noted that the hat Hatley is seen wearing in both pictures
appears to be the same.

Captured
on video

On January 9, 2021, the FBI received
confirmation from Capitol Police that the subject wearing the hat in the
picture in front of the John Calhoun statute, reproduced above, was
observed on Capitol Police surveillance video inside of the Crypt at the

U.S. Capitol.
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Location
shared on
Life360
mobile app

Witness #1 stated that Hatley shared his
geolocation with Witness #2 via the application “Life360” during
Hatley’s entire time in Washington, D.C. and had told Witness #2 he was
going to attend the protests against the certification of the election.
Life360 is a cellular phone application that allows individuals to track
the location of a cellular telephone if the individual has installed the
company’s app on their phone. Individuals can create an account with
Life360 that allows the user to share information, such as the location of
the user’s cellular telephone, with another user that has downloaded the
application.

Phone #
provided
Witness #1 identified Hatley’s cellular
telephone number for the FBI.

The FBI contacted legal counsel for Life360 and requested
confirmation that the phone number provided by Witness #1 was of
record with Life360. Life360’s legal counsel confirmed the number
provided to them had an active Life360 account.

Search
warrant
send to
Life360

A search warrant for the account was
obtained in the U.S. District Court for the District of Columbia. On
January 12, 2021, Life360 sent the FBI data from the account in response
to the warrant. An FBI Special Agent plotted some of the data into an
electronic map of Washington, D.C., which confirmed that Hatley’s
cellular telephone was at the U.S. Capitol Building during the riots on
January 6, 2021.

On January 11, 2021, Special Agents of the FBI interviewed
Witness #2. Witness #2 had a close relationship with Hatley. Witness #2
provided agents with three photographs that Hatley sent them, including
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the photograph of the individual with the black hat in front of the
Calhoun statue, reproduced above. Witness #2 identified Hatley as the
man on the right of the picture. Witness #2 also identified Hatley as the
man on the left of the below photograph wearing a green respirator mask
inside the U.S. Capitol.

Phone #
confirmed

'7‘

Picture reproduced in charging documents.

On January 12, 2021, the FBI contacted Hatley at the telephone
number that was provided by Witness #1. That number is the same
number associated with the Life360 account. Hatley confirmed that it
was his only phone number.

When Hatley was asked about the events at the U.S. Capitol,
Hatley advised he was not sure how much he should say without legal
counsel because he could be in a great deal of trouble.

CHARGES FILED:
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. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

. Knowingly, with intent to impede government business or
official functions, engaging in disorderly conduct on capitol
grounds;

. Engaging in disorderly or disruptive conduct on Capitol
buildings or grounds; and

. Parading, demonstrating, or picketing in the Capitol buildings.
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Adam Johnson
#PodiumThief

Facebook
post

6 Adam Johnson coe
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Picture reproduced in charging documents.

Internet
famous

A search of open sources revealed an
image credited to Getty Images, a visual media company, showing a
Subject Male (“Person #1”) appearing to carry the lectern with a large
seal reading “Seal Of The Speaker U.S. House Of Representatives
1789”. Person #1 can be seen with what appeared to be red facial hair,
wearing a gray jacket, blue knit cap with white lettering, and a backpack.
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ID’d by
tipster
On or about January 6, 2021, an individual
(“Witness #17°) called the FBI to report that the individual in the
photograph was named Adam Johnson, and they shared a mutual friend.

Missing
property
report

On or about January 7, 2021, law
enforcement received information from U.S. Capitol authorities that the
Speaker of the House’s lectern was missing. According to the House of
Representatives’ curator, the Speaker’s lectern has a market value of
more than $1,000.

Government
databases

FBI research into government databases
revealed that an individual named Adam Johnson was associated with
residences in two cities in Florida, including one near the location
provided by Witness #1.
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Federal Hometown
affidavit newspaper
evidence article

A January 7, 2021 article
published by Florida’s Sarasota Herald-Tribune contained a Facebook
post by a person with the username “Adam Johnson.” The man in the
photo was posing by a sign reading “Closed to all tours.” The caption on
the post, seemingly in response to the sign, says “No.”8

Location
verification

U.S. Capitol Police subsequently
identified the location of Johnson as inside the Capitol Building, likely
on the second floor in the hallway near the Old Senate Chamber. Capitol
Police also indicated that the “Closed to all tours” sign was consistent
with signs normally used in the U.S. Capitol building.
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Mis-
identificatio
On social media, some users incorrectly

believed Johnson’s name was “Via Getty” as photos were often credited
as “Via Getty.”

Driver’s
license
photo

A search of the Florida’s Department of
Motor Vehicles returned Johnson’s driver’s license photo, which
investigators reasonably believe to be Johnson.

CHARGES FILED:
1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

2. Theft of government property; and
3. Violent entry and disorderly conduct on Capitol grounds.
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Edward Jacob Lang
THIS IS ME
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Pictures reproduced in charging documents.
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Actively
posting Distinctive
during riots jacket

N
" readjakelang

182 likes
realjakelang 1776 has commenced

Beginning on or about January 7,
2021, investigative agencies began receiving tips from the public.
Multiple people identified Edward Jacob Lang as being involved in the
Capitol riots. The tips included photographs of Lang on the grounds of
the Capitol on January 6, 2021. At least one photograph from Lang’s
Instagram appears to have been posted at some point during or after the
attack on the Capitol, and depicts Lang wearing a black jacket with
numerous silver zippers and a ribbed pattern on the shoulders, standing
on the steps of the Capitol Building. Lang captioned the photograph
“1776 has commenced.”

ID’d by
friend

On January 9, 2021, the FBI interviewed
Witness #1, a friend since childhood, who provided Lang’s Facebook
account and photos and video of Lang actively participating in the
Capitol attack. Witness #1 also provided a potential birth month and day
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for Lang and believed Lang was born in either 1995 or 1996. Law
enforcement agents retrieved a New York driver’s license photograph of
Lang and Witness #1 confirmed the person in the photograph was Lang.

Witness #1 also provided this photo and video from Lang’s
Facebook showing him and a large crowd at the lower west terrace door
of the Capitol on January 6, 2021.

Geotagging

’nnuq The Whete mnate .

| wad M O 37 LDy 1900y AT T YOy MW O 1N
et b

Pictures reproduced in charging documents.

Lang posted on Instagram, which tagged the location as “Capitol
Hill” and showed Lang smiling and wearing a blue and white floral-
patterned shirt, which matches the shirt in the still shot from the video
referenced above. The photograph, shown below, appeared to be taken
on the Capitol grounds and the images in the background are consistent
with known images of the Capitol breach. The caption read, in part,
“Pepper spray really does wonders for your complexion #1776.”
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provided by Witness #1 from Lang’s Facebook page included more
references to Lang’s participation in the attack on the Capitol.

On or about January 8, 2021, Lang posted a video on Instagram,
which appeared to be a compilation of multiple videos with the caption

“GIVE ME LIBERTY OR GIVE ME DEATH.” The video depicted the
following two moments:

The video initially showed Lang in a crowd saying “I ain’t done
yet.” Lang wore a black leather jacket with a blue floral-patterned shirt
underneath, consistent with the other images.

crdydb ey
v pue Asd

‘I AINT DDNE YEr 6 mdf:‘:t.q‘”"'; BTy Of

Pictures reproduced in charging documents.
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As the video progressed, another video included in the
compilation showed an individual consistent with Lang with a green gas
mask on and the same black jacket and blue floral-patterned shirt
underneath. Lang appeared to film himself directly in front of law
enforcement personnel and to be pointing at them.

Riot selfie |

|mﬁm o §ollonw
Dngenw Augos

realjakelang GV ML LOCRT™Y OR
(I ME DEATH ]y

Pictures reproduced in charging documents.
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That is him |

Screenshots of the stories Lang posted on Instagram were captured and
provided to the FBI by witnesses. One of the screenshots, shown here,
depicted an entrance to the Capitol guarded by law enforcement officers,
who were violently attacked by rioters attempting to gain entry into the
Capitol. The story had the words “THIS IS ME” and an icon pointing to
the front of the crowd.

Pictures reproduced in charging documents.

Violent
clashes
recorded

Several open source videos and
photographs show Lang violently engaging with law enforcement
officers as they attempted to keep rioters out of the Capitol.
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Attacking

with a riot
shield

A video on Twitter (that the screenshot depicted
below came from) shows an individual raising a riot shield over his head
as the crowd cheers and then violently slam the shield down on the
ground repeatedly near the officers. That individual is in a black jacket,
Metropolitan Police Department helmet, and gas mask consistent with
Lang in the photos above and is directly below the “This is me” sign
added to the video.
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Recorded
by major
news
outlets

According to the federal affidavit,
photographs posted to Reuters’ online picture database show what
appears to be Lang carrying the protective shield and engaging with law
enforcement.

Photographs on Pacific Press Agency similarly show an
individual consistent with Lang near the arch as those around him strike
at the officers with poles, along with later close-up images of his face.

An open source search of social media uncovered several videos
and photographs of Lang with a dark and red colored baseball bat.
According to the federal affidavit, video posted to Facebook showed
Lang as he “swung, thrusted, and/or jabbed the bat at law enforcement
officers multiple times. In doing so, Lang struck at least the shields the
officers held in front of them. As the video progresses, others in the
crowd assist in the attack, with some throwing items and one individual
spraying the officers with a fire extinguisher.” In the below screenshot,
Lang is circled and an arrow points to the baseball bat raised in the air.
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Gave an Baseball
interview bat

Pictures reproduced in charging documents.

In a video posted by a Twitter account holder, Lang had a
conversation with an unidentified female ("UF"), which was streamed on
Instagram. The following is an excerpt of the conversation posted online:

UF: "So what do you think happens next?"

Lang: "Guns... That's it. One word. The 1st Amendment didn't
work, we pull out the Second. We're all civilized people and we love
going to work and praying to God on Sundays and having nice family
barbeques... and that was every single person there. No one wants to take
this and and die for our rights, but dying for our rights is the only option
that any person with a logical brain sees right now. This is it.”

On January 14, 2021, Lang posted a story to Instagram. Among
other things, he stated: “I want to use this time to say thank you for all
the people that have been reaching out, calling me a patriot.... Been
really amazing to have this impact on the community, going to keep on
fighting for you guys, we got some big things planned. We are not going
to let them take our Constitutional Liberties. Our God-given rights are
safe within the hearts of the patriots. So we won’t give up. You guys
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should not give up. Contact me if you want to be a part of the patriot
movement.”

CHARGES FILED:
1. Civil disorder;
2. Assaulting, resisting, or impeding certain officers;

3. Assaulting, resisting, or impeding certain officers using
a dangerous weapon;

4. Obstruction of an official proceeding;
5. Aiding and abetting;

6. Disorderly and disruptive conduct in a restricted
building or grounds with a deadly or dangerous weapon;

7. Disorderly conduct in a Capitol building; and

8. Act of physical violence in the Capitol grounds or
buildings.
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Image reproduced in charging documents.

Posted
“STOP THE
STEAL,” a
basic
search
term to ID

Following the Capitol riots, law
enforcement reviewed an Instagram account under the account name
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@chi_hvac, which appeared, and was later confirmed to belong to Kevin
James Lyons. The main profile page of this account lists the name "
Kevin Lyons." Posted on this account, among other things, was the
above photo which appeared to be a screenshot of a map tracing a route
from Lyons' home in the vicinity of Chicago, Illinois, as marked on the
map and confirmed in law enforcement databases, to the Washington,
D.C. area.

Beside the posting was a post that read "I refuse to tell my
children that I sat back and did nothing. I am heading to D.C. to STOP
THE STEAL!"

The same Instagram account posted the below photo
(reproduced in charging documents) depicting a sign that read "Speaker
of the House Nancy Pelosi" and with the comment under it "WHOS

outside of Pelosi' s office within the Capitol.

FBI came
knocking
On January 8, 2021, Lyons was
interviewed by FBI agents in Chicago at his residence in Illinois. During
the interview, detailed in the federal affidavit, Lyons provided this
information:

a. Lyons acknowledged that he was in Washington, D.C. on
Jan 6, 2021, 2021, but was evasive about whether he
entered the Capitol Building.

b. Lyons stated that he "100% guaranteed, without
incriminating himself” that he saw nothing being
damaged.

Saw it in a
dream...

C. He further stated that “in a dream
he had, he saw a lot of banging on doors, paper being
throwing about, and a mob of people.” According to
Lyons, “in the dream, people really didn't have much
choice of where they were going because of the mob.”
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vividly
d. Lyons advised that if he were
inside, he was inside for approximately 45 minutes.

Instagram “Wow you
and Twitter guys are
confirmed pretty
€. Lyons was

shown the photo referenced above that read "Speaker of
the House Nancy Pelosi" at which time Lyons stated,
"Wow you are pretty good that was up for only an hour.'
Law enforcement understood Lyons' statement to be
expressing surprise that law enforcement officers had
found and observed this photograph on his Instagram
account because it had only been posted on his account
for one hour before it was removed. Lyons then stated
that he can't guarantee that he posted it.

f. Lyons confirmed that @chi_hvac was his Instagram
account and @hydra_shoc was his Twitter account.

When subsequently asked whether he still had the picture
discussed above on his phone' s camera roll, Lyons said yes and showed
the agents his phone. The photo on Lyons' phone appeared to be the
same photo above that was previously posted and observed on Lyons'
Instagram account. Lyons also displayed a nearly identical second
picture of the wooden plaque and a video.

vividly
The video was of a group of people
walking through what appeared to be the Capitol Building. When asked
whether he would be willing to give the FBI agents a copy of the video,
Lyons said the file would be too big, and offered to upload his videos to
YouTube and email the links to the agents.

INVESTIGADOR_Z



Incriminates
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“Hello nice
FBI lady...”

On January

9, 2020, an FBI Special Agent received an email from an email address

that included Lyons's first and last names. The email stated, "Hello Nice
FBI Lady, Here are the links to the videos. Looks like Podium Guy is in
one of them, less the podium. Let me know if you need anything else.
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Kevin Lyons." [“Podium Guy” likely referred to Adam Johnson, a rioter
discussed previously in this chapter.]

Voice
match

One link showed a video of people
walking in what appeared to be a hallway of the Capitol Building. The
Special Agent recognized the voice of Lyons speaking throughout the
video. Another link opened to a video of a group of people walking in
the Rotunda of the Capitol Building.

During the January 8, 2021 in-person interview with Lyons at his
home, Lyons also admitted to traveling from Chicago to Washington,
D.C. to attend President Trump's rally. Lyons described himself as a
tourist at the events and said that he had live streamed his experiences.

Packed his
Kevlar vest

According to Lyons, on January 6, 2021,
he took an Uber to the Washington Monument where the rally was held.
He attempted to wear his level 3 Kevlar vest, but was unable to fit it over
his sweatshirt.

Lyons indicated that the rally was the only event he planned on
attending that day. Lyons stated that while he was at the rally, he walked
along Pennsylvania Avenue and heard "flash bangs" and saw

Claims to
have been
swept up
by the
crowd,
literally

people walking toward him with red faces. The
crowd of people continued to push toward the Capitol Building. Lyons
claimed that there was very little he could do to escape the crowd
because he weighed 140 pounds. Lyons indicated that as he neared the
Capitol Building, he saw people tearing up scaffolding and people
climbing up the Capitol Building walls. Lyons stated that he walked up
the stairs of the Capitol Building and entered it through its rear doors. He
claimed that he did not enter through a window.
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Lyons stated that once he was inside the Capitol Building, he
walked to the Rotunda where he took a moment to look at the statues and
get his bearings. Lyons indicated that he then walked up an interior
staircase to the second floor, but that he did not go into the House of
Representative' s Chamber because he did not know where it was
located.

Entered
the “big
boss” office

Lyons stated that he stayed primarily in
the hallways, but did enter the "big boss" office. Lyons was asked if this
was a reference to Representative Nancy Pelosi and he stated yes. Prior
to entering Pelosi's office, Lyons indicated that he took a picture of the
plaque located outside of Representative Pelosi' s office and uploaded the
image to his Instagram account.

Lyons explained that Pelosi's office was a "good size" office and
there were approximately 20 to 30 people in it. He saw a broken mirror,
but stated it was broken before he entered the office.

Lyons claimed that while he was in Pelosi's office, a Capitol
Police Officer entered with his "40mm" pistol drawn. Lyons indicated he
immediately raised his arms above his head. Lyons stated that the officer
told him to get out and Lyons immediately left the office.

Drove back
home

As he made his way to the first floor,
Lyons indicated that the second floor was filled with tear gas and that he
passed by several officers with AR-15 rifles. After exiting the Capitol
Building, Lyons stated that he went directly to his vehicle and left
Washington, D.C.

CHARGES FILED:
1. Entering and remaining in a restricted building;

2. Entering and Remaining in Certain Rooms in the Capitol
Building; and

3. Disorderly conduct in a Capitol building.
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Anthony R. Marrioto (a.k.a. Tony Mariotto)
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Picture reproduced in charging documents.
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ID’d by a
friend
On January 6, 2021, a concerned citizen
(“Citizen 17) submitted an online tip to the FBI National Threat

Operations Center alleging that Anthony R. Mariotto was inside the
Capitol during the riots.

Posted to
Facebook
On January 10, 2021, law enforcement

interviewed Citizen 1 by phone, who said they knew Mariotto personally
for over one year and that they were friends with or followed Mariotto
on social media, specifically Facebook. Citizen 1 reported that they had
seen photos of Mariotto in the Capitol Building posted to Mariotto’s
Facebook page.

Tried
deleting
account

but foiled

Citizen 1 also stated that Mariotto recently
deleted his Facebook account, but that Citizen 1 had taken screenshots of
the photographs and saved them before the account was deleted,
including a screenshot of one of the photographs.
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Visual
clues
confirm
location

Mariotto is clearly depicted in the screenshot Citizen 1 provided. The
screenshot depicts Mariotto in the Senate Chamber with the following
caption “I’m in [sic] And there are just a few [sic] This is our house™.
The photograph appears to be a selfie, which indicates Mariotto took the
photograph himself, most likely with a cellphone. The photo depicts the
Senate floor in the background from a raised perspective, indicating that
Mariotto was present in the Senate gallery.

Driver’s
license info

Based on Mariotto’s Florida driver’s
license photograph, law enforcement positively identified the individual
in the screenshot as Anthony R. Mariotto, a.k.a. “Tony”, with an address
in Florida.

I databases

The FBI verified through law enforcement
database checks that Anthony R. Mariotto has a registered address in
Florida.
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His wife
ID’d in DC
too

On January 14, 2021, a Special Agent
interviewed Citizen 1 over the phone. Citizen 1 stated they also observed
at least four videos of Mariotto inside the Capitol on January 6, 2021 that
were posted to Mariotto’s Facebook page prior to it being deleted.
Citizen 1 also stated they observed video of Mariotto’s wife in
Washington, D.C., on January 6, 2021, on Mariotto’s Facebook page
prior to it being deleted.

On January 16, 2020, a Special Agent with the FBI located
Mariotto in Georgia and interviewed Mariotto over the phone. At the

“Yes, this is
Tony...”
start of the conversation, the Special Agent
confirmed that he was in fact speaking with Mariotto when Mariotto

identified himself as “Tony.” During the call, Mariotto also
acknowledged that the FBI had his correct Florida address. Mariotto

Phone
confession
admitted that he was present inside the Capitol
during the riots that took place on January 6, 2021.

Mariotto stated he was in Washington, D.C. with his wife and
listened to Trump’s speech, after which he gathered with the crowd
outside the Capitol. Mariotto claimed he thought he “was being part of
history,” and told the Special Agent that he walked through the Capitol
chanting “USA.” Mariotto conceded he knew he was not allowed to be
in the Capitol, and stated he would accept full responsibility for his
actions.

Go home
ASAP,
charges
pending
Mariotto was instructed to immediately
return to Florida, and was advised that criminal charges against him were
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likely forthcoming.

Search
warrant

On January 19, 2021, Mariotto voluntarily
met with an FBI Special Agent and provided the agent with his phone.
Pursuant to a search warrant, the FBI processed Mariotto’s phone.
Within the phone is the selfie photograph Citizen 1 observed on
Facebook, as well as other videos that were recorded inside the Capitol
Building during the events of January 6, 2021. After processing the
phone, the Special Agent returned the cell phone to Mariotto.

Phone
contents
copied

CHARGES FILED:
1. Entering and remaining in a Restricted Building or Grounds;

2. Disorderly and disruptive conduct in a restricted building or
grounds;

3. Entering and remaining in the Gallery of Congress;
4. Disorderly conduct in a Capitol building; and
5. Parading, demonstrating, or picketing in a Capitol building.
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Patrick Edward McCaughey I11
BOLO #62-AFO

7 SEEKING

./ INFORMATION

ASSAULT ON FEDERAL OFFICERS AND
VIOLENCE AT THE UNITED STATES CAPITOL

Photograph #62-AF0

Pictures reproduced in charging documents.

On January 6, 2021, Metropolitan Police Department (“MPD”)
Officer Daniel Hodges was working his evening shift in his official
capacity, while wearing his official MPD uniform. During that shift,
Officer Hodges was directed to report to the Capitol to assist the U.S.
Capitol Police (“USCP”) in maintaining security of the Capitol Building.
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Shortly before 3:00 p.m., Officer Hodges and many other MPD
and USCP officers gathered in the interior tunnel of the Capitol Building,
which leads out to an archway by the lower west terrace door.

According to the federal affidavit, video posted to YouTube
(“’YouTube Video #1”°) shows a large crowd of rioters pushing forward
into the tunnel to breach the line of police. Rioters used police riot
shields and police riot batons to combat uniformed law enforcement
officers. Unidentified rioters can also be overheard planning and
implementing a rotation of rioters to have the “fresh” rioters up front to
combat law enforcement, with various unidentified individuals yelling
“we need fresh patriots in the front” and “we need fresh people.”
Unidentified rioters are heard instructing the front line of rioters to make
a “shield wall” to prevent law enforcement from controlling rioters with
oleoresin capsicum spray (“O.C. spray”).

In the front line of rioters, a Subject Male (“Subject Male”) with
shoulder length light brown hair, slightly tinted eye glasses, and wearing
a brown in color hooded sweatshirt can be seen using a clear police riot
shield to physically push against the left side of Officer Hodges’ body.
Officer Hodges was pinned between the clear police riot shield being
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held by the Subject Male and the lower west terrace door. Officer
Hodges appeared to be loudly crying out in pain. As Officer Hodges was
being pinned to the door by the Subject Male, a separate rioter was
violently ripping off Officer Hodges’ gas mask exposing Officer
Hodges’ bloodied mouth. As the Subject Male was using the riot shield
to push against Officer Hodges, numerous other rioters behind and
around the Subject Male appeared to add to the weight against Officer
Hodges.

Face
visible
during

Pictures reproduced in charging documents.

On January 15, 2021, the Metropolitan Police Department
posted on Twitter asking for the public’s assistance in identifying the
individual that pinned Officer Hodges to the lower west terrace door on
January 6, 2021. The Twitter post included photos from video
screenshots of the assault of Officer Hodges.
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On January 15, 2021, Witness #1
contacted the FBI National Threat Operations Center in reference to FBI
“BOLO 62-AFO”. “BOLO” 1s short for “Be on the Lookout” and the
designation “AFO” refers to “Assault on a Federal Officer.” Witness #1
identified Patrick Edward McCaughey III and provided his date of birth.
Witness #1 also indicated that Patrick McCaughey “has transitional
lenses and long hair which matches the image 62-AFO.”

On January 16, 2021, the FBI interviewed Witness #1 by phone,
who reported having known McCaughey since they were children.
Witness #1 last saw McCaughey in person approximately one year ago,
but heard from mutual friends that McCaughey attended the events at the
Capitol on January 6, 2021.
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Witness #1
provided
photos and
video

Witness #1 provided the FBI with a copy
of four pictures and a short video sent by McCaughey to mutual friends.
The pictures and video all appear to have been taken on a cellular phone
at the Capitol on January 6, 2021.

One of the pictures is a selfie-style picture that appears to have
been taken of McCaughey on the scaffolding of the west front of the
U.S. Capitol.

The FBI conducted a comparison of McCaughey’s selfie photo
and the photographs in FBI “BOLO 62-AFO,” and concluded the
photographs all depict the same person. The tan in color plywood
observed in the background of the selfie photo, the screen capture of the
video, and one of the other pictures provided are consistent with the
images being captured on the scaffolding on the west front of the U.S.
Capitol.
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Physical

Transitiona clues give
1 eyeglass selfie
lenses location

The FBI later reviewed U.S. Capitol
Police survelllance footage that contains the scaffolding on the south of
the Inauguration stage. Video surveillance at around 2:35 p.m. shows
McCaughey on the top level of the scaffolding (as circled below). This
individual appears to be holding an item in his hand and making motions
that are consistent with someone using a cell phone to take photos and
video. The location of this individual on the scaffolding is consistent
with the location of the person that filmed the short video provided to
Witness #1’s mutual friends by McCaughey.
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Cross
reference
other video
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Pictures reproduced in charging documents.

. “91' ]il'

Witness #1 directed the FBI to view a post by the MPD’s official
Twitter account, specifically to a comment posted in response to the
MPD’s Twitter post containing a video depicting McCaughey along with
other rioters in the tunnel just past the lower west terrace archway.
Witness #1 stated the video gives a clear depiction of McCaughey and
McCaughey is heard speaking in the video.[8!]
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Voice
Driver’s match on
license info video

. Howrgless Sanstonum

Brief intervew w/him inside tunnel. Live-streamer asks

name and where from; he may say Connecticut?
(Though that may be another voice). From YT "Capitol
Eviction Notice Part 2," 16min53sec mark, by Political
Trance Tnbune (video now locked). M

Further review of the video
by the FBI revealed McCaughey briefly converses with the individual
that appears to be recording the video who asks McCaughey “what’s
your name, where are you from.” McCaughey initially states “none of
that 1s important right now” and the camera pans away leaving
McCaughey out of camera view. A voice is immediately heard on the
video, believed to be McCaughey, stating “Connecticut, Connecticut™ as
if replying to the question “where are you from”.

Personal
details
confirmed
" The FBI noted in its affidavit that

McCaughey’s home address listed with the Connecticut Department of
Motor Vehicles is in Connecticut.

Witness #1 was able to provide multiple details about
McCaughey, such as information about his living situation, his residence,
and his work. The FBI has been able to confirm the accuracy of many of
these details through independent investigation.
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Phone #

Witness #1 provided a cell phone number
associated with McCaughey, and the FBI queried law enforcement
database records and discovered that phone number appeared to be
registered to McCaughey’s mother and serviced by AT&T.

Timeline of
events
created

The FBI created a detailed timeline of key

events related to McCaughey at the Capitol. At 2:26 p.m., McCaughey
appears to be Parading, Demonstrating, or Picketing in a Capitol
Building outside the perimeter of the Capital Grounds, as pictured in the
below image still from a body-worn camera. McCaughey is circled in the
image.

Body worn
camera
footage

Pictures reproduced in charging documents.

At 2:35 p.m., USCP surveillance footage shows McCaughey
descending the scaffolding stairs toward the lower levels of the
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scaffolding.

At 3:05 p.m., USCP surveillance footage shows McCaughey
entering the tunnel past the lower west terrace archway which leads to
the Capitol, as shown in the still shot below with a circle. Around 3:06
p.m., the same camera footage shows McCaughey holding a clear police
riot shield, as shown in the still shot below with an arrow. Around 3:08
p.m., McCaughey disappears from the camera’s view while walking
toward the lower west terrace door with the clear police riot shield, the
same direction in which Officer Hodges and the other law enforcement
officers were attempting to block the entrance from the rioters.

Movements
tracked
holding riot
shield
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Sync up
video time
stamps

McCaughey’s actions from 3:08 p.m. to
3:13 p.m. are primarily captured in YouTube Video #1. The time in
YouTube Video #1 is not displayed, so the FBI cross-referenced the
video time stamp based on a comparison with body-worn camera
footage.

Assault
recorded

Pictures reproduced in charging documents.

McCaughey is seen pushing the clear police riot shield up
against a uniformed law enforcement officer who is attempting to keep
rioters from entering the lower west terrace door. McCaughey states,
“Just go home dude” to the uniformed law enforcement officer and then

repeats, “go home.”
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In YouTube Video #1, according to the FBI, what appears to be
the phrase “this guy is pretty hurt, let him back, let him back” is heard. It
is unclear if it was spoken by McCaughey or someone else. McCaughey
touches Officer Hodges helmet and lowers Officer Hodges’ helmet’s

shield.

Pictures reproduced in charging documents.

McCaughey taps the officer behind Officer Hodges on the
shoulder and appears to state, "Hey you, hey you, this guy isn’t doing too
well,” appearing to be referencing Officer Hodges.

McCaughey appears to state, “Let this guy through, he’s hurt,
he’s hurt, let him back,” while McCaughey points to Officer Hodges.
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The officer behind Officer Hodges then nods and appears to wave in
help.

According to the federal affidavit, a few seconds later,
McCaughey appears to state “my shield” and he then hits the riot shield
up against another officer. McCaughey appears to state “get the fuck out
of here, move.”

Continued
violence

At 3:13 p.m., McCaughey becomes visible on the body worn
camera of an officer that appears to be helping Officer Hodges or another
officer get off the front of the line. McCaughey can be seen striking the
officer (hereinafter “Officer 2””) with his shield a couple of times as
Officer 2 tries to then drive him back with his baton.
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Body worn
camera

Pictures reproduced in charging documents.

At 3:15 p.m., USCP surveillance footage then captures
McCaughey exiting the tunnel past the lower west terrace archway of the
U.S. Capitol, as circled in the still shots below.
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More
tracking

Multiple
videos

Events at this time were also captured in a
separate video taken by a different person and posted to YouTube
(““YouTube Video #2”).

A third video posted on YouTube (““YouTube Video #3”°) shows
events that took place near the lower west terrace door and captures
McCaughey exiting the lower west terrace archway. In the screenshots
below, one of which has an arrow added above him, McCaughey is seen
walking through the lower west terrace archway away from the lower
west door of the Capitol. (He appears as if something has irritated his
eyes.) As he exits, the crowd can be heard chanting “fuck Antifa.”
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Pictures reproduced in charging documents.

Multiple
tips flag
innocent
people but
those are
cleared up

False L.eads

During the course of the investigation, law enforcement received
multiple additional tips from around the country from people providing
information about whom they believed BOLO 62-AFO to be. Different
MPD officers who had seen the BOLO notice flagged two different
individuals as resembling the BOLO. Four private citizens submitted tips
identifying four different individuals as the individual pictured in BOLO
62-AFO.

The FBI compared video surveillance and still shots and
available photos of the individuals identified and determined that none
were the individual in BOLO 62-AFO. Beyond the tips, the FBI is not
aware of any evidence linking any of the individuals identified by the
tips or flagged by MPD officers to the crime described herein. In
addition, two anonymous tips appear to reference McCoughey. One
anonymous tipster identified him as Patrick McCoughey of Connecticut.
Another anonymous tipster from Connecticut identified him as Patrick
McCoy.

CHARGES FILED:

1. Assaulting, resisting, or impeding certain officers using a
dangerous weapon;

2. Civil disorder;

3. Obstruction of an official proceeding;
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4. Aiding and abetting;

. Disorderly and disruptive conduct in a restricted building or
grounds with a deadly or dangerous weapon;

. Engaging in physical violence in a restricted building or grounds
with a deadly or dangerous weapon;

7. Disorderly conduct in a Capitol building; and

. Act of physical violence in the Capitol grounds or buildings.
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William D. Merry, Jr.

Speaker Nancy Pelosi sign stealer

Pictures reproduced in charging documents.

Widely
broadcast,
distinctive
moment
during riots

On or about January 8, 2021, multiple
individuals submitted tips online to the FBI to identify a person seen in a
widely circulated video by ITV News, a television news network based
in the United Kingdom. The video depicted rioters storming the Capitol
Building on January 6, 2021. The tipsters provided screenshots or stills
from the video. In the video, a group of individuals can be seen
streaming in and out of a room in the Capitol Building with a curved
entryway and a wooden sign above the doorway stating “Speaker of the
House Nancy Pelosi.”

The ITV reporter narrating the video can be heard saying at this
moment: “They breached and entered the Speaker’s office itself.”
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Holding

stolen

property

A male with a graying beard, wearing a

red “Trump 2020 hat and red bandana around his neck (“Person #17),
circled in the above screenshot of a federal affidavit, appears to be
standing near the same office with the curved entryway, except the
wooden sign is missing from above the door. Person #1 then appears to
be saying, “Here you go, here you go, brother” while holding up a
broken engraved piece of wood.

Brought a
friend

Standing next to Person #1 and holding up
the same piece of wood is a female with brown hair, round sunglasses,
and a white and gray winter hat (“Person #2”°). The fractured wood
appears to be a piece of the same wooden sign previously seen above the
Speaker’s office, as the words “the House” and letters “Nancy” are
clearly visible.

Person #2
ID’'d
In an online tip to the FBI, an individual
(“Tipster #1”) identified Person #2 in the video, as an individual named
Emily Hernandez from Missouri. The FBI contacted Tipster #1, who
advised that Tipster #1 and Hernandez had mutual acquaintances. Tipster
#1 recognized Hernandez through their association on social media.

Person #2
confirmed

On or about January 12, 2021, the FBI was
again informed through an additional tip (“Tipster #2”) that Person #2
was Hernandez. The FBI contacted Tipster #2, who confirmed via email
that Person #2 was Hernandez. They advised that they did not know
Hernandez personally but had mutual acquaintances connected through
social media. At the request of the FBI, Tipster #2 consulted the mutual
acquaintances that they shared with Hernandez and reported back that
Person #1 was believed to be Hernandez’s uncle. Tipster #2
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recommended that the FBI contact another individual (“Interviewee 1)
who was introduced to Hernandez through mutual acquaintances but has
not seen her in several years.

Uncle is
suspected
Person #1

On or about January 13, 2021, the FBI
contacted Interviewee 1, who advised that Hernandez had said she had
gone to Washington, D.C. with her uncle the day of the Capitol riots.

Investigate
parents

The FBI conducted research on public
source databases and identified Hernandez’s parents. Additional open
source searches revealed that Hernandez’s mother’s maiden name was
Merry. Using open source searches of Hernandez’s father’s Facebook
profile, the FBI identified a Facebook profile for a “Bill Merry” (with
username “bill.merry.90”) and discovered a photograph of Bill Merry
and a female who resembled Hernandez at a St. Louis Cardinals baseball
game.

Family
photo

On or about
January 18, 2021, the FBI confirmed through Tipster #2 that Hernandez
was the female standing next to Merry at the St. Louis Cardinals baseball
game, as seen here.

INVESTIGADOR_Z



Confirmed
-Person
#1's
vehicle
registration
to “transfer
on death”
to Person

On or about January 20, 2021, the FBI
searched a government database and located a 2019 vehicle registration
in Merry’s name, which listed Merry as the owner of the vehicle with a
notation that the vehicle would transfer on death to an “Emily
Hernandez.”

’EAKER OF THE HOUSE
NANCY PELOSI

- —'la;. - ‘
Screen capture of the Speaker of the House sign that was included in a separate aftidavit
for an unrelated person of interest from the Capitol riots.

Cross
reference

On or about January 21, 2021, the FBI
discovered an image submitted by an individual (“Tipster #3””) who does
not know Merry or Hernandez personally but had submitted a
photograph of the Capitol riots to the FBI on or about January 10, 2021,
of what appears to be Person #1 outdoors in a crowd holding up the same
fractured wooden sign previously seen above the Speaker’s office, with
the words “the House” and letters “Nancy” visible. A woman resembling
Hernandez, with the same hat and sunglasses, can be seen standing
behind him.
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or as
Outkast
once said...

Now throw
your hands
in the air
And wave
‘em like
you just
don't care

Have you
seen this
sign?

Pictures reproduced in charging documents.
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Government
databases

The FBI conducted research in
government databases and learned that there was an individual named
William Merry associated with a specific residence in Missouri. A search
of government databases returned a driver’s license with a photograph of
Merry, which lists the same residence. In comparing various images, the
images of Person #1 are consistent with the physical appearance of
William Merry

Subpoena
Facebook

On or about January 21, 2021, the FBI
served legal process on Facebook for username “bill.merry.90”. In
response to the legal process, Facebook returned two telephone numbers
attributed to the Facebook account (“Phone Number #1” and “Phone
Number #2”).

Subpoena
AT&T

On or about January 21, 2021, the FBI
served legal process on AT&T for the two phone numbers identified by
Facebook. AT&T returned information indicating that Phone Number #1
was currently registered to a different individual and thus appears to be
an old telephone number of William Merry. Phone Number #2 was still
registered to William Merry at the same residence that appears on
Merry’s driver’s license and on the vehicle registration described above.

New sign:
$870

On or about January 14, 2021, the FBI
consulted with the House of Representatives’ curator to determine the
value of the Speaker’s name plate that had been posted above her office.
The curator estimated that the cost to replace the name plate would be

$870.

CHARGES FILED:

283



. Theft of government property;

. Knowingly entering or remaining in any restricted building or
grounds;

. Disorderly conduct which impedes the conduct of government
business; and

. Disruptive conduct in the Capitol buildings.
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Richard Michetti

Picture reproduced in charging documents.

Sent proof
to former
girlfriend...

On approximately January 7, 2021, a
witness (“Witness #1”°) reported to law enforcement that Richard
Michetti, with whom Witness #1 had a prior romantic relationship, sent
several text messages and two videos to Witness #1 on January 6, 2021,
using his mobile phone. Portions of the videos show Michetti on the
grounds of the Capitol during the January 6, 2021, riots, while others
appear to have been filmed inside the Capitol Building.

On January 11, 2021, Witness #1 was interviewed by Special
Agents of the FBI and provided Michetti’s date of birth, his address, and
phone number.

then
insulted
her

Witness #1 stated Michetti believed the
election was stolen from Trump. The Special Agents reviewed the
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messages sent to Witness #1.

At approximately 4:26 p.m., Michetti texted Witness #1, “If you
can’t see the election was stolen you’re a moron,” and other messages.

Tipsters from across the country submitted images and videos of
the riots to an FBI online submission website. One of the images
submitted shows Michetti (circled in the below photo) standing on the
U.S. Capitol steps on January 6, 2021, among a large group of protestors
and rioters.

Captured
on multiple
photos and

video

Pictures reproduced in charging documents.

The FBI showed the below enlargement to Witness #1, who
positively identified Michetti.
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Clothing
and High
appearance resolution
help for imagery is
movement extremely
tracking helpful

=4

Based on a description of Michetti and of the clbthing he was
wearing on January 6, 2021, additional video footage and images were
identified that captured Michetti inside various parts of the U.S. Capitol.

In each image, Michetti appears wearing a Chicago White Sox
baseball cap, blue backpack, dark jacket or hoodie, and tan pants. These
clothing items match the clothing worn by Michetti in the images shown
to Witness #1.
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Multiple
camera
angles

Pictures reproduced in charging documents.
Near the Rotunda Door
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Surveillance video of the Rotunda

Hotel
receipt

receipt from the Yotel Hotel in Washington, D.C. showing Michetti
checked into the Hotel on January 5, 2021, and checked out on January
6, 2021. This hotel is located approximately one block from the U.S.
Capitol grounds.

The FBI obtained a printed copy of a

CHARGES FILED:
1. Obstruction of an official proceeding;
2. Aiding and abetting;

3. Entering and remaining in a restricted building or grounds;
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4. Disorderly and disruptive conduct in a restricted building or
grounds;

5. Disorderly conduct in a Capitol building; and

6. Parading, demonstrating, or picketing in a Capitol building.
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Matthew Ryan Miller
Fire Extinguisher-spraying, cape and

cowboy hat-wearing rioter
r - - i -

//1 W 2

B

Pictures reproduced in charging documents.

ID’d by
friend

After the Capitol riots, the FBI collected
images obtained through open source media, including the below
screenshot of an Instagram post submitted by a cooperating witness
(“Witness #17°). The header contained a profile picture of the user and the
words "President's Park (White House)." Witness #1 had been familiar
with Matthew Ryan Miller for approximately seven years. Witness #1
confirmed the image was obtained from Miller’s Instagram account.
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Disguised
but
geotagged

mattrmillz
President's Park (White House)

Same
hairstyle
for last 7

Although the Subject Male's face in the
Instagram screenshot was obscured by large goggle-style sunglasses and
a black bandana face mask with a skull design, Witness #1 was confident
the male suspect was Miller, because Miller has maintained the same
hairstyle for approximately seven years, and because the Subject Male in
the screenshot captured is consistent with Miller's appearance and
physical characteristics.

The federal affidavit for this case, three screenshots of which are
below, included evidence of Miller’s actions during the riots. In other
photos and video, Miller was dressed in a black cowboy hat, a
Washington Capitals red, white and blue jersey, and a black backpack
with blue trim on the shoulder straps. Miller was viewed discharging a
fire extinguisher at the steps leading to an entrance to the Capitol.
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Dressed to
get noticed

Recorded
spraying fire
extinguisher

at police
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Pictures reproduced in charging documents.
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Witness #1 believed Miller was both the Subject Male deploying
a fire extinguisher in the images and the unmasked Subject Male.
Witness #1 further recognized Miller in another photograph wearing the
distinctive black cowboy hat, the Washington Capitals jersey, and both
the Maryland State Flag and the Gadsden Flag tied around his neck as a
cape or scarf.

Haircut

Picture reproduced in charging documents.
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Driver’s
license
photo Facebook

Investigators located
a Facebook account which contained several photos they believed to be
of Miller, including this photo received through the FBI online tips.

The individual’s appearance in the Facebook photograph is
consistent with a photograph of Miller obtained from the Maryland
Motor Vehicle Administration.

Witness #1 was shown photographs from the Facebook account
believed to be used by Miller. In addition to positively identifying Miller
in those photographs, Witness #1 also provided the names of Miller’s

Associates
ID’d
associates in photos from the Facebook account,
further demonstrating Witness #1°s familiarity with Miller.

The FBI conducted open source searches for photos of the
suspect unmasked, dressed in his distinctive clothing, and located the
below image of Miller unmasked, drinking from a bottle of water.
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Unmasked

Pictures reproduced in charging documents.

The FBI found other images of Miller wearing the distinctive
clothing and items, scaling the walls of the west side of the Capitol plaza
using a section of the temporary crowd control barriers as a ladder, and
assisting other crowd members with scaling Capitol walls and other
architectural obstacles on the U.S. Capitol grounds.
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That’s
going to
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The FBI also reviewed the image below obtained from various
sources on Twitter, and believe, based on his distinctive dress, including
distinctive ski goggles/sunglasses, that it depicts Miller (circled in the
lower right corner of the image) on U.S. Capitol grounds.

Distinctive
hat and ski

goggle
combo

= FULL FOOTAGE: Patriots 8TORM U.S. Capital (4K60fps)

Picture reproduced in charging documents.

CHARGES FILED:

l.

Civil disorder;

2. Obstruction of an official proceeding;
3.
4

. Assaulting, resisting, or impeding certain officers using

Aiding and abetting;

a dangerous weapon;

. Entering and remaining in a restricted building or

grounds with a deadly or dangerous weapon;

Disorderly and disruptive conduct in a restricted
building or grounds with a deadly or dangerous weapon;

. Engaging in physical violence in a restricted building or

grounds with a deadly or dangerous weapon;
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8. Disorderly conduct in a Capitol building;

9. Act of physical violence in the Capitol grounds or
buildings; and

10. Stepping, climbing, removing, or injuring property on
the Capitol grounds.
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Aaron Mostofsky
#CaveMan, son of a Brooklyn judge

/4 SEEKING

-/ INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASMINGTON, D C
MMUARY &, JO23

Pictures reproduced in charging documents.

Gave an ...using his
interview first name

On January 6, 2021, the
Subject Male who identified himself to a New York Post reporter in an
interview was profiled in a New York Post article titled, “NYC man says
he stormed U.S. Capitol to fight stolen election.” In the video interview,
“Aaron” explained his actions by stating: “the election was stolen”, “we
were cheated”, and “I don’t think 75 million people voted for Trump. I
think it was close to 85 million”. “Aaron” continued to tell the

interviewer that he traveled from Brooklyn, New York.
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...carrying

and

...while wearing
dressed as stolen
a property

The New York Post
video interview was conducted inside the Capitol Building, during which
“Aaron” 1s observed carrying what appears to be a U.S. Capitol Police
riot shield containing the U.S. Capitol Police logo, as well as wearing a
U.S. Capitol Police officer’s bullet proof vest labeled “Police”. In the
video interview “Aaron” states that he took a police riot shield that he
found on the floor. “Aaron” then motioned to the police vest on his chest,
in what appears to be him indicating that he also found that item on the
floor and took it into his possession. He also states that he found a hat on
the ground but he returned that item to a police officer because that
might be someone’s personal item. The police riot shield and police vest
are items of value belonging to the U.S., specifically the U.S. Capitol

Riot shield:
$256
Police vest:
$1,905
Police. The riot shield is valued at $256.65. The

police vest is comprised of a carrier, body plates within the vest, and side
ballistics, with a total value of $1,905.00.

Featured in
2rd article
On January 7, 2021, the FBI located a
second article from the New York Post titled, “NYC man who breached
U.S. Capitol is son of prominent Brooklyn judge”. The article identified
“Aaron” as Aaron Mostofsky.

Driver’s
license
photo

A search of New York State Department
of Motor Vehicle images associated with Aaron Mostofsky revealed a
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photograph that matched the depiction of the individual interviewed
within the U.S. Capitol known as “Aaron”.

) e s The image from the New York State
Department of Motor Vehicles is provided here.

Social
media
stopthesteal search

On January 7, 2021,
an FBI review of social media accounts belonging to Aaron Mostofsky
identified an Instagram account which contained videos from both inside
and outside the U.S. Capitol taken by a male believed to be Mostofsky.
One video posted on January 6, 2021, which appears to show Mostofsky
on a bus, and appears to be a self-taken video, was labeled “D.C. bound
stopthesteal”.

Posted
travel plans

" In a separate post made by Mostofsky at
approximately 6:09 a.m. on January 6, 2020, he indicates that he is ...
on this bus going to D.C.” Furthermore, when trying to coordinate
meeting up with a friend within the group on January 6, 2020,
Mostofsky’s message states: “If we find each other look for a guy
looking like a caveman.” He later states, in a likely reference to the
presidential election: “Even a caveman knows it was stolen.”
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Posted
desire to
protest/riot

Further research identified Mostofsky’s
Facebook account in which he posted the comment on November 7,
2018: “Since the republicans lost the house I have the following
questions 1 when and where are we protesting/rioting...”

Subpoena
Instagram

On January 8, 2021, a search warrant was
issued by the U.S. District Court for the Eastern District of New York
related to Mostofsky’s Instagram account. Review of these records show
additional posts regarding his presence in the Capitol Building.

In particular, the records show that on January 7, 2021, a photo
was sent to Mostofsky by another user showing him within the Capitol
carrying a riot shield containing the U.S. Capitol Police logo, as well as
wearing a Capitol Police officer’s bullet proof vest labeled “Police.” The
photo is consistent with images from Mostofsky’s news interview from
within the U.S. Capitol, including Mostofsky’s attire. The shared photo
1s shown below.
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The FBI

included

this meme

in their

formal

IMAGINE COMING OFF 18 HITS OF affidavit

ACID AND U LOOK AROUND AND UR filing

IN THE US CAPITOL LIKE SHIT

Chat
history

Mostofsky received a message regarding the photo
saying: “Your famous.” In response, Mostofsky stated: “IK
unfortunately.” The sender asked: “why unfortunately.” Mostofsky
responded “Cause now people actually know me.” Mostofsky in this
conversation confirms that he is the person. During the same
conversation Mostofsky also describes his presence in the U.S. Capitol
stating: “But it was like I’m here now how did I get there.”

CHARGE FILED:
1. Civil Disorder;

2. Obstruction of an Official Proceeding and Aiding and
Abetting;

3. Assaulting, resisting, or impeding certain officers;
4. Theft of Government Property;

5. Entering and remaining in a restricted building or
grounds;

6. Disorderly and Disruptive Conduct in a Restricted
Building or Grounds;

7. Disorderly Conduct in a Capitol Building;
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8. Parading, Demonstrating, or Picketing in a Capitol
Building.
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Clayton Ray Mullins
#Slickback police assaulter

Officer

brutally
attacked

2021-01-06 16,2,
AXON: BODY 3’ X6@

“Pictures reproduced in charging documents.

On January 6, 2021, Officer A.W. of the Metropolitan Police
Department (“MPD”) was directed to assist the Capitol Police in
maintaining security of the Capitol Building. Between 4:00 p.m. and
5:00 p.m., Officer A.W. walked through the interior tunnel of the Capitol
Building and assumed a post in an archway that provided access to the
building’s lower west terrace. The approximate location of Officer A.W.
is noted below by the center circle.
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On or about J anuary 12, 2021 Officer A.W. was 1nterv1ewed by

MPD as part of an investigation into assaults of officers occurring at the
U.S. Capitol on January 6, 2021.

Laceration

During the interview, Officer A.W.
advised that he was pulled into the crowd and was kicked, struck with
poles, and stomped on by several individuals. Officer A.W. recalled
having his helmet ripped off his head and being stripped of his Civil
Disturbance Unit baton, gas mask (later recovered), and MPD-issued
cellular phone. Officer A.W. was maced after his mask was ripped off.
At some point during the assault, Officer A.W. was able to retrieve his
gas mask and one individual prevented the rioters from further assaulting
Officer A.W., allowing him to get on his feet and head back to the tunnel
area. Once Officer A.W. was back in the tunnel, another officer realized
Officer A.W. was bleeding from his head. Officer A.W. was
subsequently escorted to the east side of the Capitol Building before
being taken to the hospital. At the hospital, Officer A.W. was treated for
a laceration on his head which required two staples to close. Officer
A.W. also sustained a bruise to his right elbow.

Other
officers
attacked

Prior to investigating the assault of Officer
A.W.,, FBI investigators were already investigating the assault of fellow
MPD Officer B.M. (“B.M”). Minutes before Officer A.W. was pulled
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into the crowd of rioters, Officer B.M. was also assaulted at the Capitol
Building’s lower west terrace tunnel entrance.

Subject
Male
As FBI investigators analyzed social

media content related to the assault of Officer B.M. and other MPD
officers, investigators discovered video footage and photographs of a
Subject Male (“Subject Male”) wearing a dark colored jacket, black
gloves and light blue jean pants, participating in the assault of Officer
AW.

#slickback,
#sedition-
hunters
Numerous videos and photographs of the
Subject Male assaulting Officer A.W. were posted on Twitter, primarily
under the hashtag #seditionhunters. In addition, the hashtag #slickback
began trending in relation to the Subject Male and the slicked back style
in which he wore his hair. Portions of the below Twitter photos were
redacted by law enforcement to obscure another individual’s image.[82!

INVESTIGADOR_Z



Internet
famous

Hrievous Ungel
@End_Silence_Now

Replying to @errorerror1 9404 @MamaGaylor and 8 others

#seditionhunters #slickback
@SeditionHunters

2:46 PM - Jan 18, 20217 - Twitter Web App

Pictures reproduced in charging documents.

Intent to
harm is
evident

Footage of the Subject Male’s assault on
Officer A.W. was captured by body worn cameras of multiple MPD
officers. In the video, at least one other officer makes multiple attempts

to pull Officer A.W. away from the Subject Male, essentially engaging in
a battle of tug of war.
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Body-worn
camera

B 20790506 161:27.:36 -0500W
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Video from the body-worn camera of a different officer, MPD
Officer D.P., captured the following image of the Subject Male a few
seconds later, as he continued to pull the leg of Officer A.W.

- &

ID’d by
tipster

2021-01-06 16
AXON: BODY 37X6
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Driver’s
license info

On or about January 25, 2021, law
enforcement received a tip identifying the Subject Male as Clayton Ray
Mullins, which led to a review of his Kentucky driver’s license. The
biographical data from Mullins’ driver’s license provided information for
Mullin’s financial account at FNB Bank, Inc. (“FNB Bank”).

DMV
payment
info led to
bank

On or about February 5,
2021, investigators interviewed an FNB Bank employee (“Witness #1”)
who had an approximately 30-year banking relationship with Mullins.
Witness #1 was shown this photo, which captured Mullins at the lower
west terrace of the Capitol Building on January 6, 2021.[83]

Positive ID

by bank
employee

- Witness #1 identified the individual in the
photo as Clayton Mullins and advised Mullins was in the FNB Bank
lobby the day before, on February 4, 2021.
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After speaking with Witness #1, law enforcement obtained
surveillance video footage from FNB Bank. The footage depicted
Mullins standing at a teller station in the lobby of FNB Bank on
February 4, 2021. On or about February 11, 2021, Witness #1 was shown
the below image of Mullins taken from the FNB Bank surveillance
video. Witness #1 identified the individual in the photograph as Clayton
Mullins.

Bank
security
video
confirmed

FNB Bank, Inc. security surveillance footage from February 4, 2021

CHARGES FILED:
1. Assaulting, resisting, or impeding certain officers;
2. Obstruction of law enforcement during civil disorder;

3. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

4. Disorderly and disruptive conduct in a restricted building or
grounds;

5. Engaging in physical violence in a restricted building or
grounds; and

6. Violent entry and disorderly conduct on Capitol grounds.
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Eric Gavelek Munchel and Lisa Eisenhart
“Zip Tie Guy #2”" and his Mom

": Seth Abramson ©

14
| agree with those saying that
if you are a violent seditionist
and you force your way into
the United States Capitol with
a large stock of zip ties, it’s an
indication that you intended
to take hostages, possibly
Members of Congress. This
criminal plot must be
investigated ASAP

5313 380

Twitter post from January 6, 2021.[24!

#7ZipTieGu

During the attack on the Capitol, a Subject Male (“Subject
Male”) became known on social media as “Zip Tie Guy #2” (Larry
Brock, discussed previously in this chapter, was labeled Zip Tie Guy #1).
Zip Tie Guy #2 was wearing or displayed several distinctive items,
including:

Distinctive
markings
a. " abaseball cap that appears to have
been manufactured by Black Rifle Coffee Company,
depicting a rifle and a flag, with writing on the left side
of the cap near the back of the cap;

b. a patch on the center of his chest displaying the
"Punisher" comic book character;

c. a Tennessee "thin blue line" patch depicting the State of
Tennessee bisected by a horizontal blue line; and

d. along-sleeve shirt in a fatigues pattern with black
rectangles on the upper sleeves.
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Plastic
restraints

The Subject Male is carrying plastic
restraints and an item in a holster on his right hip. Flex cuffs are used by
law enforcement to restrain and/or detain subjects. The Subject Male
appears to have a cell phone mounted on his chest, with the camera
facing outward, ostensibly to record events that day.

On January 6, 2021, the Subject Male was photographed
walking on the Capitol grounds with a white female, as depicted in
another photograph obtained via open source search.
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Spotted

outside
Mother and Capitol
son photo Building

5 .
Pictures reproduced in charging documents.

On January 6, 2021, a person who appears to be the Subject
Male was recorded on a DLive LiveStream in a hotel lobby, without a
face covering, where he 1s wearing a long-sleeved shirt in a fatigues
pattern with a black rectangle on the upper sleeves, and a dark baseball
cap with writing on the left side of the cap near the back of the cap.
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Mask off,
some
markings
still on

-

Pictures reproduced in carging documents.
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Members of the public worked to identify the Subject Male by

identifying markings he displayed during the Capitol attack.[23], [86] 1

#Sedition-
Hunters

~ ’ Charnp Biden

“ tie handcuffs and apparently

amed_. They were planning

a
Catheere Broee t0 take "»,';l:{:)ﬁ&. ..=

There are photos of the

seditionists inssde the Senate
chamber wearing their fascist
hats while carrying lots of 2ip

Black Rifle
Coffee cap
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Facebook
According to the federal affidavit, on
January 8, 2021, persons on various online platforms began to make
identifications of the Subject Male as Eric Gavelek Munchel, in part by
referencing his Facebook page

Tried
deleting
Facebook,

but foiled

Munchel is depicted in the circular
Facebook photo below wearing what appears to be a white t-shirt with
the words "Kid Rock" or something similar on the left breast. "Kid
Rock's Big Ass Honky Tonk" is a bar located in downtown Nashville,
Tennessee. Munchel's Facebook page was taken down in the late evening
hours on January 9, 2021, and is no longer accessible.

Following the
social media
breadcrumbs

Before Munchel's Facebook page was
taken down, various actors on social media captured screenshots of
Munchel depicted online. On the below Instagram post from August 18,
2020, a person who appears to be Munchel is depicted wearing what
appears to be a white t-shirt with the words "Kid Rock" or something
similar on the left breast. This same person, who appears to be Munchel,
also appears to have one or more brown wristbands on his right wrist.
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Eric Munchel

BTN -

o Banender at Doc Ford's Rum Bar &
" Grille

% Viert 10 Fanmen County High School
1 Lves in Nashville, Tennessee
Q' From Blue Ridge, Geargia

¥ Single
Cross
] © Joined December 2015
referenC]-ng See Enc s Abcut Info

Pictures reproduced in charging documents.

Another photograph depicts a person who appears to be
Munchel, holding an American flag and a shotgun, standing in front of a
television playing a statement by Trump; a baseball cap that appears to
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have been manufactured by Black Rifle Coffee Company (depicting a
rifle and a flag) is resting on a small desk behind him; and wearing one
or more brown wristbands on his right wrist.

Government Trump Similar
databases supporter bracelet

Same
baseball
cap on
table
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Picture reproduced in charging documents.

According to a law enforcement database search, Munchel's
address, as of approximately September 2019, was in Tennessee. He was
issued a driver's license from the State of Tennessee in 2020 with the
below photo.
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The person who appears to be walking with Munchel on the
Capitol grounds is a white female. Law enforcement had probable cause
to believe that person was Lisa Eisenhart. A search of a law enforcement
database yielded the following photo for Eisenhart, with a date of birth in
1964.

Driver’s
license
photos

Pictures reproduced in charging documents.
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Old airline
tickets
booked by

mother

According to the government's
investigation, Munchel flew on Southwest Airlines from Nashville to
Florida, in March 2020. That flight was booked by a person named Lisa
Eisenhart with a date of birth of 1964.

Middle
name
connection

According to a search of a law
enforcement database, Eisenhart's aliases include Lisa Marie Gavelek.
Munchel's middle name 1s Gavelek.

A further search of law enforcement databases revealed that
Munchel and Gavelek had a physical address in Florida, in common, and
a post office box address in Georgia, in common.

Hiding in
plain sight
at the hotel

On January 6, 2021 law enforcement
encountered Munchel at the Grand Hyatt Hotel, address 1000 H Street
NW, Washington, D.C. Munchel gave law enforcement the name of Eric
Munchel when stopped. At the time, Munchel was wearing camouflage
pants wearing a black holster containing what appeared to be a handgun.
Law enforcement interviewed Munchel and identified that he was
carrying a black and yellow "Taser Pulse" taser that emits an electric
shock. Munchel stated that he possessed the taser for self-protection as
he had participated at the pro-Trump rally.

A video surveillance camera at the Grand Hyatt Hotel captured
Munchel and Eisenhart walking out of the hotel at 12:37 p.m. on January
6, 2021. The video depicts Munchel wearing a black baseball hat, dark
clothing, boots, and a decal in the middle of his chest, which is consistent
with the clothing he is observed wearing at the Capitol. Moreover,
Eisenhart is wearing the same clothing that she is seen wearing at the
Capitol while standing with Munchel.
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Hotel
security
footage

Picture reproduced in charging documents.

A screenshot from a cell phone video taken from inside of the
Capitol Building depicts Munchel and Eisenhart walking together up the
stairs. The clothing that both individuals are wearing is consistent with
what both individuals wore while leaving the hotel.
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Open
sourced
video

Pictures reproduced in charging documents.

On Day 2 of Trump’s second impeachment trial, February 10,
2021, images of Munchel were included as evidence to illustrate the
events of the Capitol attack on January 6, 2021.
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Now part
of
historical

T

L Gt Mt saser U SIS e ey e

IMPEACHMENT TRIAL

Image presented during Trump’s second impeachment trial, February 10, 2021.

CHARGES FILED FOR EACH:
1. Obstruction of an official proceeding;

2. Knowingly entering and remaining in a restricted building
and grounds;

3. Violent entry or disorderly conduct; and
4. Aiding and abetting.
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Joseph Lino Padilla (a.k.a. Jose Padilla)
SCUBA masked rioter

DRI NIt 5 05
X603

Picture reproduced in charging documents.

Posting to
alt-right
site

On January 9, 2021, the FBI received an
anonymous tip (“Tipster #1”°) that Jose Padilla, later fully identified as
Joseph Lino Padilla, made posts on his Facebook page and a web-site
known as “thedonald.win,” under a specific username, in which Padilla
admitted to taking part in the riots at the Capitol. Subsequent
investigation confirmed Padilla was the user of both the Facebook page
and the username on thedonald.win that Tipster #1 provided.

Driver’s
license
photo

The FBI reviewed a Tennessee driver’s
license photo issued to Padilla and compared it to the Facebook page
identified by Tipster #1 and the two photographs appear to be the same
individual.
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ID’d by 3
tipsters

On January 11, 2021, another tipster
(“Tipster #2”°) contacted the FBI to report that they know Padilla and
recognized Padilla in videos shown on television. According to Tipster
#2, another individual (“Tipster #3”) was also familiar with Padilla and
had multiple in person interactions with Padilla. Tipster #3 identified
Padilla through videos circulating online, which prompted Tipster #2 to
find videos online of Padilla in an altercation with a police officer at a
guard rail and another video in which Padilla is seen throwing a pole.
Tipster #2 stated that according to individuals who still remain in contact
with Padilla, Padilla has recently been immersed in the alt-right and had
a “Q-Anon mentality.”

The federal affidavit presented details of Padilla’s actions at the
Capitol.

At approximately 1:31 pm, Padilla approaches the barricade line
and is eventually pushed away by a Metropolitan Police Department
officer. Padilla is wearing a dark blue jacket, a SCUBA mask over his
eyes, and a black backpack. Padilla is recorded pushing the barricade in
front of him and shouting, “Push! Push! Fucking push!” Screenshots of
the federal affidavit are below.
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Body-worn
cameras
SCUBA capture the
mask violence

Case 1:21-mj-00252-ZMF Document 1-1 Fled 02/22/21 Page 3 of 11

An codine posting ol 8 video Tron ust Amather Channel”™, which camies the nile
Watch: What Really Happened st the Capstol Door

L. Another online posting of a video from “Jrobertson.nye
| b sereen shats below are 1aken rom the above listed videos

MPD BWC: At approimately 1:31 pm, PADI A approaches the barmncade line and i1s
cvenlually pushed swav by an MPD oflscer. In the below and Ister images, il 15 cless PADILLA
15 wenring the same dark blue jacket wom by him in s 2012 Facebook photo. In the below

photograph, PADILLA s also weanng a scuba mask over his eves and a black backpack on his

back

The MPD BWC captured PAINLLA pushang the Barncade i (rood of lnm amd shouting
“Paush! Push! Fackmg push!™ As depected below, the Just Another Channed vidoo shows
PADILLA pushing the lemce in front of ollicers

Pictures reproduced in charging documents.
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Captured
on multiple
videos

Case 1:21-m-00252-ZMF Document 1-1 Fied 02/22/21 Page Sof 11

Just Another Charmel. Shontly after being pushed back from the bamicade, PADILLA =
observed assisting noters as they begin 50 move a large sign on wheels with 3 metal frame
towards the barncade The back of PADILLA & bead and blue jacket are visible in the bottom

nght

Just Another Channel: PADILLA is seen in the lower left of this shot as he and others
grab the metal sign and begin usang it as a battering mm against the MPD officers attempting to
hold the lme

Pictures reproduced in charging documents.
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On January 7, 2021, Padilla posted the following message on his
Facebook page:

Online
rants

"There's a lot of memes and posts flying
around saying that the people who were fighting last night were all
Antifa provacateurs etc. | just want to say that as a first hand observer of
every point of last night, that it was not Antifa. They were Patriots who
were trying to Restore the Republic after being attacked by the cops,
who struck first. Even those who broke the windows next to the doorway
to the Capitol were Patriots trying to find a way to tum the Flanks of the
cops."

Streamable
.Com
On January 8, 2021, Padilla posted the
following on his Facebook page, which included a link to an
approximately 21 second video of rioters at the U.S. Capitol posted to
the website Streamable.com.

Facebook

Just after we stormed the 2nd tier of the Capitol

Pictures reproduced in charging documents.
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Facebook
photo from
12 years
ago
wearing

Tipster #2 provided the
photograph below, which was posted on Padilla’s Facebook page on
March 4, 2012. Tipster #2 indicated Padilla was wearing the same jacket
at the Capitol on January 6, 2021.
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FBI
interview:
“I do not
answer
questions.”
On January 14, 2021, law enforcement

attempted to interview Padilla, who responded by stating, “I do not
answer questions.”

During the period January 7 to January 18, 2021, Padilla used a
certain username to post numerous comments in chats on the web-site

Same
username
on multiple
accounts
thedonald.win. The FBI knew the username
belonged to Padilla for several reasons. The Tipster #1 indicated that
Padilla had an old Twitter account with the same username as the

username on thedonald.win. The FBI reviewed records from the
username associated with the Twitter account and confirmed it belonged

geolocation
to Padilla. The username on thedonald.win
describes a specific city as “very close to where I live.” Through a search
of law enforcement databases, the FBI confirmed Padilla’s address as

Cross
reference
bio and
contact
being in near proximity to that specific city in
Georgia. [The city name has been redacted in this case study.]

The same Streamable.com video posted on Padilla’s Facebook
page is also posted by the same username on thedonald.win, with the
comment “Pardon my haorse voice, I had already been beaten and
sprayed multiple times.” The username on thedonald.win posted
additional biographical and location information which the FBI has
confirmed is identical to Padilla.
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Post about
FBI
interview
confirms ID

Finally, on or about January 14, 2021, the
username on thedonald.win posted that the FBI visited him that morning
and “just told them I didn’t answer questions.” Below are several
comments posted by the username on thedonald.win:

“After I had my right hand knuckles and ring finger crushed for
just talking to an officer I knew was a soldier and reminding him of his
duty to refuse unlawful orders, I got pissed, and so did many others.
That’s when we started pushing.”

“I was right there. I have the wounds to prove it. I pushed the
rails, I pushed the stairs, and then pushed the doorway. I was beaten
unconscious twice, sprayed more times than I care to count, received
strikes from batons that should have been lethal (Multiple temple and
carotid strikes) except that God was on my side.”

Post about

FBI

Online interview
rants confirms ID

“They may have let
the first group in for the fear mongering. The rest of us they smashed our
hands, tased us, and sprayed us for the crime of standing at the railing
yelling. Then we got pissed and started to push. Then they ran up the
stairs and we followed, and I think God the guys on the left of the
building were able to push up the stairs, allowing the capture the second
tier and start knocking on the Capitol Building doors.”

“flank the
cops”
“Honestly, the guy breaking the windows

weren’t Antifa. They were Patriots trying to find a new way in so we
could flank the cops who were holding the doorway.”
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Manifesto
too
“If we could have occupied the Capitol,

we could have invoked the right given to us in the 2nd paragraph of the
Declaration of Independence.... We would have been in the Seat of
Power. All we would need to do is declare our grievances with the
government and dissolve the legislature, and replace it with Patriots who
were there. Then simply re-adopt the Constitution with amendments
added to secure future Federal elections.”

CHARGES FILED:
1. Obstruction of law enforcement during civil disorder;

2. Assaulting a law enforcement officer with a deadly or
dangerous weapon;

3. Entering or remaining in any restricted building or grounds
without lawful authority with a deadly or dangerous weapon;

4. Disorderly and disruptive conduct in a restricted building or
grounds with a deadly or dangerous weapon;

5. Engaging in physical violence in a restricted building or
grounds with a deadly or dangerous weapon; and

6. Violent entry and disorderly conduct on Capitol grounds.
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Rachel Marie Powell
#PinkHatLady, #BullhornLady

SEEKING

INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

WASHINGTON, D.C.
JANUARY 6, 2021

According to a federal affidavit, at the Capitol riots a Subject
Female (“Subject Female”) wearing a pink hat and a black jacket with a
fur lined hoodie used a bullhorn to instruct others how to attempt gaining
control of the Capitol.

The screenshot below depicts the Subject Female, highlighted in
a box, giving instructions with a bullhorn. The video depicts individuals
inside a room of the Capitol Building discussing how to further penetrate
the Capitol. One individual is heard asking, "What's the floor plan."
Another man with a helmet is heard shouting, "We just need a plan. We
need enough people. We need to push forward."
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Bullhorn
gets you
noticed

Pictures reproduced in charging documents.
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Directing
rioters

Shortly after, the Subject Female is clearly
seen speaking through a bullhorn and giving detailed instructions about
the layout of the Capitol Building to others inside the room. She can be
heard stating that she had just been inside the Capitol Building in the
adjacent room, and that they should "coordinate together if you are going
to take this building." The Subject Female also notes that they "have
another window to break."

Law Enforcement identified multiple photos and videos that
depict the Subject Female’s actions. The image below shows the Subject
Female with a pink hat and a black jacket with a fur lined hood making
her way to a window.

Hat makes
her easier
to spot

Pictures reproduced in charging documents.

The image below depicts the Subject Female, highlighted with a
box, within close proximity of a key access point to the Capitol that was
the epicenter of visible assaults directed toward law enforcement officers
protecting the Capitol.
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Law Enforcement identified photos and videos of the Subject
Female using a large pipe as a ramming device to breach windows of the
Capitol to gain access. The image below depicts the Subject Female
highlighted in a box, handling a large pipe along with another individual
wearing a green jacket, red and black backpack and red hat, violently
ramming a window of the Capitol Building. The window damaged by
using the pipe was worth more than $1,000.

Breaking

Pictures reproduced in charging documents.

Law Enforcement also identified photos and videos of the
Subject Female in which she is seen crawling over a breached window of
the Capitol.
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...and
entering
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Law Enforcement identified photos and videos of the Subject
Female once she was inside the Capitol.

Movements
tracked

Pictures reproduced in charging documents.

Video footage from the Capitol captured the Subject Female at
approximately 2:41 p.m., entering the Capitol through the west lower
terrace exterior door along with a large number of individuals who
forced law enforcement to retreat toward the inside of the building. The
Subject Female is holding a cell phone.
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Wednesday, January 08, 2021 2:4142PM 2

Crowd-
#PinkHatLady, Sourc.:ed
#BullhornLady searching

,3 Nachos Johnson
£S g —_—

#SeditionHunters Has there been a concentrated group
effort to find who the #pinkhat lady is? Here are two
videos of her showing she was extremely involved in
the sedition process. She directs ppl who have stormed
building and rams windows. @bellingcat

DNo Nazis Please @RiverFox1

404 Retweets 44 Quale Twes 591 L ks

Members of the
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public sought to help identify the Subject Female, who was sometimes
tagged as #PinkHatLady or #BullhornLady.!88!

On or about January 16, 2021, the FBI published an online Be
on the Lookout poster seeking information of the Subject Female with
multiple photos of her.

Subject
Female
given an
individual
FBI BOLO

* ™\ SEEKING o
&::"/j INFORMATION Help the #FE| identify this

woman who allegedly

VIOLENCE AT THE UNITED unlawfully entered the U.S.
STATES CAPITOL Capitol on January 6. If you

WASHINGTON, D.C have information, submit a tip

JANUARY 6, 2021 to ! Q LS pitol. \Vh(.n
providing a tip on any of the
below photos, please refer to
photograph 110

29.1K 1,798
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ID’d with
Facebook

As a result of the poster, the FBI received

an anonymous tip identifying Rachel Marie Powell of Pennsylvania, and

included her Facebook account. A review of publicly available photos
from her Facebook account depicts Powell below

Pictures reproduced in charging documents.

Additionally, publicly available photos from her Facebook
depicts Powell with the same set of hearing protector earmuffs that she
carried on January 6, 2021.
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Facebook Matching
subpoenae earmuffs

i3
Ractel Poswsil
p—— SO ' Dasically Tamous now. @
$

iPhone
tracked in

Washington,
D.C.

" Law enforcement subpoenaed Facebook
for Powell’s account information, which included a phone number.

That phone number was determined to be serviced by Verizon
and linked to an Apple iPhone device. Law enforcement determined that
same phone number connected to cellphone towers in Washington, D.C.
on January 6, 2021.

Confirmed
that she’s
in photos

" In an article in The New Yorker magazine
titled, “A Pennsylvania Mother’s Path to Insurrection,” the journalist
Ronan Farrow interviewed Powell. According to the article, during the
interview, Powell reviewed photographs and videos of “the Bullhorn
Lady,” and acknowledged that many of the images showed her, and
offered detailed descriptions of the skirmishes they depicted.
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Gave
interview
to major
magazine

A — NEW YORKER

A PENNSYLVANIA MOTHER'S PATH TO
INSURRECTION

I ! Al 2 / N o K § the Canited
foz ol y R I LN A ATl ,r"\.- P vt o P ensl of eniN 1e v one of The Lapilan 1ol |

¢ weyaderies, and @ fagitiew from tiy EB.1

By Aonan Farraow

Febwuaay 2 3034

Farrow wrote, “She declined to comment on some of her
conduct — including smashing windows and shouting orders to fellow-

rioters — that could carry criminal charges. ‘Listen, if somebody doesn’t

help and direct people, then do more people die?’ she said. ‘That’s all
I’m going to say about that. I can’t say anymore. I need to talk to an
attorney.””"182]
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On Facebook, Powell was associated with Cherish Creamery, a
Pennsylvania creamery that sells cheeses and other dairy products
locally. The company pinned a Facebook post distancing themselves
from Powell.[2Y]

Social
distancing

PINNED POST
¢a Cherish Creamery
@ February 2 - Q

Recently an article about an individual who was an independent
contractor (not an employee) with our company was published
implicating them in the participation of the events which occurred on
January 6th in our nation’s capitol.

This person’s views, beliefs and actions are NOT representative of this
company. We do not condone violence. We have been in shock and
disbelief any of this occurred, let alone someone we know was
involved.

We have poured our hearts and souls into this business the past seven
years to produce the best cheese and yogurt we can. We have been
blessed with a loyal following of customers to whom we are so
grateful for their support. That continues to be the goal of this small
business, doing our best possible.

Ms. Powell is responsible for her own actions and the consequences
that may come from them. Again, we do not support such actions.

OF W 44 12 Comments 2 Shares
o Like ) Comment &> Share
CHARGES FILED:

1. Obstruction;
2. Depredation of government property;

3. Entering or remaining in a restricted building or grounds with a
dangerous weapon; and

4. Violent entry or disorderly conduct.
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Christine Marie Priola
Tracked by public WiFi

" SEEKING

/INFORMATION

VIOLENCE AT THE UNITED
STATES CAPITOL

IIFHI

Pictures reproduced in charging documents.

FBI BOLO
poster

During the January 6, 2021 Capitol riots, a
Subject Female (“Subject Female”) trespassed onto the Senate Chamber
floor. The FBI issued a Be on the Lookout poster including the Subject
Female holding a sign under one arm and a mobile phone. She is wearing
a red coat and distinctive pants with lettering down the side.

On January 8, 2021, the Subject Female was identified on
Twitter as Christine Priola, an occupational therapist with the Cleveland
Municipal School District (“CMSD”).[21]
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School
employee
easily ID’d

this us
Christine Priola, an
occupational therapist for the
Cleveland Municipal school
distnict

p |\“ On the actual dais after

storming the capital
. E
CRY

Ohio Law
Enforcemen
t Gateway
database

" A Deputy U.S. Marshal investigating this
case identified Priola as Christine Marie Priola of Ohio, by comparing
photos from the Ohio Law Enforcement Gateway with photos from
January 6, 2021. The Deputy Marshall received verification from the
CMSD that Priola had resigned from her position on January 7, 2021.

Search

warrant,

iPhone

recovered

" On January 8, 2021, investigators obtained

warrant authorization to search Priola’s house. The warrant was executed
the same day and law enforcement agents recovered a laptop computer,
two desktop computers, several thumb drives, and an Apple iPhone.
Clothing, a sign, and other materials consistent with the photographs of
Priola taken on January 6, 2021 were also recovered.
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T-Mobile
account
Forensic investigation of Priola’s iPhone
confirmed that the T-Mobile account associated with the iPhone was
registered in Priola’s name.

iPhone was

missing key

evidence

for much of

the time...

During a subsequent search of Priola’s

iPhone, investigators were unable to recover data for photos, videos,
chats or messages from approximately January 4 through January 7,

2021. Agents were also unable to recover device location data for
January 6, 2021 from 5:40 a.m. through 4:17 p.m.

until 4:23
p.m. when
iPhone
connected
to WiFi

Agents were able to recover device
location data for 4:23 p.m. on January 6, 2021, which indicated the
1Phone was using a WiFi system located at GPS coordinates (38.892002,
-77.006646). According to Google Maps, these coordinates correspond
to a location just northeast of the U.S. Capitol Building. Entering the
above coordinates into Google Maps places a marker at a main road
north of the Capitol Building, and is noted by the below arrow.
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Geolocatio
n places
iPhone in
vicinity of
Capitol

Connect
breadcrumbs
and
determine
what’s
reasonable,
probable, or

—~ e~~~ T A

Connecting the breadcrumbs of
information to find reasonable links, a search for nearby, possible WiF1
sources shows that the U.S. Capitol Café (noted with an arrow on the
below map) is also listed on Google Maps with the same coordinates. It
is conceivable, subject to further investigation, that Priola may have
visited that location. It is also possible that a visitor may decide to
manually connect their smartphone to a public WiFi service or a phone’s
settings may allow for automatic connection. Either way, that connection
data is recorded and can be inspected further.
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Possible

WiFi

source was

U.S.

Capitol

Café, could

Arrest warrant
photo further

v
AR EE— . " - .

N

-

Conspiracy
theories

n\'
L ‘ In Priola’s January 7,
2021, resignation letter to the Cleveland Municipal School District,
Priola cites her refusal to take “the corona virus 19 vaccine in order to
return to in person learning,” and other conspiracy theories for her
resignation.[22!

CHARGES FILED:
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. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

2. Violent entry and disorderly conduct on Capitol grounds; and

. Unlawful activities on Capitol grounds, parades, assemblages
and display of flags.
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Robert Maurice Reeder
Quick hit identification by facial recognition software
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Mask
down,
reasonably
clear image
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Pictures reproduced in charging documents.
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FBI BOLO

The FBI published numerous “Be on the
Lookout” (“BOLQO”) bulletins asking the public for assistance
identifying Capitol rioters. On or about January 7, 2021, the Office of the
State’s Attorney in Maryland submitted a tip to the FBI that facial
recognition software identified two Maryland residents as possible
matches for BOLO photo # 14, pictured above.

Maryland
DMV came
up with
two
possible

One of two potential matches was
identified as Robert Reeder. The Maryland Motor Vehicle
Administration had a photo of Reeder.

from
driver’s
license
photos

Turned
himself in

On or about January 19, 2021, Reeder,
through counsel, contacted the Government and provided a compilation
video of photos and videos taken by Reeder on his cell phone on January
6, 2021. The video, approximately 22 minutes and five seconds in
length, appears to be in chronological order. A screenshot of the video is
below.
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Video proof
At approximately 19 minutes 40 seconds
in the compilation video, timestamp “4:05 - 4:30 p.m.,” from outside the
Capitol Building, Reeder tells the camera: “I’m leaving now... I got tear
gassed at least four times inside the Capitol... I saw the lady they say got
shot, I walked right past her in a pool of blood. And it’s just... completely
crazy in there.”

Confess to
violence

At approximately 19 minutes 59 seconds
in the same video, Reeder states: “Just left the Capitol, I was one of the
last people out. I was in there for over half an hour. I got gassed several
times inside the Capitol, many times outside the Capitol. Got shot with
pepper balls. It was fucking nuts. We had to do... ah... battle with the
Police inside. It was crazy... absolutely insane.”

4:05pm-4:30pm

Picture reproduced in charging documents.

CHARGES FILED:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority; and
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2. Violent entry and disorderly conduct on Capitol grounds.
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Nicholas Rodean
Wore his employee ID tag to the Capitol riots

Tags

hanging

around FBI BOLO
neck
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Pictures reproduced in charging documents.

Media coverage of the January 6, 2021 Capitol riots showed a
Subject Male (“Subject Male”) who entered the Capitol Building dressed
in a red hat that with the word “Trump” on it, carrying a large red flag
reading “Trump is My President,” and wearing an apparent badge from
the individual’s place of employment. The individual appears to be a
Caucasian male with a beard. Photos posted on media sites show this
individual in the halls of Congress.

The Metropolitan Police Department issued a Persons of Interest
poster for the Subject Male.
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Metro PD
poster

PERSONS OF INTEREST IN UNREST-RELATED OFFENSES

Usdirmlul Enery

lonuary &, 031
Appradmately 1:30 pm
LS Capited Sround
100 block of First Street
NW

Social media from around the world posted about the Capitol
riots, including the below Twitter post from an account in Europe.[%!

Drew
attention
by flag

- EUwatch

-

Trump supporters storm US
Capitol building Vice
President Mike Pence was
swiftly ushered out of the
Senate chamber on
Wednesday after protesters
supporting President Donald
Trump breached the Capitol
amid Congress’ certification of
Presiden

The Subject Male’s ID tag was easily enlarged and shared
widely on social media, including the below post tagging his then-
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current employer, Navistar Direct Marketing in Maryland.?%

Driver’s Zooming in
license info reveals
Cross- employee
referenced ID card

Alt Tax Pro - WEAR A DAM...
@AItTaxPro
Navistar Direct Marketing in

Maryland, you've got an
employee to investigate.

navistardirect.com

5:19 PM - Jan 6, 2021 - Twitter for Android
1,700 Retweets 275 Quote Tweets

3,460 Likes

Q Qa Q &
£ AltTaxPro-WEARA.. Jan6 -
The Subject Male was identified as Nicholas Rodean. Law
enforcement also identified Rodean through open source databases,
including Maryland DMV driver’s license records.

On January 7, Navistar posted a statement on Facebook
indicating Rodean’s employment had been terminated.?!
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Employer
unhappy

Navistar Direct Marketing
January 7- @

NZM

Navistar Direct Marketing was made aware that a man wearing a
Navistar company badge was seen inside the U.S. Capitol on January 6,
2021 during the security breach. After review of the photographic
evidence the employee in question has been terminated for cause.

While we support all employee’s right to peaceful, lawful exercise of
free speech, any employee demonstrating dangerous conduct that
endangers the health and safety of others will no longer have an
employment opportunity with Navistar Direct Marketing

O0@ 35« 749 Comments 397 Shares
[fj Like () Comment &> Share
Turned
himself in

On January 8, 2021, an attorney who

stated that he represented Rodean called in to the FBI’s Washington Field

Office to voluntarily speak with law enforcement, and confirmed that

Rodean would like to turn himself in to law enforcement. Washington,
D.C. Metropolitan Police confirmed that Rodean turned himself in at the

2nd District precinct station on January 13, 2021 in the morning.[2¢!

CHARGES FILED:
1. Entering and remaining in a restricted building;

2. Disorderly and disruptive conduct in a restricted building;

3. Violent entry and disorderly conduct in a Capitol building; and

4. Parading, demonstrating, or picketing in a Capitol building.
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Jennifer Leigh Ryan (a.k.a. Jenna Ryan)

“Y’all know who to hire for your realtor. Jenna Ryan for your

)

realtor.’

Pictures reproduced in charging documents.

After the
riots, search
social media

for
#StopTheSte
al for possible

On January 05, 2021, a Facebook user
Brian Miller tagged the Facebook account of Jennifer Leigh Ryan (a.k.a.
Jenna Ryan) in a series of photographs from U.S. Trinity Aviation in
Denton, Texas. According to open source information, the caption on the
photos noted, "We're so excited! D.C. bound to #StopTheSteal." Ryan is
the female circled in red in the photographs below.
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Facebook
posts at
private
airport
@ Brian Miller iz 2% feeling excited with Jenna Ryan at US
Trinity Aviation
lanuary 5 at BPM - Denton. TX - O

| ooa 168 11 Comments 16 Shares
gy Like #> Share

Active
Facebook
posting

After Miller's post, on January 5, 2021,
Ryan posted multiple videos on her Facebook account that appear to be
taken on board a small private aircraft, on which she was traveling with
others to Washington D.C.
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21-minute
Facebook
Livestream
= evidence

On January 6, 2021, Ryan posted a video
on her Facebook account that depicts her in a bathroom mirror stating,
"We're gonna go down and storm the capitol. They're down there right
now and that's why we came and so that's what we are going to do. So
wish me luck." Subsequently, on January 6, 2021, Ryan posted a 21-
minute Facebook Live video on her Facebook account of her and a group
walking toward the U.S. Capitol building. Ryan posted photographs of
herself at the U.S. Capitol building grounds to her social media accounts,
including Facebook and Twitter.
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On Twitter,
celebrating
violence
and
threatening
media will
get you
noticed

dotJenna

Window at The capital. And if the
news doesn't stop lying about us
we're going to come after their
studios next...

Of particular note is an
image Ryan posted of herself to her Twitter account, which depicts Ryan
in front of a broken window at the U.S. Capitol Building, with the
caption: “Window at The capital [sic]. And if the news doesn’t stop lying
about us we’re going to come after their studios next...”
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Tried
deleting
Facebook
video but
was foiled

Open source searches also uncovered a
now-deleted Facebook Live video taken by Ryan as she entered the
Capitol via the Rotunda entrance. The video was captured prior to
deletion and reposted to YouTube for public viewing. The video shows
Ryan in a large crowd attempting to walk through the entrance to the
Capitol, which had visibly broken windows at the time. At the beginning
of the live video, Ryan is heard stating, “we are going to fucking go in
here. Life or death, it doesn’t matter. Here we go,” as she approaches the
top of the stairs in front of the columns immediately in

“Jenna
Ryan for
your
realtor”

front of the doors on the west side of the Capitol
Building.

Ryan then turned on her rear facing camera--exposing her face--
and stated, “Y’all know who to hire for your realtor. Jenna Ryan for your
realtor.” By minute 08:45 of the video, Ryan has made it to the front
door of the building, clearly desecrated, with broken glass windows
shattered, and security alarms sounding, as she yells “U-S-A! U-S-A
and “Here we are, in the name of Jesus!”” Once inside the building among
the crowd, Ryan is heard joining a chant “Fight for freedom! Fight for
freedom!” and yelling, “This is our house!” Ryan Is circled below.

'99
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“one of the
best days Tracking
of my life” activity

Pictures reproduced in charging documents.

In the hours immediately following the breach of the U.S.
Capitol building, Ryan posted on Twitter: “We just stormed the Capital.
It was one of the best days of my life.”

Driver’s
license
photo

Law enforcement agents retrieved a
driver's license photograph of Ryan, a resident of Texas, and confirmed
Ryan bore a resemblance to the pictures above.

CHARGES FILED:
1. Entering and remaining in a restricted building;
2. Disorderly and disruptive conduct in a restricted building
3. Violent entry and disorderly conduct in a Capitol building
4. Parading, demonstrating, or picketing in a Capitol building
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Jeffrey P. Sabol

Police assaulter

Brutal
assault on
police
officer

Pictures reproduced in charging documents.

According to a federal affidavit, on January 6, 2021, Officer
B.M. of the Washington, D.C. Metropolitan Police Department ("MPD")
was working his evening shift and was directed to assist the Capitol
Police in maintaining security of the Capitol Building. Between 4:00
p.m. and 5:00 p.m., Officer B.M. walked through an interior tunnel of
the U.S. Capitol Building and assumed a post in an archway which
provided access to the building's exterior. The approximate location of
Officer B.M. was noted by Officer B.M. and is denoted by the circle in
the middle of the below image.
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Location
confirmation

1
|

From this archway, alongside other uniformed law enforcement
officers, Officer B.M. observed hundreds of individuals gathered outside.
Some of these individuals were throwing and swinging various objects at
the group of law enforcement officers. While standing in the archway to
prevent the group of individuals from breaching the Capitol Building,
and while wearing his official MPD uniform, some of these individuals
grabbed Officer B.M. and dragged him down the stairs of the Capitol
Building. These individuals forced Officer B.M. into a prone position on
the stairs and proceeded to forcibly and repeatedly strike Officer B.M. in
the head and body with various objects.

Subject
Male’s
clothing

Specifically, a Subject Male (“Subject
Male”) that was depicted in at least one photograph and numerous videos
wearing a tan colored jacket, black helmet, green backpack and black
gloves near and overtop of Officer B.M. This individual can be seen in
the below photo holding an instrument believed to be a police officer's
baton across the police officer's lower neck. His left hand is on the back
side of Officer B.M.
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...with a Clear
dangerous evidence of
weapon assault

Pictures reproduced in charging documents.

The Subject Male can be seen running up the stairs of the
Capitol and attempting to grab the leg of a presumed police officer. This
individual is circled in the still frame from the video below. The
presumed officer seems to kick the individual away from him causing
the individual to fall backwards down the stairs.

Tracking
Subject
Male’s
movement
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Some moments later, the Subject Male is captured again seen
ascending the stairs of the Capitol, but this time the individual seems to
grab a police officer and pulls the officer down the stairs. It also seems
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that this individual is punching the back of the police officer as he drags
him down the stairs. It should be noted that the individual in the still
photograph is dressed in the exact same clothes, including the backpack
and gloves, as the individual seen in the video.

Dragging
officer
down steps

Pictures reproduced in charging documents.

3 days

later,

police
Suicide called for
attempt erratic

On January 11,
2021, five days after the Capitol assault, at approximately 4:30 p.m.,
officers from the Clarkstown, New York Police Department, responded
to a vehicle with Massachusetts license plates driving erratically in the
town of New City, New York. The vehicle was located and the driver,
subsequently identified as Jeffrey Sabol, was found covered in blood,
suffering from severe lacerations to both thighs and arms. While officers
aided Sabol, he made several spontaneous statements to include but not
limited to: "I am tired, I am done fighting", "My wounds are self-
inflicted", I was “fighting tyranny in the D.C. Capital," and "I am wanted
by the FBL."
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Clothing
recovered

Clarkstown Police searched Sabol's
vehicle, which contained a green backpack and a tan Carhartt jacket
similar to the ones depicted in the still-shots above. The vehicle was
secured and towed to the Clarkstown Police Impound Yard.

Confirmed

location at

Capitol

On January 12, 2021, law enforcement

officers spoke with Sabol while he was recovering at the Westchester
Medical Center. Sabol advised that on January 6, 2021, he was at the
U.S. Capitol and he was wearing a brown Carhartt jacket, a black or gray
helmet, a big green backpack, and black gloves. The Carhartt jacket was
the same jacket that was located in his vehicle the night he attempted
suicide, according to Sabol.

On January 13, 2021, law enforcement again spoke with Sabol.
Sabol reviewed the video of the riots on January 6, 2021 at the Capitol
and stated he was in the video, wearing the clothes described above.

Videos
refute his
explanation
Sabol stated he ran up the stairs and jumped over a
barricade and dragged a police officer down the stairs away from the
tunnel. Sabol acknowledged that the video seemed to depict him
throwing punches at the police officer, but he claims he was "patting him
on the back" and saying, "we got you man.”
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“call to

battle” ...

.. “patriot
repeatedly warrior”

& ~Once at the bottom of the stairs, Sabol claims he

covered the police officer for his own safety" while others hit the police
officer with poles. Sabol retreated from that location and ended up on the
left side of the stairway with a crowd of people. Sabol told law
enforcement that, approximately fifteen minutes later, a "call to battle
was announced" and Sabol "answered the call because he was a patriot
warrior." Sabol claims he took a police baton out of an officer's hand and
used it to "protect the officer" who was on the ground.

Arrest
“fit of photo

Sabol was shown
the above-referenced still photo of a police officer lying face down on
the ground with Sabol over him. Sabol acknowledged that he 1s the
individual in the picture and acknowledged that this picture looked bad.
He could not recall if he hit the police officer with the baton because he
was in a fit of rage and the details are cloudy.

CHARGES FILED:

1. Assaulting, resisting, or impeding certain officers using a
dangerous weapon,;

2. Assaulting, resisting, or impeding certain officers;
3. Civil disorder;
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. Entering and remaining in a restricted building or grounds with a
deadly or dangerous weapon;

. Disorderly and disruptive conduct in a restricted building or
grounds with a deadly or dangerous weapon;

. Engaging in physical violence in a restricted building or grounds
with a deadly or dangerous weapon; and

. Violent entry and disorderly conduct in a Capitol building.
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Robert Sanford
Chester, PA Fire Department fire extinguisher hurler

Pictures reproduced in charging documents.

A January 6, 2021 video (“Video #1”°) captured by an individual
who was present in the Capitol riots crowd recorded a man (“Subject
Male”) hurling a red fire extinguisher at a group of police officers.

Distinctive
clothing

Assault
recorded

In the lower left
corner of the video, the Subject Male is visible stepping over a short wall
with a red object in their hands. The Subject Male is wearing what
appears to be a stocking cap, a dark jacket or shirt with a plaid pattern,
and a light and dark two-tone backpack. Immediately after stepping over
the short wall, the subject draws the fire extinguisher back in his right
hand and then hurls the object at the group of police officers. The object
appears to strike one officer, who was wearing a helmet, in the head. The
object then ricochets and strikes another officer, who was not wearing a
helmet, in the head. The object then ricochets a third time and strikes a
third officer, wearing a helmet, in the head.
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...then runs
away
" Immediately after throwing the object, the
Subject Male moves quickly in the opposite direction. A screen capture
of this video is below, with the Subject Male circled in the lower left
corner.

The video was shot from an elevated position and showed an
area of the Capitol with a large group of police officers surrounded on at
least three sides by a group of insurrectionists. A Capitol Police Special
Agent identified the area shown in the video as being the lower west
terrace of the Capitol Building.

Holding fire
extinguisher

Pictures reproduced in charging documents.

Police
officer’s
statement
as evidence
" Capitol Police Officer W.Y. reported that
he and twenty officers and two sergeants were deployed to the lower
west terrace of the Capitol at some point after 12:00 p.m. on January 6,
2021. While Officer W.Y. was attempting to control the crowd, he felt a
hard strike to the back of his helmet. When he turned to see where the
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blow had originated, Officer W.Y. saw a fire extinguisher on the ground
but could not determine who had struck him. He was subsequently
evaluated at a hospital and cleared to return to duty.

Law enforcement reviewed a second video (“Video #2”)
captured on January 6, 2021, showing the Capitol attack from a different
angle. The video was captured by an individual who was present in the
crowd and shot at ground level, covering much of the same events as
captured by Video #1. Video #2 1s approximately one hour and 28
minutes long. From approximately 47 minutes and 11 seconds until
approximately 47 minutes and 17 seconds, a person wearing clothing
that matches those of the Subject Male is visible. The angle of Video #2
along with the proximity reveals more details of the Subject Male. The
federal affidavit included the below screenshots.

2rd video
angle,
close up of
face and

ID’d by
friend

On January 12, 2021, a tipster (“Tipster
#1”) contacted an FBI Resident Agency in Pennsylvania stating a person
they knew, Robert Sanford, an approximately 55-year-old male, had
confessed to Tipster #1 that he was the person the FBI was looking for.
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Tipster #1 indicated that they had known Sanford for many years, that
they were friends, and that Sanford had recently retired from the Chester
Fire Department, located in Chester, Pennsylvania.

In a recorded interview on January 12, 2021, Tipster #1 told FBI
Special Agents that Sanford told Tipster #1 he had travelled to
Washington, D.C. on a bus with a group of people. The group had gone
to the White House and listened to Trump’s speech and then followed the
President’s instructions and gone to the Capitol. Sanford acknowledged
to Tipster #1 the photograph of the man in the CFD hat was, in fact,
Sanford. When shown screen captures from Video #2, Tipster #1
identified the Subject Male in the screen captures as Sanford.

Driver’s
license
photo

Sanford was issued a driver’s license from
Pennsylvania in 2018 with the below photo. The name listed on the
license was Robert Lee Sanford, Jr. The address listed on that driver’s
license was approximately 11 minutes from both Chester Fire Station
#81 and Chester Fire Station #82 in Chester, Pennsylvania. The date of
birth listed on the driver’s license indicated that Sanford was 55 years
old, as estimated by Tipster #1.

Shape of
upper face,
nose, eye
color,
connected
earlobes
match
video

According to the federal affidavit, a comparison of the Pennsylvania
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DMV photo to the screen captures taken from Video #2 shows
significant physical similarities, including the shape of the upper face,
nose, eye color, and connected earlobes. The lower face is difficult to
compare due to the Subject Male having a full goatee. However, the
visible features reveal a strong similarity between the two indicating that
the Subject Male is, in fact, Sanford.

A 2nd
potential
suspect
was ID’d
During the course of this investigation, the
FBI received an anonymous tip that another individual (a “Potential
Suspect”) was the subject in the still photographs referenced above. That
Potential Suspect resided in Illinois. Upon further investigation, the FBI
learned that the Potential Suspect’s name did not appear on flight
manifests to the Washington, D.C. area for the relevant time frame.

...but
exonerated
thanks to
not
showing up
on flight
manifests
or license
plate
readers.
Plus
different
facial
features
and an
acceptable
alibi.

Additionally, the logs from license plate

readers in the District of Columbia did not indicate the Potential
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Suspect’s vehicle entered the District of Columbia during the relevant
time frame.

Furthermore, upon examining photographs of the Potential
Suspect comparing them to still images of the footage from the Capitol
grounds referenced above, there are differences between the Potential
Suspect’s facial features and the facial features of the Subject Male in the
still images, specifically, the Potential Suspect’s nose and eyebrow shape
both appeared to be different. Law enforcement also learned through that
Potential Suspect’s attorney that the Potential Suspect had an alibi for the
time of the incident at the U.S. Capitol Building.

CHARGES FILED:
1. Civil disorder;

2. Assaulting, resisting, or impeding certain officers using a
dangerous weapon,;

3. Entering and remaining in a restricted building or grounds with a
deadly or dangerous weapon;

4. Disorderly and disruptive conduct in a restricted building or
grounds; and

5. Act of physical violence in the Capitol grounds or buildings.
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Peter Francis Stager
Flag wielding police beater

Photo
posted to
Twitter

Pictures reproduced in charging documents.

On January 6, 2020, Officer B.M. (“B.M.”) of the Washington
D.C. Metropolitan Police Department (“MPD”’) was working his evening
shift in his official capacity. During that shift, Officer B.M. was directed
to report to the U.S. Capitol building to assist the U.S. Capitol Police in
their duties to maintain security of the U.S. Capitol building.

Between 4:00 p.m. and 5:00 p.m. that same day, Officer B.M.
walked through an interior tunnel of the U.S. Capitol building and
assumed a post in an archway which provided access to the building’s
exterior. The approximate location of Officer B.M. was noted by Officer
B.M. and is denoted below by the circle in the center of the image.
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Location
confirmed
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While standing in the archway to prevent the group of
individuals from breaching the U.S. Capitol building, and while wearing
his official MPD uniform, some of these individuals grabbed Officer
B.M. and dragged him down the stairs of the Capitol building. These
individuals forced Officer B.M. into a prone position on the stairs and
proceeded to forcibly and repeatedly strike Officer B.M. in the head and
body with various objects.

Violent

assault
recorded ID’d by
on video acquaintance

On January 12,
2021, the FBI received a tip via electronic submission from a
confidential source of information (“Source #1”°), identifying one of the
individuals who assaulted Officer B.M. on the stairs of the U.S. Capitol
building as Peter Francis Stager. FBI Special Agents interviewed Source
#1, who stated they recognized Stager from two videos posted on a
Twitter thread. The first video (“Video #1”) depicted Stager among a
large group of individuals on the stairs of the U.S. Capitol building.
Stager climbed the stairs while holding a flagpole with a United States
flag affixed to it and used the pole to repeatedly strike Officer B.M.
while Officer B.M. remained prone on the steps of the U.S. Capitol
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building. Screen captures from Video #1 are below showing Stager
assaulting Officer B.M. with a flagpole.

Flagpole
with
American

Pictures reproduced in charging documents.
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“Death is

the only

remedy for

what’s in Face
that clearly
building...” visible on

Voice

match
. BEE - .
second video (“Video #2”), Source #1 identified the male speaking as
Stager, who stated, “Everybody in there is a treasonous traitor. Death is
the only remedy for what’s in that building.” According to the federal
affidavit, the FBI Special Agent investigating this case believed “that
building” was a reference to the U.S. Capitol building, and “everybody
in there” was a reference to the Congressmen and Congresswomen inside
the U.S. Capitol building at the time.

A screen capture from Video #2 is here.
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Source #1 told Agents that after viewing the above reference
videos, Source #1 contacted a mutual acquaintance of both Stager and
themself (“Source #2”°). Source #2 told Source #1 that Source #2 had
already spoken directly with Stager following the events on January 6,
2021. Source #2 also told Source #1 that Stager identified himself as the
individual in both Video #1 and Video #2.

Confession ID’d by 2nd
to friend acquaintance

Agents then
interviewed Source #2, a close associate of Stager. Source #2 also
recognized Stager as the individual in Video 1 striking Officer B.M. with
a flagpole, and as the individual in Video #2 who was “ranting.” Source
#2 spoke directly with Stager via telephone following the events on
January 6, 2021. During that phone conversation, Stager confirmed that
he [Stager] was the individual in both Video #1 and Video #2.

Referring to Video #1, Stager told Source #2 that he [Stager] did
not know the man he was striking on the ground with the flagpole was a
cop and that he thought the person he was striking was ANTIFA. On the
Twitter thread provided by Source #1, there was a photo of Officer B.M.
lying prone on the steps of the U.S. Capitol building while surrounded by
the large group of individuals. Clearly present on Officer B.M.’s
uniform, across his back, are the words “METROPOLITAN POLICE.”

Also visible in the photo is Stager, holding a flagpole, with an
American flag attached, with what appears to be a clear view of Officer
B.M. in uniform, lying on the stairs.

Source #2 told Agents that Stager told him that he [Stager] had
to apologize to Source #2 and to his [Stager’s] children for his behavior.
Additionally, Stager told Source #2 that he intended to turn himself in to
law enforcement for his actions, but had yet to do so.

Referencing Video #2, Stager told Source #2 that he [Stager]
was “wired up” from being either pepper-sprayed or tear-gassed and that
was why he made the comments he did on camera.

Law enforcement identified Stager using the above information
provided by Source #1 and Source #2.
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Driver’s
license
photo

A query of the Arkansas Department of
Motor Vehicles yielded a driver’s license photo of Stager which was
compared to that of the individual in both Video #1 and Video #2. The
investigator submitting the affidavit believed they were of the same
individual.

CHARGES FILED:
1. Obstruction of an official proceeding and aiding and abetting;

2. Assaulting, resisting, or impeding certain officers using a
dangerous weapon;

3. Civil disorder;

4. Entering and remaining in a restricted building or grounds with a
deadly or dangerous weapon;

5. Disorderly and disruptive conduct in a restricted building or
grounds with a deadly or dangerous weapon;

6. Engaging in physical violence in a restricted building or grounds
with a deadly or dangerous weapon; and

7. Violent entry and disorderly conduct in a Capitol building
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Katherine Staveley Schwab (a.k.a. Katie)

Weeee

On January 05, 2021, an individual (“Individual I’) posted a
series of photographs of Katherine Schwab on their Facebook page.
According to open source information, the photographs were taken on a
private plane flying to Washington, D.C. This investigation has shown
that Individual #1 as well as Jenna Ryan, Jason Hyland, and Individual
#4 ("the group") traveled with Schwab to Washington, D.C. on January
5,2021. Schwab is the female circled in the photographs below.

Facebook
posts on a
private
plane will
draw
attention
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Posts from
multiple

group
members

After Individual #1°s post on January 5,
2021, Ryan also posted multiple videos on her Facebook account that
appear to be taken on a small private aircraft, on which she was traveling
with Schwab and the other members of the group to Washington, D.C.
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As detailed in the federal affidavit, according to open source
research, Ryan posted “Weeee” on the below photo featuring Schwab.

Posted on
someone
else’s
Instagram

Jenna Ryan G
January 5 at 3:04 PM -

Weeee

P 0017020

eDs 73 5 Shares
S Like &> Share

Pictures reproduced in charging documents.

Later in the evening, on January 5, 2021, Individual #1 posted a
photo on their Facebook page and tagged the Manassas Regional Airport
in Manassas, Virginia. Schwab and the four others in her group had
arrived in the Washington, D.C. area. Schwab is circled in the
photograph below.
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Geotagging
travel

Maramat Regonal Arport

Driver’s
license
photo

Law enforcement agents retrieved a
driver's license photo of Schwab, a resident of Texas, and confirmed
Schwab bore a resemblance to the pictures above.

An FBI Special Agent conducting this investigation reviewed
surveillance footage from cameras inside the Capitol Building. The
investigator identified images that depict Schwab inside the Capitol near
the Rotunda door and attempting to walk through the crowds. Schwab is
circled in the photos below.
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Security
cameras
track
movement

Pictures reproduced in charging documents.

In the hours following the breach of the U.S. Capitol Building,
Schwab replied to a Facebook message in which a user (“User #17)
posted, “looks like you got on the steps of the Capital [sic],” Schwab
replied, “a little further than that.” About an hour later, Facebook User
#1 posted “awesome did you get pics inside”. Schwab responded, “no
because they closed the door behind us and had their guns drawn at a
few...interesting though, the national guard was in there and didn’t move
an inch. They sat back. They didn’t fight against us at all...because there
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was no need to. After the girl was shot and killed that’s when we raised
hell.”

“that’s
when we
raised hell”

< Katie Schwab Q - i T Tn——
L

[ T
M Buse’ D a0 8 e turther

» Lse

Eatie Lo st swwesome did you
Qe pcy nsde

» Lae

€ wonie termen

M hae Do a0 o because they

closed the doer bebuwnd us and

had thew guns drawn at 3

fow. _interesting though, the

natsonal guard was in there and
Katie Schwab ditn 't mowe an inch They sat

back They didn 't fight against us
Instagram @katiesschwab need 1o After the girl was shot

» Lhe 9

Picture reproduced in charging documents.

“patriots” |

On January 15, 2021, FBI agents
interviewed Schwab at her residence in Texas. The interview was
recorded. She referred to herself and the others who traveled with her as
“patriots.” She stated that on the Saturday or Sunday before, which
would be January 2, 2021 or January 3, 2021, she posted on her
Facebook account that she was looking for other patriots to join her in
Washington, D.C. Schwab stated that Hyland, who was a friend,
arranged a private flight. (During the interview, Schwab requested not to
provide Hyland's name to protect his privacy, however, it is included in
the federal affidavit.)

Schwab said she did not know the other individuals in the group
prior to traveling to Washington, D.C. The only person from the group
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that Schwab knew prior to the flight was Hyland, the individual who
arranged the flight.

She explained that on January 6, 2021, the group left the hotel
around 7:30am and walked to The Ellipse, the outdoor expanse near the
White House. According to Schwab, they listened to some of the
speakers until approximately 10:30am. The group then walked toward
the Capitol Building and made it to the area where the food trucks were
located. Nothing was happening at this time and it was very cold outside,
so Schwab and three members of the group, Ryan, Individual #4, and
Hyland, decided to depart and return to the hotel. One member of the
group, Individual #1, stayed at the Capitol.

Upon returning to the hotel, Schwab stated she, Ryan, Individual
#4, and Hyland watched the news on television. They heard

Ubered to
the riots -
Uber could
be
subpoenae
d for
records if
FBI
deemed it

the Capitol Building had been breached, and they
wanted to see what was going on. Schwab, Ryan, Individual #4, and
Hyland took an Uber to the Capitol Building. Schwab noticed that there
were some “bad apples” within the large crowd. Schwab walked up the
steps of the Capitol Building to the open doors. Though Schwab did not
see any violence or anyone destroying anything, she observed the door to
the Capitol Building had been destroyed.

Schwab stated she was pushed by the crowds through the
original set of doors entering the building and into a lobby area. She then
went through a second set of doors. According to her statements, because
of her small stature Schwab was being crushed by the crowd. She then
requested the assistance of a Capitol Police Officer to exit the building.
The police officer helped Schwab out of the crowd and identified an exit
that was on the left side of the lobby. At this point, Schwab exited the
Capitol Building.
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Language
Schwab was aware of the various social

media posts that Ryan posted from the Capitol Building and was shown
several during the interview. She stated that Ryan posted a video of
Schwab outside the Capitol Building. Schwab stated that the words that
Ryan used in her social media posts were “very bad”. According to
Schwab, some of the videos that Ryan posted made members of the
group look “bad”. (The FBI investigation of Jenna Ryan, a.k.a. Jennifer
Leigh Ryan, was discussed previously in this chapter.)

CHARGES FILED:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority; and

2. Disorderly conduct on Capitol grounds.
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Marissa A. Suarez and Patricia Todisco

License plate readers tracked their travel to Washington, D.C.
L ] - i ' i

Pictures reproduced in charging documents.
Marissa A, Suarez Patricia Todisco

Corrections
officer
shared

videos of
herself at
the riots

On or about January 12, 2021, the FBI
Newark Joint Terrorism Task Force (“JTTF”) received information
concerning Marissa Suarez’s alleged participation in the Capitol riots
from the Monmouth County Sheriff’s Office (“MCSO”). Suarez is a
probationary corrections officer at Monmouth County Corrections
Facility (“MCCF”). Specifically, the MCSO informed the FBI that the
Union Beach Police Department received a report from a witness
(“Witness #17°) about Suarez’s activities during the attack on the Capitol,
including several video clips filmed by Suarez. These video clips were
shared by Suarez with Witness #1, who maintained a relationship with
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Suarez for several years. Witness #1 stated their relationship between
Suarez and Witness #1 had recently become strained but the two still
communicated.

Emergency
holiday

Subsequent investigation by law
enforcement revealed that on Wednesday, January 6, 2021, Suarez was
scheduled to work at the MCCEF, but she used an emergency holiday and
thus was absent from work.

Videos submitted to law enforcement by Witness #1 depict
various moments from the attack on the Capitol. Nearly all the videos
were taken while the camera was moving and being held at or near the
height of the heads of others in the crowd, consistent with the manner in
which cellular telephones are commonly used to make video recordings
or take photographs.

Friend
captured
on video
multiple
times and
called by
name

While the videos do not show Suarez’s
face (i.e., they are recorded from Suarez’s point of view) at least one of
the videos shows a woman later identified as Patricia Todisco, who
appears to have traveled with Suarez to Washington, D.C. Screenshots
from this video are below, which appear to have been filmed at the
Senate Wing door entrance in the Capitol, with a circle around Todisco.
Additionally, a woman’s voice can be heard on the videos commenting
on the events captured. On several occasions, the woman’s voice calls
Todisco by name.
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Voice
confirmed
by Witness
#1 and a
co-worker

Both Witness #1, as well as an MCSO
lieutenant who trained Suarez and has spent numerous hours with her,

have identified the woman’s voice on the videos as belonging to Suarez.
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Todisco
filmed by
Suarez

Pictures reproduced in charging documents.
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Law enforcement showed the below screenshots of the footage
to Witness #1, who positively identified Suarez in the first screenshot
and indicated that they believed the person immediately to the right of
Suarez in the picture, with the black wool hat and puff on top could have
been Todisco, whom Witness #1 had known for multiple years. Witness
#1 then looked at the second photograph (which has a clearer view of the
front of the woman’s face). Witness #1 then stated that the female next to
the person carrying the American flag was Todisco.

Driver’s ID
license confirmed
photos for by Witness
both #1

Pictures reproduced in charging documents.

Law enforcement agents obtained driver license photographs of
Suarez and Todisco and confirmed the individuals Witness #1 identified
in the surveillance photos are consistent in appearance with Suarez and
Todisco.

The security footage further shows that Suarez and Todisco were
each consistent with a person using a device to take pictures and/or video
record a scene. A screenshot from the video is below, which includes the
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individuals identified as Suarez and Todisco (noted with arrows) as each
has what appears to be a cellular phone in hand.

.‘ »
AN B
~ >~

Body |
positions
indicate
recording
with
phones

In addition to the videos and the security footage, text messages
sent from Suarez’s cellular phone on January 6 and January 7, 2021 to
Witness #1 further establish that Suarez and Todisco were inside the
Capitol Building during the demonstrations. The messages were
extracted from Witness #1°’s phone by law enforcement with Witness
#1’s signed consent. Text messages from Suarez were transcribed
verbatim as they appear in the original exchange, including
typographical and grammatical errors. Messages from January 6, 2021

Text
message
evidence

included:
“We’re inside hahaha* (3:26 p.m.)
“This is insane” (5:40 p.m.)
“On our way back... shit got violent so we left” (6:55 p.m.)

Text messages sent from Suarez’s phone the following day,
January 7, 2021, shed further light on the activities of Suarez and
Todisco as Suarez wrote the following:
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Also
confession

“When we found out pence fucked us, we
all stormed the Capitol Building and everyone forced entry and started
breaking shit... it was a like a scene out of a movie” (9:57 a.m.)

On January 6, 2021, U.S. Senator Jeffrey Merkley of Oregon
posted to his Twitter account, documenting damage done to his office as
a result of the breach. In the video, Merkley indicated items were stolen,
damaged, and destroyed. A screenshot of his Twitter video is on the
following page, where Merkley can be seen in the mirror reflection.!2?]

On January 15, 2021, a Twitter account holder posted video that
appeared to be from the January 6 attack on the Capitol. The video
showed a person who appeared to be Todisco, walking out of an office,
as shown in the still shot below, marked with a circle. The chairs, table,
telephone, and mirror frame appear to be consistent with those in the
office posted by Merkley in his Twitter video. The conference room in
which Todisco is present appears to be Senate room S140, the private
“hideaway” office of Senator Merkley within the Capitol. A screenshot,
as reproduced in the charging documents, is included on the next page.

Car
registration
and license
plate on
Based on information in the database
compiled by the New Jersey Motor Vehicle Commission, law

enforcement confirmed Suarez was the lessee and registrant of a silver
2019 Jeep Wrangler, (the “Subject Vehicle™).
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Office
location
Cross-
referenced,
Todisco
filmed at
crime
scene by
unrelated
rioter

Law enforcement databases showed the license plate of the
Subject Vehicle was recorded traveling a route consistent with travel
between the area in which Suarez resides and works and the Washington,
D.C. area on January 6, 2021. Specifically, the Subject Vehicle license
plate was recorded:
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License
plate
readers
track travel
on Jan. 6 to
Washingto
n and back
home again
a. crossing the Delaware Memorial
Bridge leading from the New Jersey Turnpike onto

Interstate 95 in Delaware on January 6, 2021 at
approximately 6:20 a.m.;

b. traveling along Interstate 95 southbound through
Maryland;

c. moving northbound along the same route in the evening
hours; and

d. passing northbound over the same bridge from Interstate
95 in Delaware onto the New Jersey Turnpike at
approximately 8:45 p.m. that same day.

CHARGES FILED FOR EACH:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority; and

2. Violent entry and disorderly conduct on Capitol grounds.
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Dustin Byron Thompson and Robert Anthony Lyon

Got caught waiting for an Uber with a stolen Senate coat rack

Pictures reproduced in charging documents.

Suspect Male #1 Suspect Male #2
a.k.a. Dustin Byron Thompson a.k.a. Robert Anthony Lyon

At approximately 6:00 p.m. on January 6, 2021, two U.S.
Capitol Police Special Agents (collectively, “USCP Agents™) observed
two males sitting on the sidewalk at the northwest corner of South
Capitol Street and C Street Southwest, Washington, D.C. The two males
appeared to be part of the events that had just occurred at the Capitol.

Sitting in a
restricted
Zone
waiting for
an Uber

Subject Male #1 was wearing a Trump
2020 winter cap and a bullet proof vest and Subject Male #2 had a
Trump 2020 flag and an orange winter cap and. The USCP Agents
initiated contact with the two men, who said they did not need any
assistance and were just waiting for an Uber, the car ride service. The
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USCP Agents told the two that they were in a secure zone and directed
them to a location where they could be picked up.

...with a
Senate coat
rack

- As both subjects left to locate their Uber,
Subject Male #1 picked up a coat rack that was behind him. The coat
rack appeared to have been taken from the inside of the Capitol Building.
The USCP Agents instructed Subject #1 to put the coat rack down, and
he complied. Because Subject #1 was in possession of stolen property
from the Capitol riots that had just occurred, the USCP Agents stopped
both subjects.

#1 ditched
#2, fled on
foot

~ Subject Male #1 fled on foot and got
away, but Subject Male #2 was cooperative and did not attempt to flee.

Subject Male #2 produced his Ohio driver’s license, which
identified him as Robert Lyon with a residential address in Ohio.

#2 1D’'d #1

Lyon told the USCP Agents that Subject Male #1 who had just run away
was named Dustin Thompson. Lyon showed his phone, which displayed
Thompson’s phone number as well as multiple calls between the two
men. Lyon also showed USCP Agents the below picture of Thompson
that Lyon had taken with his camera.

USCP Agents recognized the man in the photo as the same man
that fled on foot moments before. After the USCP Agents questioned
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Lyon, he was allowed to leave.

contraband
Lyon provided consent for police to search
his bag for stolen property. The USCP Agents confiscated marijuana,
two pipes, and an open bottle of bourbon from Lyon’s bag.

On January 11, 2021, Lyon was interviewed at his residence in
Ohio by two FBI Special Agents (“FBI Agents”). When the interview
took place, Lyon had not been advised of his rights. Lyon stated that he
has known Thompson for a few years and met at a university in Ohio.
Lyon confirmed Thompson’s phone number and provided Thompson’s
home address.

#2 claimed
Innocence
on coat
rack

According to Lyon, it was Thompson’s
idea to travel to Washington, D.C. Lyon further advised that at some
point after the rally, while the two were still in the vicinity of the Capitol,
Thompson walked away. Lyon estimated that it was around 4:00pm or
4:30pm. Lyon stated that eventually Thompson returned. When
Thompson returned, Lyon stated that he was holding a coat rack made of
wood with bronze racks. Lyon stated that he did not ask where the rack
came from.

...but texts
suggest
otherwise
Lyon provided consent to download his
phone’s camera images. Upon review, the FBI Agents noticed Lyon had
sent a message to Thompson that said, “We need to get the fuck out with
this trophy.”
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Again “became
denied visibly
involvemen nervous”

When asked why
this message came from Lyon if Lyon did not take the coat rack, Lyon
became visibly nervous and expressed his desire to clear up any
misunderstanding and cooperate with the FBI Agents. Ultimately, Lyon
reiterated that he had not been inside of the Capitol, but he believed that
Thompson had been inside of the Capitol because Thompson later
approached Lyon carrying a wood and bronze coat rack.

Lyon provided FBI Agents with consent to download his
Samsung Note 4. Upon review of the data from the phone, there was one
picture and one video sent from Thompson to Lyon on January 6, 2021.
Both messages were sent from the number associated with Thompson.
Additionally, the name below the phone number is “Dustin.”

Message
and photo
metadata is
valuable
for

In the photo, Thompson is posing with the
stolen coat rack. The timestamp for the message transmitting the photo is
8:27:44 UTC, or 3:27 p.m. local time.

180 GEES Timestamp: Direction:
_ 1/6/2021 B:27:44 Incoming

Dustin PM(UTC-5)

Attachments:

o 10106 151058.jp

tesized _20210106_151058.jp
Source file: Attachments/0/Resized_20210106_151058 jpg :
(Size: 538144 bytes)

Méns_nge 'T'ype:

MMS

Folder:
Inbox
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Images reproduced in charging documents.
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Cross-
referencing

The timestamp for the message
transmitting the video is 8:04:14 UTC, or 3:04 p.m. local time. Two
seconds into the video, Thompson passes in front of a mirror with his
phone. The man in the video is wearing the same Trump 2020 winter cap
captured in the photo where Thompson is posing with the coat rack. In
the video, Thompson yells “Wooooo! ‘Merica Hey! This is our house!”
The video continues for several seconds, showing a ransacked office.

More
metadata
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Different

programs

use

different

time

Filming self formats, so
inside a important

ransacked to sync
office accurately

Images reproduced in charging documents.

Coordinated Universal Time (UTC) is the primary time standard
by which the world regulates clocks and time. UTC is used in many
internet and World Wide Web standards. Time zones around the world
are expressed using positive or negative offsets from UTC. In the Eastern
Time zone, where Washington, D.C. is located, the negative offset is five
hours, or “UTC-05:00.”

Lyon told the FBI Agents that, after he was questioned on
January 6, 2021, he returned to his hotel room where he found
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Thompson. The two drove back to Ohio together the next day. Based on

Driver’s
license
photo
the information Lyon provided, FBI Agents
located Thompson’s Ohio Department of Motor Vehicles (“DMV”)
photograph. Both Lyon and another witness who was also interviewed by

FBI Agents (“Witness #1”°), identified the DMV photograph as a picture
of Thompson.

Inventory
barcode on
coat rack
confirms
ownership
and Senate
location

By comparing the barcode on the coat rack
with the inventory of items in the Capitol Building, USCP Agents
confirmed that the coat rack that Thompson tried to carry away before
fleeing was assigned to a specific room in the Capitol Building, Room
S132.

Subsequent investigative efforts revealed security footage from
inside the Capitol Building. In that footage, Thompson is captured
entering the Capitol Building. An image from that video is below, with
Thompson circled. The timestamp of the video reads 2:48:07 p.m.
Thompson continues into the building, eventually walking into an office
on his right.
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#1 goes
into Senate
office

Pictures reproduced in charging documents.

When Thompson leaves the office, he is holding a bottle of
bourbon, circled below.

...and exits
with a
bottle of
bourbon
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About four minutes after Thompson leaves the Capitol Building,
he returns with Lyon. Thompson and Lyon enter the same room together.

#1 and #2
return to
Senate
office

Pictures reproduced in charging documents.

When they exit the room, Thompson is holding a coat rack.
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Hats easy ...and exit
to track in with the
crowd coat rack

As depicted in the still images above, Lyon is wearing the same
distinctive orange winter cap in the Capitol Building security footage
that he was wearing when he identified himself to USCP Agents on
January 6, 2021. Further, USCP Agents positively identified Lyon in the
Capitol Building security footage as the man they interviewed on
January 6, 2021, and the man who identified himself to the USCP Agents
verbally and by driver’s license as Lyon.
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CHARGES FILED FOR EACH:
1. Obstruction of an official proceeding and aiding and abetting;
2. Theft of government property;
3. Entering and remaining in a restricted building or grounds;
4

. Disorderly and disruptive conduct in a restricted building or
grounds;

. Disorderly conduct in a Capitol building;

AN D

. Parading, demonstrating or picketing in a Capitol building
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William Vogel
Large Red Hat

Pictures reproduced in charging documents.

Multiple
videos
provided by
multiple
tipsters

An FBI investigator reviewed multiple
videos provided to the FBI by multiple tipsters, where the individual
taking the video is participating in the riots on the U.S. Capitol grounds
and inside the U.S. Capitol Building. Specifically, the videos show the
person taking the video marching on the Capitol grounds while people
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chant, “Whose house? Our house!” The videos show multiple people
actively damaging scaffolding and police barriers around the Capitol
Building and the individual recording enters into the Capitol Building as
well. Some videos were recorded on Snapchat and show the individual
recording the video moving through various halls and corridors inside
the U.S. Capitol Building, as shown by the two screenshots from the
video below.

Snapchat
Videos of usernames
violence at at the top
the Capitol of snaps

® Sendachat ® Sendachat

Pictures reproduced in charging documents.

While inside the Capitol Building, the individual taking the
video records law enforcement officers retreating from the rioters. The
person taking the video can also be heard on the audio supporting the
actions of other persons engaged in disorderly conduct.
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Cross-
reference
the 2
different
usernames
for
connection

The videos show the Snapchat usernames
“will vogel” and “willvogelmusic.” The emoji created alongside both
usernames 1s consistent with the actual appearance of William Vogel in
other photos obtained pursuant to this investigation. Numerous tipsters
contacted the FBI to report these videos and the subsequent posting of
these same videos on Facebook.

“100%
sure” voice
match
“Tipster #1,” who has known Vogel
socially for several years, recognized the Snapchat user “will vogel” to
belong to William Vogel of New York and claimed to be “100% sure”

that the voice of the person taking the video and narrating was the voice
of Vogel.

“Tipster #2” saw videos from what Tipster #2 described as
Vogel’s personal Snapchat account posted to Vogel’s personal Facebook
account. Tipster #2, who has known Vogel socially for several years,
verified that both accounts belong to William Vogel of New York.

Tipster #3 saw a video from the Snapchat account “will vogel.”
Tipster #3 has known William Vogel socially for several years, and
verified that the account belongs to William Vogel of New York.

"VeI'y
vocal”

about
being at
Tipster #4, who has known Vogel socially

for several years, saw a video on Facebook and verified that the
Facebook account as well as the related Snapchat account belong to
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William Vogel of New York. Tipster #4 also stated that Vogel was “very
vocal” about being at the January 6, 2021 “Stop the Steal” rally in
Washington, D.C. Portions of the video described above appear to be in
the area of the National Mall with Vogel moving from Trump’s rally site
to the Capitol grounds.

Facebook
records
confirm ID
Vogel was identified as the account holder
of Facebook account “Will Vogel.” Facebook subscriber records confirm
that the account holder identifies himself with the name Will Vogel,
verified his phone number, gave his current residential city and state,
registered his email and Facebook confirmed the user’s mobile device
type as a Samsung SM-G955U1. Data searches through multiple services
identified one William Vogel, with a legal address in New York.

Google
confirms
email

Google documentation confirms that the
user of the same email address mentioned above is “Will Vogel.”

AT&T
confirms
phone
Additionally, data searches affirm that
Vogel is the user of the previously identified phone number, which was

serviced by AT&T/Cingular Wireless. Records from AT&T confirm that
phone number is used on a Samsung SM-G955U1 cellular phone.

Car
registration
The FBI was able to confirm that Vogel
had a mailing address in New York, and had an active registration of a
vehicle with New York plates.

The FBI investigator reviewing this case obtained license plate
reader database information from a number of states, which showed the
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car registered to Vogel:

License
plate
readers
track travel
a. leaving New York, driving

southbound on the Henry Hudson Bridge in New York at
approximately 6:06:08 a.m. on January 6, 2021;

b. driving southbound over the Delaware Memorial Bridge,
connecting New Jersey and Delaware, at approximately
7:54:31 am.;

c. driving southbound through Maryland at approximately
8:44:56 a.m. on the JFK Memorial Highway;

d. driving southbound through Baltimore on the Harbor
Tunnel Thruway at approximately 9:15:27 a.m.;

Extensive
tracking
there and
back again
€. later that afternoon driving

northbound in Anne Arundel, Maryland at
approximately 4:58:24 p.m.;

f. driving on the Harbor Tunnel Thruway in Baltimore at
approximately 8:12:29 p.m.;

g. driving northbound on the JFK Memorial Highway at
8:44:01 p.m.; and

h. returning to New York, driving on the George
Washington Bridge, at 23:59:22 p.m. on January 6,
2021.

The license plate reader evidence shows that Vogel left New
York in his car early on January 6, 2021, before the riots at the Capitol,
and then departed after the riots, driving through Maryland back to New
York that evening.
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Shared
videos via
Facebook

Records from Facebook show that Vogel
uses his Facebook account regularly to post and communicate with
others. On January 7, 2021, Vogel communicated via his Facebook
account with a Facebook friend (“User #1”) by sending User #1 a video
of the riots and occupation of the U.S. Capitol Building using
Facebook’s Messenger service. User #1 responded that they saw a
picture of William Vogel “in d¢” after which the two discussed the events
of January 6, 2021. User #1 then sent the below photo to Vogel. Vogel
can be seen carrying a large red hat and a jacket. The large red hat is
noted with an arrow.

I Hat in hand

—
BREAKING NEWS

ON THE PHONE: REP. ANDY KIM
(D) NEW JERSEY

Pictures reproduced in charging documents.

In the below photo from the license plate reader hit on the JFK
Memorial Highway in Cecil County, Maryland from 8:44 a.m. on
January 6, Vogel can be seen wearing what appears to be the same jacket
while driving his vehicle and with what appears to be the same large red
hat (noted with an arrow) sitting in the front passenger seat area.
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Hat in car |

Pictures reproduced in charging documents.
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| disavow Trump

William Vogel also previously
posted a photo of himself, shown below, on his Facebook account
wearing what appears to be the same large red hat (noted with an arrow).

Hat on
head

On January 7, 2021, Vogel sent another
Facebook friend (“User #2”) the video of his actions on January 6, 2021
via Facebook’s Messenger service. User #2 asked Vogel “did you take
that?” Vogel replied,” yes ma’am” and went on to state “So they have
these shadow twitter accounts and they're trying to report me to the
FBI/DOJ and put me away for 10 years for Domestic Terrorism, because
of my snapchat story, where I simply walked into the lobby of the
capital” and “And didn’t even film anything crime wise”.

Geolocatio

On January 6, 2021, William Vogel had
another conversation using Facebook’s messenger service with another
Facebook friend (“User #3”), during which Vogel sent a location
verifying that he was in Washington, D.C. Vogel sent User #3 the
aforementioned video. During the ensuing messages, the two continued
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to talk about Vogel’s involvement during the riots and their thoughts on
Vogel’s criminal culpability.

CHARGES FILED:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

2. Knowingly engaging in disorderly or disruptive conduct in any
restricted building or grounds; and

3. Violent entry and disorderly conduct on Capitol grounds.
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Riley June Williams
Speaker Nancy Pelosi Laptop Thief

Image reproduced in charging documents.

Former
boyfriend
called in
repeated
tips to FBI

~ In the days following the January 6, 2021,
events, a witness (“Witness #1°°) made several phone calls into the FBI’s
telephone tip line. The caller stated that he was the former romantic
partner of Riley June Williams, he saw Williams depicted in a YouTube
video taken on January 6, 2021 from inside the U.S. Capitol Building,
and provided the specific YouTube video link. Witness #1 stated that
Williams can be seen directing crowds inside the U.S. Capitol Building
up a staircase. Witness #1 also claimed to have spoken to friends of
Williams, who showed Witness #1 a video of Williams taking a laptop
computer or hard drive from Speaker Nancy Pelosi’s office.

Russian
governmen
t hopes
~ Witness #1 stated that Williams intended

to send the computer device to a friend in Russia, who then planned to
sell the device to SVR, Russia’s foreign intelligence service. According
to Witness #1, the transfer of the computer device to Russia fell through
for unknown reasons and Williams still has the computer device or
destroyed it.
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Broadcast
on British
TV

The video referred to is 32-minutes long,
with audio, and consists of a video report called “Storming the Capitol:
The Inside Story,” from ITV News, a British television network. At or
about 20 minutes and 40 seconds into the video, there appears at the
bottom of a staircase the subject, believed to be Williams, a Caucasian
female wearing a green t-shirt and brown trench coat and carrying a
black-and-white striped zebra-print bag over her shoulders. She has
brown shoulder length hair and wears eyeglasses. She is wearing a black
face mask below her chin, around her neck. She can be heard in the
video repeatedly yelling, “Upstairs, upstairs, upstairs,” and can be seen
physically directing other intruders to proceed up a staircase. The video
also shows a stream of rioters walking up a nearby staircase.

According to the federal affidavit, an FBI investigator confirmed
with U.S. Capitol Police that the staircase depicted in the video leads to
the office of Speaker of the U.S. House of Representatives, Nancy
Pelosi. The federal affidavit provided video screenshots as evidence.

431



Federal
affidavit
evidence
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Pictures reproduced in charging documents.
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Cross-
reference
locations

The FBI investigator reviewed maps of the
interior areas of the Capitol and confirmed the subject appears to have
been in an area near the Crypt, sometimes referred to as the “Small
House Rotunda.” In the audio of the ITV News video, the reporter states
that the recording took place near the U.S. Capitol Building area called
the Crypt.

...using
visual clues
and maps

In the background of the top screenshot
above, a bust of Winston Churchill is visible behind the subject, which is
also consistent with the location in the Small House Rotunda. The maps
confirm that there is a nearby staircase, which leads to the office of
Speaker Pelosi.

In other videos, Williams can be seen in one or more of these
videos entering the U.S. Capitol, wearing the same green t-shirt, brown
trench coat, and black-and-white shoulder bag. A screenshot of one of
the videos is below.
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Internet
videos

’ 9.2K views 0:56 / 2:20 (])) z,”

Pictures reproduced in charging documents.

The FBI presented the below photo that depicts Williams inside
the Capitol Building, pointing and directing intruders. She is wearing the
same green t-shirt and brown trench coat. The photo appears to have
been taken in Statuary Hall inside the U.S. Capitol Building.
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Movements
tracked

FBI investigators reviewed the below Pennsylvania driver’s
license photograph for Williams and compared it to the photographs and
videos and concluded it was the same person.
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...who

observed

suspect’s Mother
face live on called local
videocall police

Driver’s
license
photo

According to the
federal affidavit, FBI investigators spoke with local law enforcement
agents in Harrisburg, Pennsylvania about their recent interactions with
Williams’ parents. According to those officers, on January 11, 2021,
local law enforcement received a Suspicious Persons report filed by
Williams’ mother. Officers arrived at the address that Williams shared
with her mother and interviewed her mother. Williams was not present
but according to her mother, the suspicious person was assumed to be
Witness #1. While the officers were present, Williams’ mother used her
cell phone to place a video-enabled phone call to Williams. Officers
observed Williams on her mother’s cell phone screen and noted that
Williams was wearing a brown-colored jacket, consistent with the
screenshots above.

Mother
ID’d
daughter in

According to the Harrisburg officers, on
January 16, 2021, they again spoke with Williams’ mother who told
them that a British media crew had come to her home the night before,
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asking to speak with Williams, who was not present. The news crew
presented Williams’ mother with one or more images taken at the U.S.
Capitol on January 6, 2021. Her mother acknowledged that it was
Williams in the image.

Father

went to DC

protests

with

suspect

According to the Harrisburg officers, on or

about January 16, 2021, officers called Williams’ father who resides
elsewhere in Pennsylvania. He stated that he drove to Washington, D.C.
with Williams for the protests on January 6, 2021. He stated that his
daughter and he did not stay together throughout the day and that
Williams was meeting up with other individuals she knew at the protests.
Williams later met up with her father outside of the U.S. Capitol
Building, and they returned home to Harrisburg together.

On or about January 16, 2021, ITV posted a second related video
to YouTube, titled “Revealed: ITV News identifies protester who
stormed the Capitol.” In this video, the reporter identifies “Riley
Williams™ as the person depicted in portions of the prior ITV video
described above. The reporter then interviewed a woman who identified
herself as Williams’ mother and showed Williams’ mother video footage.

Interest in
“far-right
message
boards”
Williams’ mother stated that she recognized her
daughter inside the U.S. Capitol Building and that her daughter had
taken a sudden interest in Trump’s politics and “far right message
boards.” She claimed that Williams “took off,” “is gone,” and is waiting
for law enforcement to come to Williams and ask her about her activities
in the Capitol.

According to local law enforcement officers in Harrisburg,
Williams’ mother stated that Williams packed a bag and left her home
and told her mother she would be gone for a couple of weeks. Williams
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did not provide her mother any information about her intended
destination.

Deleted
Facebook,
Instagram,
Twitter,
Reddit,
Telegram,
and Parler
accounts

Sometime after January 6, 2021, Williams
changed her telephone number and deleted her social media accounts on
Facebook, Instagram, Twitter, Reddit, Telegram, and Parler.

A complaint and arrest warrant were issued in the U.S. District
Court for the District of Columbia on January 17, 2021. Williams, who
was aware of the warrant and charges, surrendered to authorities and was
arrested in Harrisburg, Pennsylvania, on January 18, 2021.

INVESTIGADOR_Z



b,

l K

they got the laptop

00:04 SRSENNEINE.  — 5 On January 18, 2021, FBI
agents obtained from Witness #1 copies of several video clips that
Witness #1 stated had been recorded and livestreamed by Williams and
subsequently copied or screen captured by a friend of Williams, which
depict events inside and outside the U.S. Capitol Building on January 6,
2021.

In one four-second video (“Williams Video #17°), the person
holding the cell phone camera is standing, angling the camera down
toward a wooden desk with an “HP” laptop. A female voice that
investigators believe to be Williams’ voice based on review of the ITV
YouTube video noted above can be heard saying, “Dude, put on gloves.”
Next, what appears to be a man’s arm then reaches toward the

Voice
match

laptop, with a black glove covering his hand, and
begins to lift the laptop off the table. There is text across the video clip
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that reads: “they got the laptop.” Given how loud Williams’ voice is, it
seems likely that she was the one holding the cell phone camera.

Police
confirm HP
laptop was
stolen

Investigators confirmed with U.S. Capitol
Police representatives that an “HP” brand laptop was stolen from
Speaker Pelosi’s office on January 6, 2021. Upon review of the footage,
Capital Police confirmed that Williams Video #1 was recorded from
Pelosi’s office.

Surveillance video taken outside of Pelosi’s office confirmed
that Williams can be seen entering and exiting Pelosi’s office.

Investigators also observed an individual re-posting on Twitter
the same videos provided by Witness #1 along with posts from a user
named “riley” on the social media platform Discord, which Witness #1
has stated Williams frequently uses. In these posts, “riley” states, among
other things, “I stole shit from Nancy Polesi [sic],” and “I took Polesis
[sic] hard drives.” Examples are posted below:

Discord
postings by
username
“riley”

Images reproduced in charging documents.
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CHARGES FILED:

1. Knowingly entering or remaining in any restricted building or
grounds without lawful authority;

2. Violent entry and disorderly conduct on Capitol grounds;
3. Aiding and abetting others to embezzle, steal, purloin; and

4. Obstruct, influence, or impede any official proceeding.
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Section III — Tactics, Techniques and
Procedures
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Chapter 12 — Best practices for OSINT
Investigators

In a January 15, 2021 article in the MIT Technology Review
titled, “A guide to being an ethical online investigator,” journalist Tanya
Basu provided several important points for both experienced and new
OSINT investigators to remember in the course of their work, including:

Your role is not to be a hacker. There’s a big difference
between accessing publicly available information, like a photo from a
Facebook profile page that documents illegal activity, and hacking into a
person’s otherwise private account to find that photo. That’s crossing the
line and is likely illegal.

There are many ethical issues to consider. Much of the online
activity carried out in the wake of the Capitol riots raises ethical
questions, too. Should a person who didn’t storm the Capitol but
attended the rallies leading up to the riots be identified and risk
punishment at work? Do those who were in and around the Capitol on
January 6 automatically lose the right to privacy even if they weren’t
involved in riots? Carefully consider what the boundaries of your
investigation should be and why.

Misidentification is a real danger. Crowdsourced efforts can be
problematic, because people may zero in on the wrong individual.
Mistakes can be devastating for the person misidentified.
Misidentification carries potential legal risks, too.

Consider joining an established effort rather than going solo.
Organizations such as Bellingcat have ethical standards put in place to
guide new sleuths.

Don’t doxx. Doxxing - or digging up personal information and
sharing it publicly - is illegal. If you come across passwords, addresses,
phone numbers, or any other similar identifier, do not share it. It is a
crime to do so. If you find something online that could be incriminating,
ask yourself, “Am I putting this person in danger?”

Show your methodology. Data researchers who do this work
are diligent and exhaustive in how they record their work and triple-
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check their information. Documenting your process is important to
ensure that people are properly identified and that others can learn from
and retrace your steps for subsequent prosecution.

Do not share names publicly online. Even if there’s no doubt
that you have figured out who a person is, hold back and, at the most,
submit your information to an organization like Bellingcat or the FBI to
check your work and make sure it is correct.

Your safety may be at risk. Many digital activists have burner
phones and backup computers, and work away from their families to
protect them.

Take care of your mental health. This work can involve
viewing violent images or an overabundance of media that starts to erode
your internal protections. Take time to process and protect your personal
well-being.

Share your information with law enforcement if appropriate.
According to the article, many activists have a strong distrust of US law
enforcement, pointing to the difference between how the Capitol rioters
and Black Lives Matter protesters were treated. But in the case of the
insurrection, which carries federal charges, experts and activists agree
that the right thing to do is to take information to the authorities.%®!

According to a January 15, 2021, article by the Global
Investigative Journalism Network titled, “How Open Source Experts
Identified the US Capitol Rioters,” journalist Rowan Philp interviewed
Giancarlo Fiorella, a senior investigator with Bellingcat, and Bertram
Hill, an open source investigator with BBC Africa Eye, on their practices
during an investigation and compiled the following list of ten tips and
techniques they used to document violent public events like the Capitol
insurrection. The specific platforms they mention are discussed later in
this Section.

1. Triage your downloads. Since people involved with riots are
likely to be the first to delete their own social media posts, be
sure to grab and archive videos and images as soon as possible.
Of these, posts by those who appear directly responsible for
criminal activity should be the first to be preserved, followed
by material from innocent bystanders, and then videos posted
on major platforms which could remove clips for violating hate
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and violence policies. Posts from journalists can potentially be
downloaded later.

. Divide platform responsibilities as major events break.
Divide the tasks of monitoring Twitter, Facebook, Telegram,
WhatsApp, and other platforms between each member.

. Consider free third-party sites to archive video — but code
if you can. Consider platform-specific download sites - like
twittervideodownloader.com for Twitter, FBdown.net for
Facebook video, and y2mate.com for YouTube - and save the
archived clips to your drive. Hill warns that downloads to
third-party sites can potentially fall foul of platform rights
policies, and that using basic coding skills for “command-line’
software (where you type commands for text prompts) is a
safer option.

bl

. Look for original evidence from retweet reactions. ‘“People
just talking about a clip can lead you to evidence,” Fiorella
explains. “Maybe the person who uploaded the video doesn’t
say anything, but maybe someone watching the clip will say
‘Oh my God, I think in this video you can see the shooting!’”
Typed curse words are often associated with violent moments,
so curses themselves can also be searched.

. Find a strategy for archiving livestreams. Fiorella said
archiving livestreams proved more complicated than other
media during the Capitol siege. Hill said standard screen-record
functions “are notoriously tricky” but can sometimes suffice in
capturing live video; more efficient, paid-for services can be
purchased online.

. Use Hunch.ly to archive your own search. Since some of the
dozens of pages you visit during a rapid scrape effort could be
deleted later — or become important later — use the Hunch.ly
plugin to automatically record your digital steps.

. Secure text-based social media posts on reliable apps.
Fiorella archived text posts from the Capitol on the Wayback
Machine and Archive.today.

. Search reliable databases for identifying symbols. Fiorella
says reliable symbol resources — such as the Anti-Defamation
League’s Hate Symbols Database — can be useful in
identifying far-right groups. Even the typeface of slogans on
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10.

flags and shirts can be checked on the WhatTheFont tool. For
instance, recent research indicates that the “Cloister Black
Light” font is most closely associated with militia groups.

Try a strong facial recognition app if all else fails. In
addition to traditional reverse image tools like Yandex and the
Google Images search, Fiorella says open source face
recognition app PimEyes has proven useful for investigators in
identifying individual rioters.

Monitor parallel news and open source research in real-
time. Building on what the news media and other researchers
find is key, says Fiorella.[®!
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Chapter 13 — Deepfakes and Cheapfakes

Manipulated videos, audio and images have been around for
years, but the rise of artificial intelligence and advanced editing software
have made them much, much harder to spot. As an October 19, 2020,
CNN article pointed out, “Manipulated video is everywhere. After all,
our favorite movies and TV shows use editing and computer-generated
imagery to create fantastical scenes all the time. Where things get hairy
is when doctored videos are presented as accurate depictions of real
events.” There are two general kinds of deception:

Deepfakes: These are videos that are altered or generated using
artificial intelligence, neural networks and machine learning.

Cheapfakes: These are videos that are altered using traditional
video editing tools like editing dubbing, speeding up or slowing down, or
splicing together different scenes to change context.

Edward J. Delp, a professor at the School of Electrical and
Computer Engineering at Purdue University, has been studying media
forensics for 25 years. In his interview with CNN, he said wider access
to Al software and advanced editing tools means almost anyone can
create fake content. And it doesn’t need to be sophisticated to be
effective. “People will buy into things that reinforce their current
beliefs,” he said. “So they’ll believe even a poorly manipulated video if
it’s about someone they don’t like or think of in a certain way.”

According to CNN, media literacy educator and expert Theresa
Giarrusso described five different types of misinformation:

1. Manipulated media: Photoshops, edited “cheapfakes™ and
some deepfakes.

2. Fabricated media: Generated media, like fake faces, and
some deepfakes.

3. False context: When a photo, piece of video or even entire
event is taken out of content and attached to a different
narrative.

4. Imposter media: When someone pretends to be a reputable
news source, or impersonates a news source.
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5. Satire: Misinformation knowingly created for the purpose
of entertainment or commentary.12]
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ThisPersonDoesNotExist.com
https://thispersondoesnotexist.com/

As an example of the power of artificial intelligence in spreading
misinformation, ThisPersonDoesNotExist.com is one of several websites
that uses Al to generate fake portraits. Hitting refresh on the site presents
a new face, each one created from scratch, drawing from a huge dataset
of faces.

None of these faces are of a real human being, each was
generated using Al.
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Adobe Photoshop Liquify Filter
https://www.adobe.com/creativecloud.html

Adobe Photoshop, available through the Adobe Creative Cloud
suite of powerful programs, has easy-to-use facial manipulation tools
that anyone, even non-technical people, can use to alter a person’s look.
Photoshop’s Liquify filter uses a simple slider control menu to let users
alter several facial features, including:

e Eyes — change eye size, height, width, eye tilt, and eye
distance;

e Nose — change height and width;

e  Mouth — change smile, mouth height, width, and upper and
lower lip thicknesses; and

e Shape — change forehead height, chin height, jawline width,
and face width

Below are two faces (from ThisPersonDoesNotExist.com) that I
manipulated using Photoshop’s Liquify filter (2021 version of
Photoshop) to illustrate Photoshop’s capabilities.
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Original, unaltered image

Eye size: decreased
Eye height: decreased
Eye width: increased
Eye tilt: drooping

Eye distance: decreased
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Nose height: lengthened
Nose width: widened
Smile: decreased
Lower lip: increased
Mouth width: increased
Forehead: lowered
Chin height: lowered
Face width: widened

Eye side: increased
Nose height: shortened
Nose width: narrowed
Smile: increased

Mouth width: widened
Mouth height: increased
Chin height: lengthened
Jawline: narrowed

Face width: narrowed
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Original, unaltered image

<

Eye height: decreased
Eye tilt: drooping
Nose height: lengthened
Nose width: widened
Smile: decreased
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Mouth width: increased
Mouth height: increased
Forehead: lowered
Chin height: lowered
Jawline: widened

Face width: narrowed

Eye side: increased

Eye height: increased
Eye distance: increased
Nose height: lengthened
Nose width: narrowed
Smile: increased

Mouth width: increased
Mouth height: increased
Forehead: heightened
Chin height: lowered
Jawline: narrowed

Face width: narrowed
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FacePlusPlus.com

https://www.faceplusplus.com/face-merging/

FacePlusPlus is one of many face merging sites out there, which
takes two facial images and morphs them into a new person.
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Sensity.ai
https://sensity.ai/

Sensity is a premium service that claims to be the world’s first
detection platform for deepfakes. Sensity.ai seeks to analyze suspicious
files and URLs to detect types of Al-generated visual threats. Users can
upload images or submit a website link for inspection, and Sensity’s
analysis looks for signs of manipulation and synthesis on the face area.

[ p——

[ |4

Sensity.ai can also analyze and rate a public figure’s deepfake
risk, and part of their paid service is personal branding protection. For
public figures, it calculates a risk score by searching for the following:

e Deepfakes — visual media manipulated or synthesized with
artificial intelligence;

e Cheapfakes — visual content edited with lower-end
software;

e Stolen media — proprietary visual content stolen and/or
repurposed;

¢ Lookalikes — visual content deceptively representing the
person by somebody looking similar;

e Creation requests — intercepted requests for creation of one
of the above; and

e Face sets — archives containing (thousands of) photos of the
person above used to create deepfakes.

From my experience, their photo analysis ratings were not very
accurate, but I assume that will improve over time so it will remain on
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my list of tools.
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Their public figure search function is illustrative of how
commonplace deepfakes have become in our world. As an example,
below is Sensity.ai’s assessment of President Joe Biden, who has a 100%
risk rating that his image 1s being copied in deepfakes.

@ Joe Biden Profile

i ' 74

100/100

4400 president of the United States

Cowntry

United States of America

The premium versions will allow you to click the links to the
identified deepfakes, cheapfakes, and other categories. Sensity.ai also has
a feature to help request removal of the manipulated images.

Visual threats detected

00000000
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Fake Name Generator

https://www.fakenamegenerator.com

Fake Name Generator creates a lengthy list of personal details for
a fictional person including place of employment, favorite color, and type
of vehicle owned. Below are examples for both a male and female
identity. This and similar services can be used for creating fake bot
profiles to appear more like a real human being.

FAKE NAME GENERATOR™

Name Generator Free Tools Order in Bulk Smiley Generator FAQ

Your Randomly Generated Identity

Gender Female These name sets apply to this country:

American, Hispanic
Name set American

Country United States

Advanced Options

FAKE NAME GENERATOR™

Name Generator Free Tools Order in Bulk Smiley Generator

Your Randomly Generated Identity
Name set Country Switch to Region
American Sweden
Arabic Switzerland
Australian Tunisia
Braazil United Kingdom
Chechen (Latin) United States
Gender Age
Male: 509% Female: 50% 19 - 85 years old
m Basic Options

465


https://www.fakenamegenerator.com/

INVESTIGADOR_Z



view full social

3‘ Sign in

Logoed in users can

security numbers and
can save their fake
names to use later,

Waiter M. Cress
299 Fort Street
Buxton, NC 27959

Curious what Walter means? Click here to find out!

Mother's maiden name

Geo coordinates

Country code
BIRTHDAY
Birthday
Tropical zodiac

ONLINE
Email Address

Password

Browser user agent

FINANCE
Visa
Expires
cvv2

EMPLOYMENT
Company
Ocoupation

Johnson

244422000
Yo d click here to fing

35.218053, -75.478556

252-986-5650

August 7, 1974
46 years old

WalterMCress@rhyta.com

s (s a real emal address. Cick here to activate it!
Magand
PooBquaeY

ononpup.com

Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.103 Safarl/537.36

4929 1085 0991 6417
2/2023
909

Herman's World of Sporting Goods
Sound engineering technician

PHYSICAL CHARACTERISTICS

Height
Weight
Blood type

TRACKING NUMBERS

UPS tracking number
Western Union MTCN
MoneyGram MTCN

OTHER
Favorite color
Vehicle

GUID

QR Code

5' 9" (176 centimeters)
237.4 pounds (107.9 kilograms)
A+

1Z 302 545 B0 4411 240 3
2851369331
46557333

Red

2003 BMW 545
c0447317-885F-42de-Beb4-3327f7eS04f
Click to view the QR code for this identity
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Lisa D. Jenkin
1144 Edwards Street
Greerwille, NC 27834

Curious what Lisa means? Oick here to find owt!

Mother's maiden name  Fulton

SSN 683-05-X000C

Logged in users can s should click here

view full social .

rity ¢ and Geo coordinates 35.765909, -77.17648
can save ther fake
names to use later, PHONE
q = = Phone 252-643-1215
" Sagn
Country code 1
BIRTHDAY
Birthday November 19, 1956
Age 64 years old
Tropical zodiac Scorpio
ONLINE
Email Address LisaDJenkin@armyspy .com
h 2 rea! emnay address. Cck here to activate it!

Usermname Postartaing
Password geeGheeCh4ei
Website estateflash.com
Browser user agent Mozilla/S.0 (Windows NT 6.1; Wing4; x64)

AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.103 Safan/537.36

FINANCE

MasterCard 5396 6015 1583 8932

Expires 7/2026

cvc2 604

EMPLOYMENT

Company Fellowship Investments
Occupation Corporate office services manager
PHYSICAL CHARACTERISTICS

Height 5'4" (163 centimeters)
Weight 203.3 pounds (92.4 kilograms)
Blood type B+

TRACKING NUMBERS

UPS tracking number 1Z 035 981 30 2240 879 1
Western Union MTCN 6488707259

MoneyGram MTCN 99268655

OTHER

Favorite color Purple

Vehicle 2005 Saab 9-7X

GUID 525b4a9¢-b337-443¢-8093-6dbded] 1 cdbS
QR Code Click 1o view the QR code for this identity
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Generate Person

https://cdn.rawgit.com/Marak/faker.js/master/examples/browser/
index.html#

Another fake identity generator, Generate Person creates random
contact information. The city, state, and zip codes generated may not
exist in the real world.

Generate Person Example

tng
CANTAATE oW

»»»»»»»»
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Chapter 14 — Facial recognition

I’ve seen many OSINT discussions about photo analysis begin
with an overview of reverse image searching using various search
engines and resources, a topic that is essential for many investigations.
Because the Capitol riots were so focused on identifying individual
suspects, however, I am going to jump ahead and focus first on facial
recognition resources in this chapter, and then discuss broader reverse
image searching tactics in the next chapter.

Betaface

https://www.betaface.com

E Home ! jucts

Betaface is a face recognition software vendor.

Betaface can search an image to detect multiple faces and isolate
each face by cropping out extraneous background areas. The program
then detects as many as 101 facial points on each face and measures or
characterizes facial features. Betaface analyzes each face and estimates
an extensive list of characteristics including gender, age, smile, ethnicity
detection, glasses, skin color, facial hair, hair color type, and hairstyle
detection. It even decides if a person is considered attractive or not.
Advanced features include search, identification, verification, faces
similarity, and face matching.

You can upload images and retrieve image metadata, create face
recognition databases and namespaces, search persons in your
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namespaces, and verify identity. Betaface is free for non-commercial or
low traffic commercial applications. Paid options are also available.

Betaface seeks to detect and classify:
e gender, age, ethnicity, emotion (smile/neutral);
e cyeglasses, mustache and beard;
e face and facial features description (shape, relative size and
location);
e eyes, hair, skin, clothes and background colors;
e facial hair amount; and
e approximate hairstyle (length, thickness, form).

While Betaface’s measurements, like any other facial
recognition program, will have a margin of error, its ability to batch
analyze faces can still be a useful tool in creating datasets of a group that
can be searched by a wide range of quantitative or descriptive
measurements, for example, collating all suspects who wear eyeglasses
or are bald.
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After running some images through Betaface’s online demo the
results were impressive, particularly for a free resource. Here is one
example using a lower-resolution screengrab of a police officer’s body-
worn camera footage of Capitol rioters:

Pictures reproduced in charging documents.

Betaface was able to recognize four faces. Clicking on a face
will display Betaface’s estimated measurements.

FACE/DETECT RESULT

(Please cick each of he person's face 10 get more Informason

5 t a rd ' v e »
[ — m m

Status: ok Faces: 4 Tags: adult coment: no (1%) Proosssing: 1/ 1
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Below are three test samples. On the left is the original. On the
right are facial points detected using the Betaface analysis.
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R : . » 3 a -'i F
Pictures reproduced in charging documents.
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Betaface provided 73 different measurements, grades, or Yes/No
assessments on each face, including their level of confidence on any
estimate, expressed as a percentage. For example, for facial feature #1,
whether a face has a 5 o’clock or not, Betaface reports a 43 percent
confidence level that Face #1 does not have a 5 o’clock shadow
(although he does appear to have one), certainty that Face #2 does not
have one, and an 86 percent certainty that Face #3 does not. Feature #2,
the face’s age, appears to be significantly off for Faces #1 and #2, but
may be closer in accuracy for Face #3.

H Feature Face #1 Face #2 Face #3
1. | So’clock o 0
shadow no (43%) no no (86%)
2. age 19 (60%) 17 (60%) 19 (60%)
3. arched no no (76%) no
eyebrows
4. | attractive no no (40%) no (97%)
> bagzyuelslder no (1%) no (55%) no (39%)
6. bald no (4%) no (43%) no (60%)
7. bangs no (79%) no (60%) no (14%)
8. beard no (23%) no no (96%)
0. big lips no (86%) no (35%) no (54%)
10.| big nose no (12%) yes (40%) yes (5%)
11. | black hair no (55%) yes (60%) no (64%)
12. | blond hair no (74%) no (96%) no (83%)
13. blurry yes (41%) no (32%) yes (38%)
14. | brown hair | no (59%) no (71%) no (21%)
15. bushy o R o
eyebrows no (63%) no (34%) no (87%)
16. chubby yes (28%) yes (34%) yes (5%)
17. | double chin | yes (1%) yes (19%) no (26%)
18. | expression neutral smile (53%) neutral
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(52%) (53%)
19. gender male (81%) | female (7%) | male (49%)
20. glasses no yes yes
21. goatee no (53%) no no
22.| gray hair no (5%) no (37%) no (20%)
23. heavy o o
makeup no (91%) no (60%) no
24, high o o o
cheekbones | © (43%) yes (22%) no (68%)
25. | mouth open yes no (68%) no (47%)
26. | mustache no (27%) no (95%) no (87%)
27. | narrow eyes | yes (47%) no (80%) yes (18%)
28.| oval face yes (9%) yes (28%) no (48%)
29.| pale skin no (80%) yes (27%) yes (10%)
30. pitch -8.75 -9.36 -7.57
31. | pointy nose no no (99%) no
32. race white white white (93%)
33.| receding o o o
hairline no (36%) no (20%) no (77%)
34. | rosy cheeks no no no
35.| sideburns no (59%) no no
36.| straight 189 40 249
hair no (18%) yes (4%) no (24%)
37.| wavy hair no (99%) no (17%) no (57%)
38.| wearing | g0y | no(42%) | no (49%)
earrings
39. | wearing hat | yes (33%) no (41%) yes (63%)
40.| wearing o
lipstick no no (33%) no
41.| wearing o o o
necklace no (95%) no (44%) no (50%)
42.| wearing o o o
necktio no (10%) no (21%) no (43%)
43. yaw -8.14 -3.81 4.98
44, young no (26%) no (11%) no (21%)
45.| chin size extra large extra small | extra small
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46. color 848199 (1%) | 1e4ad4 (0%) | 8667a5 (1%)
background
47. color
clothes ‘tﬁ%"’ fdefed (27%) 0
middle
48. color eyes 643c37 6(252(32)31 5(3;%/3;
49. color hair 5e73a6 151bld 4d433e
(37%) (90%) (67%)
50.| color skin 936560 c79398 e495b8
51.| eyebrows \
COrners extra low average average
32. eyeb.rf)ws average extra low extra low
position
>3. eyel?rows extra thin extra thin extra thin
size
>4 cyes extra low low low
corners
> yes close extra far average
distance
36. cyes low extra low extra low
position
57.| eyes shape average average thin
58. | glasses rim no no no
59.| hair beard none none none
60. | hair color | not natural brown light
type light (37%) | C1ack (90%) (67%)g
61. hair o o yes
forehead
62. | hair length none very short none
63. hair
mustache none none none
64. | hair sides very thin thin very thin
65.| hair top average short average
66. | head shape heart rect extra rect
67. | head width | extra narrow wide extra wide
68. mouth extraraised | extraraised | extra raised
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corners

69. Il:le(;lgl;ll: extra thick average extra thin

70. m?uth extra small average small
width

71.| nose shape | extra straight | extra straight | extra straight

72.| nose width | extra narrow | extra wide extra wide

73. | teeth visible no no no
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Automated Image and Analytics

Artificial Intelligence applications in military, government,
corporate and even personal applications are vast and continue to
advance rapidly. The below example is intended to provide a glimpse
into Al’s applications far beyond facial recognition.

As just one illustration of Al’s use in a situation in which
identifying and categorizing different measurable elements may be
important, the below is a screenshot from a commercial product
demonstration by TheHive.ai, a firm that helps commercial customers
use Al to automate business processes that rely on interpreting video,
image, text, or audio. One of their many solutions is helping identify
labels and logos visible at live events or on videos. In this demo image
from a soccer game, their Al can identify and categorize brand names,
words, and images such as brand logos. Objects are marked in orange
boxes, with the description, such as “jersey,” while words and logos are
marked in green boxes with the actual identifier, such as “Qatar
Airways” branding or “Nike” logos.[12!]

In a situation such as the Capitol riots, it is reasonable to assume
similar Al can be applied to identify symbols and designations of
militias, protest signs and flags, and numerous other measurable
elements such as “gas mask” or “helmet” to gather information on
rioters.
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PimEyes.com

https://pimeyes.com/en

Face Search Engine
Reverse Image Search

FACIAL RECOCNITION SEARCH TOOL UMOAD YOUR PHOTO AND FIND WHERE
IMAGES WITH YOUR FACE APPEAR ONLINE

| @& Upload a phote ‘“x‘)

PimEyes is an online face search engine that goes through the
internet to find pictures containing given faces. PimEyes uses face
recognition search technologies to perform a reverse image search of a
face to try and find other images containing that same face. PimEyes
uses a reverse image search algorithm and enhances it by face
recognition technology to find a face on the Internet.

In the results, PimEyes displays not only similar photos to the
one uploaded to the search bar but also pictures in which the subject may
appear on a different background, with other people, or possibly even
with a different haircut. PimEye allows for a demo but to be useful for
extensive OSINT work the service has to be purchased.

HOW IT WORKS

& S A [

UPLOAD A PHOTO GET RESULTS SET AN ALERT ERASE YOUR PHOTOD

Updood poer photo ond shart Lewdh ow deveored wiben o fecernw on ervey scbfarue Fermarerthy srome ary

weorthng for mogen bew ieconds. Get Prarwar wvery vrw Prefye coven urworred photos bom
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FindClone.ru
https://findclone.ru/

FindClone is a Russian search took that draws heavily upon the
Russian online social media and social networking service Vkontakte
(“VK”). VK is available in multiple languages but it is predominantly
used by Russian-speakers. FindClone searches public photos as well as
photos marked on VK as private or deleted. When searching for a target
face in other images, FindClone is powerful (that is, intrusive) when
searching new photos for the target face, FindClone inspects the new
photos’ main subjects as well as faces in the backgrounds, if any.
Because it draws upon Russian social media, this is strongest for
investigations in that part of the world.

To create a FindClone.ru account, you need to provide a phone
number — a real one, not a digital burner number. To verify your number,
FindClone will call the phone number and provide a 5-digit confirmation
code.

FindClone allows for 30 free searches every 30 days.

Findclone

We will help you find your double.

[ =3 +]

Forgot your password? checkin

INVESTIGADOR_Z


https://findclone.ru/

Let’s Enhance
https://letsenhance.io/

Let’s Enhance uses Al to increase resolution without quality
loss, up to 16 times magnification according to the company’s website.
Let’s Enhance’s Al automatically recognizes small faces and seeks to
provide better and more accurate face reconstruction.

Let’s Enhance uses imaging technology based on Deep
Convolutional Neural Networks. Before the appearance of this
technology, it was difficult to increase image size dramatically without
losing quality. The best previous option was using Photoshop’s Bicubic
Interpolation, which could increase image resolution but did not add any
new information about the image to improve the quality or prevent an
enlarged image from being unsharp or blurry. Let’s Enhance’s Neural
Network and Al are trained on a huge dataset of images, so it learns
typical features of physical objects — bricks of walls, hair and skin. After
the network recognizes those features on an uploaded image, the
program is able to add extra details, based on its general knowledge of
the world.

Below are images released by the FBI that I ran through Let’s
Enhance. The close up images show noticeable clarity, however, on
wide-angle images of crowds possible improvements and clarity were
less noticeable.
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Original image Enhanced image

|~ S

Original image reproduced in éharging documents.

The above enhanced image of the man is difficult to notice a
significant improvement, however, zooming in on the above faces,
shown below, does provide noticeabe improvement in detail of facial
features.
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Original image Enhanced image

Original image reproduced in charging documents.
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Original image Enhanced image

Photograph #62-AFO

Photograph #62-AFO

Original image reproduced in charging documents.
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Original blurry video screenshot Enhanced image is
incrementally improved
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Original imge reproded in cheirging documents.
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Chapter 15 — Image Research

Reverse Image Searching

Reverse image lookups can show where else an image may exist
online, which can provide investigators with new leads to pursue to
develop a more comprehensive profile of an individual or event.

Google Image Search

Right Click on Chrome for Reverse Image Search

Using a Google Chrome browser, you can right click on an
image and Google’s Search Google for Image pops up as an option.
Reverse image searching will display other images that appear like the
one you’re searching for. Google’s feature is helpful and quick, but
doesn’t always deliver solid results. It’s a good start, however.

Google Search Engine
https://www.google.com/imghp?hl=EN

Clicking the camera icon gives options to enter a URL or upload
an image to search.

Google
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Googl

Images

Search by image x
Search Google with an image instead of %t Try drappng an image here

Paste image URL 1) Upload an image
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https://www.google.com/advanced_image_search

Google also has Advanced Image Search where you can search
by keywords and phrases, and narrow search results by image size,
aspect ratio, colors, image type, region, site or domain, file type, and
usage rights.

Google

Advanced Image Search
Find images with + do this In the search bos
o these words m o Fo vmpartart worsh

Nis exat word o phiase

arry of Base vordy e (4 betrrer M1 B

nane of these words

Then namow your results

by

mage sz 2oy wae

aspact raho arvy vt ane

cobars in rrage ® any color fut cobar Siwck & white rarapasert this coler [l red wuge pe—

Wype of mage vy ype

region 2y egar o Pad Supes SVt B § PRIV I

sie o Coman

SafeSanch how cupbed renats *  Tel SaleSeasch whather to Ster sy
L1 vy forvast . Fad ruget o Te farul oo prwie
umage righis P " Fand wages yee 2 See % une poaeet
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Microsoft Bing

Bing has an image icon in its search bar where you select an
image or URL to search.

=
o

IMAGES DE \ /e T grrr—
Try Visual Search

Yandex
https://yandex.com/

The Russian site Yandex provides a more robust image search
tool, with strong capabilities to recognize faces, landscapes, and objects.
It draws heavily on user-generated content and social networks to find
similar photos taken from different angles. It’s strongest for European or
Eastern European content. North America and other continents are not as
richly populated in their searches but still a good resource to use in your
research.

=

Yandex

A >

Images Video

Mail

9 ¢ &

Maps AppMetrica Translate

Browser

Search
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TinEye
https://tineye.com/

TinEye looks for exact matches of images, including those that
have been cropped, resized, or edited. It does not typically find similar,
varied images.

Technology Products Log in

Reverse Image Search

Find where images appear online. How to use TinEye,

KN ")

q Add TinEye to Chrome
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RevEye

RevEye is a Chrome extension that allows you to right click on
an image and it will perform a batch reverse image search using Google,
Bing, Yandex, and TinEye. The results are returned in four separate tabs
in your browser, adding more automation and speed to your image

research.

& chrome web store

Home > Extensions > RevEye Reverse Image Search

® RevEye Reverse Image Search
Offered by: www.squobble.com

*RRNN 128 | SearchTools | 2 40.000+ users

Overview Privacy practices

Open image in new tab
Save mage 5.
Coy 1mage
Copy image address
< =] Search Gosgle for mage

Reverse image wearch

Ingpect

00000

Reviews

Support

Al earch engines
Google seanch

Sing image match

Yandex search
Tinfiye search
Badusearcn

Ralated
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Live Streaming Cameras

Depending on the circumstances of your investigation, on
occasion it may be helpful to obtain live footage of a particular area or
region. Depending on your investigation, even if a camera may not be in
the immediate area of interest, cameras that are closest in proximity,
even if miles away, may provide helpful insight, such as weather
conditions or other pieces of data. Two sites with live streaming cameras
that you should be aware of are EarthCam and Insecam.

EarthCam

https://www.earthcam.com/

EarthCam provides live video from cameras around the world.

= & EarthCam

Spregv

If a remote investigator were researching the Capitol riots, they could try
using EarthCam to see if nearby cameras were available as a resource.
The below screenshot shows which cameras are in the Washington, D.C.
area showing available cameras.

= {_ EarthCam R - e e

0 Sl

Migps Pravs Masnagoon OC Purcs Can

307 wen Swarn Sagra Pwiel L wecta

.‘a‘!

«ch washington, de |

.

A
) w
Canlam CartCam

The Mabed MassRut C Freraut e Haghts WTTG O Cam
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Because it is a major landmark, EarthCam does provide a live
view of the Capitol Building. This screenshot of the Capitol is taken on
March 23, 2021.

CEarthcam CaritoL CAM

+* Hall of Fame % EarthCam Network Media Usage

{ EarthCam

EarthCam allows users to digitally zoom in on camera views,
which can be a useful feature depending on the circumstances. Below the
Capitol dome is shown at maximum magnification.

CEarthcam . CAPITOL CAM .

+ Hall of Fame & EarthCam Network Media Usage
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Insecam
http://insecam.org/

Insecam is another live camera site that can provide different
perspectives of an area or region.

Insecam - Live cameras directory

You can add your camara 10 the directory by folowing nax t wil ba avalabie only afar admiritralors

The cameras for Washington, D.C. tended to be closer to
ground-level but will vary on location of interest. Other locations will
have different angles and perspectives.

IP cameras: District Of Columbia
000000060

Metadata Explained

Metadata means “data about data,” and provides background
details about an electronic file, including photos and videos. Photo
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metadata is information attached to an image file that may include the
location where the photo was taken, date, time, and other information
such as the names of people, companies, or products in the image. Also,
captions, keywords, and headlines may be added to provide more detail
on what the image shows. Photo metadata is also known as
Exchangeable Image File Format (or EXIF) data.

Smartphones and digital cameras can automatically record
location and date information.

Many of the analysis tools discussed below draw upon a file’s
metadata to attempt to determine the origins of a file.

Facebook, Instagram, Twitter scrub metadata

When people upload photos to Facebook, Instagram, or Twitter,
the metadata is automatically removed before publishing, which may
make investigations more challenging. Do be aware, however that the
human factor can provide much more information than metadata may
otherwise have provided. For example, friends tagging a subject in their
photos, checking in to the location where the photo was taken, and
commenting on the activity can be revealing. What’s more, reverse
image searching may reveal similar photos taken in a location of interest,
which may provide additional information.

Analysis Tools
InVID-WeVerity Toolkit

InVID WeVerify is an organized suite of verification tools (also
recommended by Amnesty International, which calls it a “Swiss Army
knife” of digital verification!!2!), Available as a Chrome or Firefox
extension, this plugin has been designed as a verification tool to help
journalists, fact-checkers and human rights defenders save time and be
more efficient in their fact-checking and debunking tasks on social
networks, especially when verifying videos and images. The plugin was
launched in July 2017 by the InVID European project, a Horizon 2020
innovation action funded by the European Union. It is provided in
English, French and Spanish languages.

499



v Fake news debunker by InVID & WeVerify

InVID WeVerify tools allow a user to:

1.

-

get contextual information on
a. Facebook videos,
b. Twitter videos, and
c. YouTube videos

. perform reverse image search on

a. Google,

b. Yandex,

c. Bing,

d. Tineye,

e. Baidu, and

f. Karma Decay (for Reddit) search engines

. fragment videos into keyframes from

a. Facebook,

b. Instagram,

c. YouTube,

d. Twitter, and
e. Daily Motion

. enhance and explore keyframes and images through a

magnifying lens,

. query Twitter more efficiently through time intervals and

many other filters,

. read video and image metadata,
. check the video copyrights, and
. apply forensic filters on still images.
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I particularly like the Keyframes feature, which will capture
screenshots of a video taken in one-second intervals, providing a visual
storyboard of a video for faster reference.

InVID & 5 o (D) e
- x 4. Mz fcf\) ._ > ?"L‘VL'I’Ify
2 e e itee Tooks ] SSETOOAT Inter active n
| T F You
i F Tube
m@ Keyteames (D Thumbnats 0 Yo sourch I
| X
QB O B
Mot £D metadata D eo rights D Forensic D

InVID also provides educational resources on understanding
disinformation and how to spot fake news.

InVID = oo

& vt wian Clasasroom

Classroom

s edcasonsl covtert

ﬁ Fom s 1z st e eves (el
ﬁ e shderts fohting dsrborration
ﬁ o 1o gt Asbe e |1 actsveck ong) gy

ﬁ W Brdmason works (WIRED]
(] o bt e

— i
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Forensically
https://29a.ch/photo-forensics/#forensic-magnifier

Forensically 1s a set of free tools for digital image forensics. It
includes clone detection, error level analysis, metadata extraction and
more. Forensically helps reveal image details that would otherwise be
hidden to help determine if an image has been edited, altered, or
manipulated. Forensically points out that the absence of evidence is not
evidence of absence and extraordinary claims require extraordinary
evidence.

In the example below, Forensically examines an image of a UFO
above a city.

! Forensically®®®® openFile Help

Magnifier

Enhancement
Histogram Equalizatio v

Clone Detection

Error Level Analysis

Their Clone Detection tool identified cloud formations
duplicated in the image, and highlighted the manipulations. Because the
clone function is looking for duplicates, the UFO itself is not highlighted
as there is only one of that element in the image.
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Forensically Pet@
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Adobe Photoshop

You can also view a photo’s EXIF file information in Adobe
Photoshop and other editing programs. In Photoshop, go to File and then
File Info to see available details.

Untitled-1 X

Basic Camera Location

Camera Data Position
Origin

IPTC

IPTC Extension

Altitude

Image Direction

GPS Data | Subject Location
Audio Data
Video Data
Photoshop
DICOM Distance
AEM Properties

Raw Data

Time Stamp (GMT)
Receiver Movement
Processing Method

Map Datum

Area Information

Template F_ C ok ) ( cancel )
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Chapter 16 — Exercises in Photo Observation

To illustrate how much subtle information photographs can
reveal, here are some examples of what can be found in images people
might post. Of course, there are a myriad of variations on what may be in
a person’s collection of photos across different social media accounts.
Looking at a single photo may reveal elements of a person’s information.
An investigator would seek to compile a range of clues from a subject’s
accounts to compose a comprehensive profile of that person’s habits,
interests, and activities.

For all the following examples, I used publicly available stock
photos which are intended for commercial use. The individuals in the
photos gave their respective photographers permission to use their
images for publication. There is no intention to reveal personal
information on any individuals in these photographs.

An investigator could easily magnify photos to search for
details. In the following examples you will be asked to inspect the photos
for clues to their location or other details. In the answers, I will provide
details on what closer inspection can reveal in each photo.

Google Maps, including their Street View and Satellite View
features, and Google Earth are extremely powerful tools to do
reconnaissance, as you’ll see in these examples.

The purpose of these next exercises is to show how images can
be analyzed to assist OSINT investigators on their cases.
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Study #1

Where was this photograph of these two women taken?

(Photo by Gabriella Clare Marino on Unsplash)

Answers on next page.
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Study #1 Answers

Zooming in on the top center of the photograph reveals the street
behind them is named Della Posta Vecchia.

Initially, it was unclear exactly what the street name was as the
letters were blurry. When I was searching for that name using Google,
Google conveniently auto-completed the proper spelling after I entered
the first two words. Having Google’s suggested spelling, I was then able
to confirm that was the street name in the photo.

Searching Google Maps for Della Posta Vecchia provided a
handful of cities with that street name. Using Google Maps Street View |
was able to locate the specific city.
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Study #2

What can you determine about where this photo was taken?

e se rn DD EHO R TR T

(Photo by Henry Ivany on lifeofpix.com)

Answers on next page.
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Study #2 Answers

Zooming in on the reflection on the roof and windshield, you
can see more details of the building and sky above. This photo appears to
be taken on the roof deck of a parking structure, next to the building in
the reflection.

The building fagade itself appears to be a lighter color on the
lower portion, and darker on the upper portion. Or they are two
buildings, one is short and lighter in color, the other is taller with more
windows. You can also see the patterns, relative sizes, and patterns of
different parts of the building or buildings.

If you knew which city or town this photo might have been
taken in (for example, if you knew what city the person in the photo
lived in), you could use the process of elimination to try to pinpoint this
location. Searching for “parking garage” on Google Maps, then looking
at locations using Street View and Google Earth to find the building(s) in
the reflection would help narrow down possibilities.
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Study #3

What details can you deduce from this photo?

(Photo by Chloe Kal on Pexels)

Answers on next page.

511



Study #3 Answers

Zooming in on the reflection on his sunglasses is revealing.

You can see that a woman with shoulder-length hair, who
appears to be wearing a short-sleeved shirt and a skirt, is taking his
photo. She is using what appears to be a digital camera based on how she
is holding the device in both hands and the position of her arms.
(Someone taking a photo with their smartphone would not hold it that
way.)

Directly behind the man 1s a building or buildings directly and
an adjoining wall. In the sunglasses reflection there appears to be a light-
colored, stepped wall and an in-ground pool. There are large trees on the
other side of the wall.

If you knew the general location where the man lived, a search
using Google Maps in Satellite View (to give a bird’s eye view of the
area) might help locate the buildings and enclosed pool area bordered by
trees on the other side of the wall. Google Maps Street View could show
you the front of the location as well as the street address.
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Study #4

What can you determine about where this man is located?

(Photo by Sina Khansari on Unsplash)

Answers on next page.
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Study #4 Answers

The building he is in is painted a dark exterior color, and from
the exterior wall it appears to have wood siding.

The balcony has a short wall, approximately, three feet high, and
a metal safety railing above it.

The door and window to the balcony appear to have relatively
large panes of glass, giving them a distinctive pattern that may be easy to
identify from the street.

There appear to be tall trees in front of the balcony.

Not too far away, roughly 500 to 1000 feet away, is a tall
building that appears to be at least 10 stories tall, likely taller. It is very
wide with a sloped roof. From the look of it, it might be a hotel or
possibly an apartment building.

Searching online based on the above information and other
breadcrumbs collected on a target from other photos and sources could
yield very accurate location information.
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Study #5

What time of day was this photo taken?

What else can you determine about this location?

(Photo by Andrea Piacquadio on Pexels)

Answers on next two pages.
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Study #5 Answers

Notice the angle of the sunlight on the stone blocks above the
woman’s head. That there is no sunlight at ground level would imply this
photo was taken at dusk as the sun was beginning to set. The lower light
would be blocked by the trees across the street. You might argue that this
could also have been taken at sunrise, when the sun is also low. That’s
possible, but looking at the photo’s context, including the woman’s
demeanor, it seems more likely that this would have been taken during
the day rather than very early in the morning. It’s an assumption to make,
but not an unreasonable one.

Assuming this is, in fact, at dusk, then the sunlight on the wall
would suggest this side of the building faces west, the direction the sun
sets. So, if someone were looking for this location, they would know
which side of the street to look on, significantly reducing the number of
places to search.

Answers continued on the next page.
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Study #5 Answers (continued)

Zooming in on the reflection on the glass window behind the
woman’s head reveals what appears to be a streetlamp, which may have
a distinctive style. It appears to be an old-fashioned black street lamp
with glass panes.

If it’s not a streetlamp, it is still likely distinctive enough that
appearing in a search next to the building would confirm the location of
the photograph.

Additionally...

You can easily make out the building’s details including the
architectural style and light-colored stone as well as the large plate glass
windows at street level.

Across the street you can see the thin, tall trees lining the
sidewalk. The street signs on the pole further down the street would help
confirm the location if someone were looking for it.

517



Study #6

Where is this?

Study #6 Answers

This photo was taken in India. If someone were broadly familiar
with the region, there are some clues that might help identify this
specific location.

The wide pathway is flat and well-maintained, clearly intended
for people to walk on. The local trees and foliage can be researched if
helpful. Also, the steep rock formations indicate this path was cut into
the side of a hill or mountain.

Make note of what clues you can gather on the people in the
photo. The adult, who appears likely to be male, is using a hiking stick. It
appears to be a hiking stick rather than a walking cane because of the
height of the stick. A walking cane would be shorter. Use of a hiking
stick implies this is a long trail to walk on.

So, how did you do on these exercises?
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Chapter 17 — Reverse Engineering Social
Media

Digital breadcrumbs

It is not possible to develop a complete profile of a suspect from
just one source, so it’s important to have perspective on the many
different techniques and procedures that can be applied in an
investigation. Different websites visited, tools and apps applied, and
search tactics will uncover a wide range of breadcrumbs of information.
The investigator has to apply reason and common sense to weigh the
importance, validity and relevance of each piece of information and
decide which ones are most important in developing a profile of a
subject. This is where the art and science come together.

It is sometimes tempting to go down “rabbit holes” digging
deeper into a thread or information lead but, if that rabbit hole is
ultimately going in an unproductive or tangential direction, precious time
and energy may be expelled inefficiently. It is important to continually
take a step back and assess the status of an investigation and ensure it
appears to be headed in the correct direction toward uncovering the
information sought.

The following are several different resources for cross-
referencing a subject’s data, such as a possible username, to see if that
piece of information exists across the internet on different platforms.
Usernames, in particular, are often reused by individuals across different
social media accounts and other websites.

One of the important takeaways from the next three resources —
NameChk.com, CheckUsernames.com, and KnowEm.com — is gaining
an appreciation of the vast number of different types of websites where a
person can create a user account. Even if you are unable to see what their
specific activity inside any particular account may be (although in further
chapters we discuss how to conduct many site-specific searches), just
knowing the specific sites a subject has accounts on can help provide
breadcrumbs useful in crafting their more comprehensive profile. Seeing
their interests and aftiliations can open up new leads to pursue.
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NameChk.com

https://namechk.com/

NameChk will search a wide range of sites for a username you
specify and will indicate if an account with that username already exists
on each site. If you are investigating a subject, entering their known or
suspected usernames, and variations thereof, may help develop a clearer
picture of their online activities.

Enter a username in the search bar.

Find an available username. Search here.

NameChk searches a large number of sites.

Usernames
f &

Facebook YouTube

(2]
Mixcioud

Green are available are unavailable. Yellow are invalid are errors (with us or them). Mouse over blocks for more info.
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If the subject username is not in use at a site, the site will be
marked in green. If a username exists, the site will be darkened.
Research on each of the darkened sites may provide additional
information on the subject.

Usernames

Green are available are unavailable. Yelfow are invalid. are efrors (with us or them). Mouse over blocks for more info.
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CheckUsernames.com

https://checkusernames.com/

CheckUsernames performs a similar search on 160 social
networks for its free version, and can search up to 300 social media sites

in its paid version.
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KnowEm.com
https://knowem.com/

KnowEm is an affiliate site to CheckUsernames and claims to
search over 500 social networks and 150 domain names for a username.

g" mh{ 9 "‘? > g '

Check Usemame reale Profie Comimundy MNetworks

Check Your Brand, Product or Username

Search over 575 popular social media networks to instantly secure your brand across the social web.

BRCREET  - ERYLRTY SN Social Networks Domains  Trademarks

Enter your personal name, business name or brand in the "enter name here”
box above and click Search. Since most social networks will not allow any :
spaces, dots, hyphens, etc. in their usernames our search won't either. Why? Share:

m You're on the Search Overview page. To search all 500 social networks at once for
immediate results in realtime, try KnowEm's Social Branding Search Engine.

Preview Search of Top 25 Most Popular Social Networks == Busy?
Do you have enough free
BuzrzFeeo [ time today to visit 300
social networks and claim
[ Fisy | [ facebook | sour brand name oa each
before somecne else does?
flickr imgur [ Seslogram | Probably not, but if you've
got the next 5 minutes free
D issuw Linked|) W uvtiovenat vou just have to fillin a
few fields to create 1
profile for us, then we can
L W— Dunterest Quora 2018 work foryou by
- ) e visiting 100, 150, Or even
 readit & sloshare up t0 300 social networks
and creating all the profile
— Swither 3 registrations for you!
 vimeo N
il

Next Step: These 25 networks are just the start! KnowEm's Social Branding Search
Enging checks over 500 social networks for vour brand, product or username,
categorized by niche:

* CLICK_ HERE TO SEARCH OVER 500 MORE SOCIAL NETWORKS
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Check Your Brand. Product or Username

Search over 575 popular social media networks to instantly secure your brand across the social web.

Most Popular EELGEIRNEAYNY  Domains  Trademarks

Enter your personal username or business brand name in the "enter name here” box above and click Search. Then
click “Check This Category” to further specify the ssarch for your brand name’s availability in each section. Please note
Social Media usernames and accounts cannot contain spaces, symbols, or anything other than letters and numbers.

Tired of checking and registering all these names vourself?
Want to claim your Brand on all of these sites before someone else does?
Then you want our Social Profile Creation Service! Just give us vour personal brand, product or business information, and a highly

trained Social Media Specialist assigned to you will begin creating up to 300 Social Media Profiles for you, today!

Since we launched in 2009 the KnowEm team has helped to reserve over 650,000 profiles and reported back to our clients over

50,000 issues of brand squatting and/or misrepresentation of a brand, username or trademarked term. Don't be one of those

companies that get stuck with a different handle on every Social Network - Make your Social Branding consistent, and reserve vour
wwme today!
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Data Breach Databases

According to UrbanDictionary.com, “pwned” is a variation
(albeit a poor one) of “owned.” The term originated from a typo in the
online game Warcraft, where a designer misspelled “owned.” When the
computer beat a player, the game was supposed to announce the loser
“has been owned.” Instead, it said the player “has been pwned.”

Use either of the below sites to see if emails or passwords have
been exposed in known data breaches. Entering a subject’s email may
provide information on which websites they have registered accounts.

HavelBeenPwned

https://haveibeenpwned.com/

HavelBeenPwned contains databases of known data breaches in
which victims’ emails and passwords were stolen. Importantly, it’s a
repository where people can check to see if their emails are among the
more than 10 billion (Yes, billion) user accounts stolen from (as of the
date of this guide’s publication) 481 breached websites.

Home Notify me Domain search Who's been pwned Passwords AP About Donate B IP

'»--have i been pwned?

Check if your email address is in a data breach

}email address

529


https://haveibeenpwned.com/

Firefox Monitor
https://monitor.firefox.com/

Firefox Monitor will search for known breaches. You can set up
a free Monitor account to be alerted to new breaches involving your
email address as well.

@) Firefox Monitor LR BRI EmLOTT

See if you’ve been part of
an online data breach.

Find out what hackers already know about you.
Learn how to stay a step ahead of them.
Enter Email Address

Stay safe: Get email alerts when your info
appears in a known breach

Check for Breaches

Search for your email address in public data
breaches going back to 2007.
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Email verification

Hunter.io
https://hunter.io/

If you know or suspect a subject works at or 1s associated with

any specific company, Hunter.io can search a company’s domain to
determine the email pattern used by that organization to help you
determine a subject’s possible email address.

# hunter ' m

re. Got 25 free searches/manth

Q

Hunter.io is available in both free and premium versions.

# hunter Product Pricing Sign in m
Starter Growth Pro "':fl"jH 0
Fre
$49 $99 $199 i $399
$0
Searches 25 500 2.500 10,000 0,000
Verifications 50 1,000 5000 20,000 60,000
Premium features © Domain Search full results and exports
§ b I DA premiu: 0w
[ pport
Get started SN up 1oday and get 25 free requests/maonth
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VerifyEmailAddress.org
https://www.verifyemailaddress.org/

This site can help verify an email address and check if an
address is valid. VerifyEmaillAddress will connect to the target’s email
server to confirm the validity of the email address that you are searching.

VerifyEmailAddressTorg

Your Free Email Checker - Verify Email Addresses Below!

Just enter any Emal Address here 1o varity F It exists. (We do e

'm mot » robot

Confirmation results for a subject email.

Your results for

will be
displayed below after processing
We found that:

¢ The Emaid Address Syntax is comrect
¢ Connect to aspmx.|.googhe com succeeded

/ I - - b 2

Now what would you like to do?
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Chapter 18 — Investigating Social Media
Accounts

This chapter covers numerous tools and resources that can be
used to search through popular social media sites. While this directory is
sizeable, bear in mind that over time some tools and resources may go
offline or cease to operate. The important thing to remember is that,
while the apps may change, the procedures and strategies for conducting
efficient, robust open source investigations remain the same. Searching
online for new tools by using search terms such as “batch download
Facebook videos™ or “Twitter archive” will help keep your OSINT
toolbox up to date as needed.

Facebook

Who Posted What?
https://whopostedwhat.com/

WhoPostedWhat.com is a Facebook keyword search tool. It
allows users to search keywords on specific dates, months, or years. It is
also possible to use multiple keywords. You can also search for posts
between two specific dates.

Who posted what?

1. Getting started

atoposietahe com
Lonace

C

w8t woring

2. GetlD
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3. Search
Specific day

Posis about | keyword on  §Jan 2097

Specific month
Posts about = keyword on Feb 2008 n

Specific year
Posts about  keyword on 2010

Example: Find a¥ posts aboul Fagebook from October 2005

Timerange

Posts about  keyword from wntil m

Exampie: Find all posts about Facebook from 480 une 2005 wedd Bh Ady 2005

Location

Posts about  eyword from tha location (UID) eanch

Example: Find al poats adout Fapebook from ihe localion BO5a respon Buenos Aves

Posts directly from/Posts associated with

With "Posts from” it is also possible to search posts from pages If you type in a * (astensk) nto the keyword field or leave it empty, you find every post from or

associgied with the user

Pasts from v| | we B | about | Keywors n

Example: Find all posts from Mark Zuckerbarg about Priscilly

Instagram - Posts on Date Tagged With Location

Displays Instagram posts at a location on a cenain date or earlier Instagram will first show you a secton called “Top Posts” containing a few rows of
photos generated from an algonthm. The posts by date are in the section just balow, named “Most Recant”, whare photos are sorted chronologically,
newes! first Location URL looks like  hilps [Sevwaw instagram com'expiorejocations'$30807 02 mom-grand-lxs-vegas/

Posts at | Instagram location URL on n

Exampie: Fxd of posts from Las Vegas on July 4 2019

Thanks to chrs topher for the process used to calculate the commact parameders
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Facebook Live Videos

https://www.facebook.com/watch/live/

Facebook Live is a feature of Facebook that uses the camera on
a computer or mobile device to broadcast real-time video to Facebook.
Live broadcasters can decide who on Facebook can see their video and
use this content to engage their audience during the moments and events
that are important to them.

SntusLive

OPEN PUBLIC HEARING SESSION

The 164™ Meeting of the
Vaccines and Related

Bielogical Products Advisory
Committee (VRBPAC) will now
take comments from Open

Public Hearing (OPH) Speakers

Q0%

Popular Live Videos

TDR Live Remerstensg Kayleugh
Mchaacy s Mast Ranht Guote fver
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Lookup-ID.com
https://lookup-id.com/

A Facebook ID is a many-digit number (e.g.,
100000624203965). Some Facebook searches require you to use an
account’s numerical Page ID, which is different than their username.
Lookup-ID.com helps you to find the Facebook ID for your profile or a
Group.

Lookup_]D_com FacebookID  FacebookCard FBSearch  Extract Members Directory  Resources

Looking for your Facebook profile ID / Group ID / Page ID ...

Type your Facebook profile URL

https://www.facebook.com/username -

FBSearch
https://fb-search.com/

FBSearch performs a similar ID search from a username.

(,‘\. fbsearch

Find my Facebook ID / Group ID / Page ID ...

_ F"—“ NI'“mf ")
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Sowdust FB Search
https://sowdust. github.io/fb-search/
also available here at Graph Tips Beta: https://graph.tips/beta/

Sowdust FB Search is a simple interface that shows how the
Facebook search function works, allowing users to perform a more
detailed search. For some searches, using a keyword is necessary. If you
don't want to filter via keyword, try to leave this field blank at first. If
you get no results, you can also try to add more "neutral" filters (i.e., sort
by chronological order). If it still doesn't work, try to put the name of the
entity you are filtering for as a keyword. For example, if you are looking
for people living in London, just use "London" as a keyword.

About Updates

This page tries to be 3 Smple Interface 10 show how the cument Facebook search function works, after

) 1, Arhough stil expenmental and In development, £ 5 published In the hope It can be usefu
10 owercome the void left By the old graph search. Any suggestion, ssue, bug, proposal, Contrbution etc. e
very welCome, pRase Open an ssue on the +

The 100l & made by snd 118 completely free and open, a8 knowledge should be

The el work of undestandng how the new Seanch function works was done by nd tw
nd Summanoed

Notes

For some searches, using & keyword is necessary. If you dont wart 1o Slier v keyword, Uy 10 lesrve
ths field blank st Srst. If you get no resuls, you can S0 try 1o add more “neutral™ filters (Le: sort By
cheongiogcal order). IF it st doesn't work, try to put the name of the entity you are filtering for as a keyword
For exampie, f you are lcalkang for people Iving In London, Just use “london”™ as 3 keywoed

Disclaimer

WARNING! Do not copy and paste «walues nside e below forms from unknown sources undess you first
mspect thesr content: pasting malicous informabion may result in 8 ' attack.

Search
What do you want %o search: [ Posts v|
Search Posts

SCAT by ™o recent acd finer
Posts from public (neads & kepwond) add filter
Posts from Posts from specfic entity (Le_: page/user) { add filler
Restrict to posts published In group | add Nher
Tagged with locabior | acd Nher

Filter by date

SMTANe gy v M- v | O -V

Erd date YYYY — v e — w dd - v | Add date hilter

Filler by keywords

Show URL Open URL in 8 new wndow | Clear Fillers
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Facebook Graph — Codes & Operators

http://www.researchclinic.net/facebook/

Facebook's search box has very limited and unpredictable
functionality. Older search approaches can sometimes be used to obtain
better search results. By formulating a special web address, we can use
Facebook's older "Graph" search and, with patience and imagination, we
can use this to perform detailed searches.

These special search web addresses all begin with the prefix
https://www.facebook.com/search/ and are followed by a combination of
ID numbers and special "search operator" commands.

This site provides a directory of the numerous different
categories and search terms that can be used for advanced searching of
Facebook should you need to do so.

supporting open source investigation

Facebook Graph
Codes & Operator

Facebook Graph Search Operators
Collated by Paul Myers
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Getftbstuff
https://gettbstuff.com/

Getfbstuff downloads Facebook videos in MP4 format and HD
quality to your devices (Android, iPhone, Mac, Windows, Linux). The
video downloader goes to the Facebook video page, and directly extracts
the MP4 links of the video.

Facebook Private Video Downloader

Download private facebook videos online to computer

How to use Private downloader

Note: This method works in both mobile and comp it to ensure that

you are able to downdoad any private Facebook e0, please use it on

computer and follow all steps

you must login
And follow these 3

You should login to Facebook on browses

Step 2. Click on "Copy Text” button, open a new tab on your browser and paste it

Select All & copy all the HTML

Step 3. Vaste the copeed Facebook H I ML code in the Delow nput textarea

GetFbStuff.com will extract MP4 Video Links

Downdoad
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DownAlbum

DownAlbum is a Chrome extension that allows you to download
media from numerous social media site including

e Facebook
e Instagram
¢ Pinterest

o Twitter
e Ask.fm
e Weibo

& chrome web store

Home ) Extersiors » DownAbum
DownAlbum
Offered by inDveam
LR 2 w6 t P st
Owvarview Privacy practices Ao Support L
atagan - retagrae

L g 0 WP, Fe O 8 SOt

amzi

con | @ oos | [® ase | | ® _.
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Downfacebook
http://www.downfacebook.com/

There are many videos on Facebook which are not available for
public viewing. Those video's privacy setting has been set to 'Private’'.
Private videos can be seen by either the owner or those with whom
video's owner have shared it or allowed them for viewing. Generally, this
private video feature is useful in protecting the privacy of the user. Due
to the private nature of the video, these cannot be downloaded simply via
URL of the video, rather they require the source code of the video page
or changing the privacy setting of the video. Depending upon the
following conditions, different methods will be involved to download the
video. If the video is shared with you Downfacebook may be able to help
you download it.

¢ down Private Video Downloader  Mow Tor  Last Dewslosds More Camtact

Facebook Video Downloader
Paste video link/url from Facebook

n = ) - hat v - ) & Download

LK

Learn how to download videos from facebook
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FBDown and Video Downloader PLUS

https://www.fbdown.net/

FBDown and its Video Downloader PLUS Chrome extension
(which also works on Android phones using a Chrome browser) can
download videos up to 4K in quality.

f FBDOWN .« © How to? ~ : - - + ) Chrome Extension T Comtact us

FBDOWN.ne:

Facebook Video Downloader

© How 10 Use FEDOWN.net

& chrome web store

Home » Extensions > Video Downloader PLUS

. Video Downloader PLUS
Offered by: FBDOWN

AR A S % Productivity 2 200,000 users

Ovarview Privacy pr Ravi Rulatec

Download Videos from Any Website

3% Bowervcnd wabeon Do al wetaiies, suovaing Facetook, Dadywonon, Vireo Wreareng eetrtes el sy o
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Imgur
https://imgur.com/search

Imgur is a gigantic, disorganized mess of memes, photos, and
anything else users feel like posting online, which — basically — makes it
a good representation of the entire internet. For purposes of
completeness in an investigation, searching Imgur for hashtags,
keywords, or phrases may be helpful if time permits. Fortunately,
Imgur’s advanced search allows you to refine your search time period to
the current day, week, month, year, or all time, which may keep a search
more efficient and cut down on the noise that has to be scrolled past.

Imgur [B newpost : " QQ Senin | Signup

Your cat’s favorite website.
EXPLORE TAGS MORE TAGS +

-

—— . — , Uyl
PP IC e : b : . a’i\‘;’ Y|
PAVARRIEN I : L

Gardening
FEATURED - 7,888 Posts

MOST VIRAL * NEWEST

imgur - & New post ~ e Q  signin  signup

Sort by highest scoring, of all time

Submit

'mgur it & Newpost v - Q  signin  signup

Found 67 results for stopthesteal, sorted by highest scoring of all time
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Instagram

StorySaver.net

https://www.storysaver.net/

StorySaver allows you to enter an Instagram username into its
search box and will display any currently shared stories from that
account available to download. Stories from public accounts may be
downloaded as well.

Cowniond Ingagranm 700ws Dowréoed nitagam Hghights 0w 10 downioad Sones’

Download Instagram Videos

DownloadGram

https://downloadgram.com/

DownloadGram is a simple site that that allows you to save
Instagram photos, videos, IGTV, and Reels.

DownloadGram

Instagram Photo, Video, IGTV, and Reel Downloader

[ 7 "
o |
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4K Stogram

In 4k Stogram, you can enter the name of an Instagram user,
hashtag or location into the application. 4K Stogram allows you to save
Instagram photos and videos with their original captions, download
multiple Instagram posts at once, and grab all or select specific types of
Instagram content for saving. 4K Stogram is available in a basic free
version and premium versions.

! ’ E]

Download Instagram P
photos, accounts, r

hashtags and locations

r

H

<%

(M) =
Download Instagram e— '
posts by username, e T
hashtag or location ’ - i \\"
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LinkedIn

Contact Out

Contact Out 1s a Chrome extension that allows you to see phone
numbers, email addresses, and links to social media profiles for LinkedIn
users. ContactOut claims to have over one billion emails, 99% accurate to
the exact person you need to get in touch with. Contact Out searches other
social media sites and the broader web for cross referencing.

& chrome web store

g Find anyone's email - Contact Out Add o Crome

ok mmurication | S
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ContactOut ]
= I o
O\ Find work email
S, Save Profile w
m View Saved Profiles
m Q & a: &=
B Message

210 connections - Contact info

Contact Info

@ s profile
linkedin.com/in/
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LinkedIn Premium Services
https://premium.linkedin.com/

Not surprisingly, LinkedIn offers several premium services that
allow more granular searching of its members. Used by job seekers,
recruiters, marketers, and salespersons, LinkedIn’s premium services are
priced based on the type of search functionality needed. The below is a
screenshot of one of its Recruiter advance search pages showing the
range of qualifiers available for research.

ancel Search
Job titles  Candidate details
4+F +
Locations
+1 -
+ ® -
Sl
- & experier
Comparies
& +
+ 1
e of
-
Schoals + et parie +
+ -
Industrien
~ Re ot t
word 41
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Identify sales robots and fake friends on LinkedIn

Not too long ago I added a piece of digital bait to my LinkedIn
profile to test if the “new friend” invitations I regularly receive were
being sent to me by real people or automated robots. The results were
eye-opening.

I receive anywhere from one to a few invitations a day, and
roughly half of those come from 3rd hand connections, meaning they
don’t know me or anyone else I’'m connected to on LinkedIn. Oftentimes
the invitations don’t include a message, just a connection request so
there’s no context and I haven’t met the individuals previously. More and
more, companies and salespeople are using automated programs to scrub
LinkedIn for leads. To test if any of my connection requests were
automated, I added an emoji icon before my first name in my
professional profile. To insert the graphic, I edited my profile name using
the LinkedIn app on my mobile phone, which allowed me to use the on-
screen keyboard with emojis. I chose a globe. It seemed more
appropriate than the beer mug or smiley face choices. For good measure,
I also added a different emoji, a blue map, at the end of my headline to
see if that may get picked up by any automation.

Soon enough, about 1 out of every 4 or 5 new invitations I

received said something along the lines of “Hi there €p€p Daniel Farber,
I work in the IT industry and am interested in connecting. Any interest?”

Ummm... no.

-

The connection invites continue to trickle in day after day.
Adding an emoji at the beginning of my first name tells me which ones |
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can ignore since they truly are cold calls and to them I’m just an
automated keyword search.
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Reddit

https://www.reddit.com/

Reddit is a social news aggregation, web content rating, and
discussion website, including livestream content through Reddit’s Public
Access Network. Registered members submit content to the site such as
links, text posts, and images, which are then voted up or down by other
members. Reddit is an enormous mosh pit of posts, opinions, and noise,
but because of its reach it can sometimes provide useful information for
an investigation.

Onddn B Senrch burats . ) exptedas s a8 0 @ 2 = a-bumc e

stopthesteal

—
sone E
© > ¥
‘
L iy

. Al bartyargnt

. Al [ #StapTheSinal (ul! | Tuetieriub wchies of al o An tawers oo - - i Erw
]

Faghotomavenses @
€ A - n

* - —
- attar
. 1 bt MIMCS Ak Yo, T W 15 The Crifly wny 50 SETOPTHESTEAL T — oyl o,
Pasetras @ Lot ol Trvws
e LR - L] Py
»»»»»»
Canduce Owens o6 Twtler; “Tivs noods 1 g0 VIMAL MROhgan hes compietin & Iorersic sudi of The Dormisen voming machnss 1 soe MY #ere wen
Waed  Tee AT ey Deneral of 1he Siale s rome BUOCCING he S hatne of 1 So0i sesals? MY TR AL 15 MacTuga s eging®
. SSTOPTHESTEAL - wie.. @ -

arase ps € gl 3
— ocne P

$31L
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Reddit Investigator
https://www.redditinvestigator.com/

Reddit Investigator gathers the data that Reddit makes available
on a given user and organizes it to provide a comprehensive view of their
activity. This may save time instead of going through all of a user’s posts.
Reddit Investigator 1s optimized for Google Chrome but works in other
browsers.

Home  Signin/Register About FAQ

@ Reddit Investigator

Redditor Name: @
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Reddit Investigator organizes data and may present insights into
a user’s activities. The below illustration is for former California
Governor Arnold Schwarzenegger’s Reddit account, where he 1s a
popular and active user.

Home  Signi

@ Reddit Investigator

Subreddits User Data Link Data Comment Data

u_GovSchwarzenegger: 391 : Most upvotes: 25

Last Comment: &

Comments: 99
Karma/comment: 802

Most active hours{UTC)

GetMotivated: 9
AskReddit: 7
MadeMeSm
OldSchoolCoo
Strongman: 5
wholesomememes: °
Damnthatsinteresting: 5
BeAmazed: 4
MasterReturns: 4
worldnews: 3
bestof: 3

anvirnnmant: 1

Link Karma Over Time Comments Karma Over Time

10.

Submissions Activities Over Time Word Data

Letters used:
Words:
Letters/Comment
Words/Comment:
Karma/lLetter:
Karma/Word: 16 48

washingtonpost.com: 2

theatlantic.com: 2

cnn.com:

i.imgur.com: 1

politi.co: 1 Link Types Fun Guessed Data

Probably froi

Support OWS: F
latimes.com: 1
arnoldsportsfestival.com: 1
sachee.com: 1
concordmonitor.com: 1
usatoday.com: 1
Idder.co: 1
priceschool.usc.edu: 1
politico.com: 1
snapchat.com: 1

Like trees:
Behavio

Greg
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Reddit Graph

https://roadtolarissa.com/redditgraphs/

Reddit Graph visualizes a user’s comment history and provides
insight into topics discussed over time and level of activity. The below
illustration is for former California Governor Arnold Schwarzenegger’s
Reddit account.

S e
tredditgraphs  about | faq | github | discuss

What is Your Name?

l Graph

govschwarzenegger's Comments: Time v. Length
Graph Settings y Comment Details
Graph Ivpe ::r:'.;u. focic
r whe | - S
Thovad Tiek: M1
Commwent Filters

Sleasaas hasaa .
Mavsssn Kavsa 1

L

Slesasan leag

Sabeeddit Filtey

b wirh & ipe
User Name

P —

@
a o

E: @
=
© =]
=l a a
L3 -
] a ]
=3 -
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Karma Decay
http://karmadecay.com/

Karma Decay is supposed to be able to search Reddit for
duplicates of an image that you either upload or provide a URL for. The
results do not appear to be wholly reliable, so it should be just one of
multiple tools used.

Reverse image search of Reddit.com (beta)

upload image url of image or reddit page

Choose File No file chosen or I l search

NSFW filter: ® on off

Limit search: /ripics Irffunny /riwtf Irinsfw others all reddst

fag browser tools
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Snapchat

Saving Snap Maps
https://map.snapchat.com

Snapchat public videos, during the few brief days while they still
exist on Snapchat, can be viewed by location using Snap Maps. If you
are investigating a live or recent event, such as the Capitol riots, and
want to download videos before they are deleted, you can perform the
following steps to save offline.

Go to Snap Maps at the address above and then click on a video
on the heatmap. The most recent videos will show the brightest spots on
a map.
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In this example, I clicked on a video taken at the Capitol
Building (recorded on a date that was not January 6, 2021 so it was a
tourist video). I used a Chrome browser but other browsers will work in

a similar way.

Go into the Chrome options, click on More Tools, then select
Developer Tools (the shortcut is CTRL-U), which opens the below
information.

O upeciar  [E) Cormcie [ Debugger T tewert () Sy e ) Paoerancs () Nemory [ Somge  f Accestany [l Appicwson oxD 4 -~ x
I Q @ M W G5 5 8% fow kg Mele WS Ofw  ODnsbkCaxie W lwomewgs £

Varrod Toven ) et Terrere - (L Ul ee
- L ot et ol racs
& s ot o ok - s

& & ux ot et rwpd rede
e VAT VR TLTE VR bemimred  Feibe 1058 v

“@ava wae

»ie o -

i1id

e bl ]

SLIEEE
§
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After selecting the Network tab at the top bar, narrow down the
search by clicking the Media tab on the second line. This will display
different MP4 video files and JPG image files. Right click on the video
files one at a time and select “Open in New Tab.” Each video will open
in a separate tab for you to view.

ow -
O inpecir  [£) Conmcle [ Debugger T Wemwort - o O Mevcry [0 Smge  F Acemtiey [l Applcrion 0: 4 - x
I Q @ M W O35 5 9 fovs bge Melle WS Ofw  ODnbeCate Wl s

e Tarvered Sas om a6 a

()
B
Ao
= - e S . e ot ot ;ne
L=
o~
(<]

8 cu o i rwrd ) e et o S

Swgenti  202VE/00 beuiwwd  Pembc 4754y DOMCowedionded 459 s loet 040 re

Go to the tab containing the correct video you want to save.
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Right click on the video and select “Save video as” and
download it to your computer or on the cloud.

Back on the Maps page, you can also hover over the JPG image
files and a thumbnail will open to show the image, which can help you
identify the videos listed nearby in the table if there happen to be a large
number of videos in the feed.

1
«
[r——
¢
- |
1
it '
L]
v v
i i
N
'
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-~ ——
:} 111
.
4 - = O e o i
B O wpeon B Covmiie D Dobuguer e O Newory [0 Somie T Aoeting B Appborion ovB 4 « x
] & @ A Wi OS5 5 S8 fows megem Meds WS O DOubelste NoThosmgs O
St Vet toren s Trpe Tearcwrnd e Urtes H
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e & o oimet - e pea I e e oy =t
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Telegram

Telegram is a messenger app that allows for encrypted chats in
both open and closed groups. Telegram allows extremists, illegal
activities, and black or gray market activity to operate freely on its
platform. Telegram grew in popularity after mainstream social media
sites began restricting extremists.

Groups can have an unlimited number of members, which can
allow for passive monitoring of groups should you be interested in
following a topic, as your presence in a large group may not be
noticeable.

To sign up, Telegram requires a phone number that can receive a
text message verification, but digital burner numbers appear to work for
signup purposes. Users can choose to be anonymous — names, avatars,
and usernames are optional on Telegram.

One distinctive aspect of Telegram is that each of the posts on
public channels has a unique URL associated with it, which allows for
targeted indexing, archiving, and scraping on browsers.

Telegram Channels

You can search Telegram through its different channels and
narrow down your searches by using relevant local search terms
(including local languages or slang descriptions).

Politics

Entertainment
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For example, searching for #Trump brings up a list of relevant
channels.

Discover interesting onanness for your Telegram. Try SPhwmowr

"rurg
“ Donud Trumg X @
‘ Dﬂf"f” Trumg
. Cardace Omens
a9
‘ Trump Supporters Channed s

One America News Network ©
f4 S

The fifth option on the list is right-wing media outlet One
America News Network.

ZOAN (ne America News Network & =

&H205

One Armenca News rertwork & 8 nabiore! TV rees networt arng on Vergon Fos, chanre Tia ATRY
L-varse chance 708, ang Certurglink pram charnel 209 We o strasm on Amazon Fre TV, Rokos

and Vivicast Meda Charne’ %

Crve Aaverics Mews Mot wors fse

2948
Oo@ marming’ Tur i 10 SOANN for our entenswve LIVE

Coverage of the 2CPAC2021 toduy i Ovanda Flarniea
e 250 will b cowering Presdent Dosald 3 Trumg's

speech. Be wwire to ture in Ml gyl SOANN O
T PTRp-—— a

Clicking the Statistics box in the upper right above will provide
nominal statistics, such as One America’s user growth over time.
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Telegogo
bit.ly/telegogo

Telegago is a customized Google search engine specific to

Telegraph. It searches both public and private groups, messages, and also
contacts.

Telegago

| »=+ | | Follow

Telegago Search Engine
@telegago

Search Engine for Telegram -
bitly/Telegago

Telegago a

All Telegraph Bots Messages  Stickers Private Public Contacts Videos

About & 190,000 results (0.14 seconds) Sort by:  Relevance -

Telegago stopthesteal Q

All Telegraph Bots Messages  Stickers Private Public Contacts  Videos

About 90 results (0.20 seconds) Sort by Date -

Donald J. Trump - Telegram

Telegram . trump

4 days ago ... January 6th - arrive by 9AM White House Ellipse RSVP @ https: //t.co/
kyp7WFBa5r aMarchForTrump #StopTheSteal sDoMNotCertify https: //t.co/ uydbmomOT1
Structured data

US Voter Fraud & Coup-Ops Intel 2020 & 2021 - Telegram

Tetegram - usvoterfraud

6 days ago ... NO JUSTICE FOR ELECTION FRAUD The Supreme Court on Monday denled an
appeal from Republicans challenging a Pennsylvania ..

Structured data

Donald | Trumn - Telegram
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Telegram DB
https://telegramdb.org/

Telegram Database is a basic search engine that claims to have
archived 1.2 million searchable chats from public groups and channels as
of March 5, 2021, which can be valuable for historic research.

€) Telegrambe.org

Telegram Database

Oatatase of putilc groups, channets and Sots  Lise he search Bar in B p right comes 1o stant

Statistics

Total searchabie chaty: 1,214 008

Tota chats (Inchuding unsaarchabie and pevale chatsx 380 Jra8rr
Last reincex tme: 2021.03.085 19.07 UTC

About

This melrile regures JavaSongl 19 use the search b
The saach resuls are procoSSed N pour SIOWSer

Dataset
Do scrape ouwr websie 1o get ol the coment Ve already ofler e data In . jsan fommat

If you want %0 cbrain 3l he data folow this sieps

1. Download ail the chat ids from his URL. Mtps telenrandd, o/ ds hats/all chat-id
2. Got 3 chat Il by downicading s Inko e fom the followng URL: Dt tesi//telegramd. org/datal chatssir
1, Get the relaind photo from Be foloeing LRL hitas.//telegramdb. org/data/chats/photo) small 190564

Content removal

The wetmite hosts scraged content wWilhou! doung any Slewng
I you see ary Magal cortent, send Us an s.mal

LOL1005680832_Laf, 1300
832, )vg

Buzz.im
https://search.buzz.im/

Buzz.im is another search engine that
Telegram users, messages, and channels.

allows you to search

stopthesteal

THLRBAAN WORITCE NS THLAGRAY AD FRCHANGS (=

Ginfo_15m

reopiheSes Head mom )
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TGStat

https://tgstat.com/
TGStat provides statistics on the largest channels on Telegram.

Posts search in Telegram

5235k 3.32 bin 9.8 min
Marmets and Ggroups ety ew PO 1 e st 24 houn
Sewch et Sowrte From s Safte ™o
Exact madch Hcie Geisted posts Charnels geo Content language Chavart Category
txte rmponty N Cranrets meetons

Exdensed wyriax  *

Wonds 10 exchece (space sepacabed)

More than 3.32 Bin powts

TGStat can search by country, language, category or time period
to narrow down your target area to investigate activity and trends.

Tedegram Anatytics

Telegram channels O B
All countries
| -
o
[ ]
Searcheedior Tosue B Telegr are ArayaCs
Your gride i the world of wiagram Dot 10 gt charvel satatics &g Ttacse 13 T, iTed Bbes
o\ Ty B a Iy g “sagan 'l TCS e
[ 3wtou | Sl - | el
L Dar

! " Conald Trump Jor 19, 04 19m (42 N &%

n Parawa J Tremg i~ + 2% 100 6k 19, W08 N 6T M

INVESTIGADOR_Z


https://tgstat.com/

Telagram Anadytics

Add channel

1 you haven lound pour chanael in Raskings charl kindly use Te form io aod #

Cowrery

CNarel Conen lafgukye

o & mad

About
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Tik Tok

OSINT Combine’s Tik Tok Quick Search
https://www.osintcombine.com/tiktok-quick-search

OSINT Combine created this tool to provide a quick method to
search usernames and hashtags on TikTok via a browser. All results take
the user to the source on the TikTok.com website or are provided as a
Google search result.

QSINT
T
&C NE Home Abowtls Reports mining  Products  Services  Blog Fres Tock

TikTok Quick Search

|
i
B @maB

Thes tool &5 designed %0 provide a qusck method to search usemames and hashtags on TikTok va a browser.

Al results take the user 1o the souwce on the TikTolocom website o are provided as a Google search result. NO data is stored,
4 sk
L by OSNT €

o4
gt cr

TikTok Downloader

To download a video using TikTok Downloader, first copy the
Share Video link on TikTok and then enter it in the TikTok Downloader
input field.

TikTok Downloader

TikTok Downloader

Without Watermark. Free. All devices
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Tumblr

https://www.tumblr.com/

Tumblr allows users to post multimedia and other content to a
short-form blog. Users can follow other users' blogs. Bloggers can also
make their blogs private.

Tumblr’s search functionality allows you to search all posts, or
narrow searches down to only text, photos, quotes, links, chats, audio,
video, or questions asked. The results can be sorted by either most
popular or most recent posts.

m ? - Ti— S
v

= UYL ERHIL LI And then they voted ...
67 Gusity =

2".

LEFT CAN DO TO STOP IT
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Twitch

https://www.twitch.tv/

Twitch is a live-streaming service, heavily targeted toward
gamers. Alt-right and extremist activity appears to be declining on the
platform, due in part to Twitch banning Trump from their community.

LT

I

Join the Twitch
community!
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Twitter

Twitter Advanced Search

https://twitter.com/search-advanced

Twitter provides advanced search capabilities across a wide
range of parameters.

~

X Advanced search

Words

All of these words

Example: what's happening - contains both “what's™ and "happening”

This exact phrase

Exampie: happy hour - comains the exact phrase “happy hour”

Any of these words

Exsemple: cals dogs - containg sither “cats” or “dogs” for both)

None of these words

Example: cats dogs - does not contain “cats” and does mot contamn “dogs”™

These hashtags

#ThicwbackThursday ins the hashiag #ThrowbackThuriday

Langaage
Any language

Accounts

From these accounts

Example: @Twitter - sent from 8 Twitter

To these accounts

Example: @ Twitter - sant in reply 10 @ Pwitter

Mentioning these accounts

Example: @SFBART @Caltram - GSFRART or @Caltrain
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Filters
Replies

Include replies and original Tweets
Only show replies

Links

Include Tweets with links
Only show Tweets with links

Engagement

Minimum replies

Example: 280 - Tweets with st least 280 replies

Minimum Likes

Excample: 280 - Tweets with at least 280 Lices

Minimum Retweets

Example: 280 - Tweets with st least 250 Retweets

Dates
From
Month Day
N nr
To
Month Day
v 4

Year

Year

O.‘OO‘
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TweetDeck

https://tweetdeck.twitter.com/

TweetDeck i1s a well-designed set of tools offered by Twitter to
conduct granular searches. Using search parameters such as keywords,
date range, language, location, author or mentions, and even level of
engagement (such as looking for tweets with at least 100 retweets, likes
or replies), you can perform historic search and also set up a running
feed. The search menu allows you to set multiple parameters so you can
narrow your searches and eliminate much extraneous information or
tangential tweets.

TweetDeck allows you to have several search columns active
simultaneously so you can create a dashboard of your target topics that
are saved for repeated use.

These are the different types of columns you can create in
TweetDeck. The Search column gives you the most flexibility.

Choose a column type to add ) 4
© 2 A Q
=
Home User Notifications Search

= ® O

List Collection Trending Likes
ad
2 O
+
] @ S
Messages Mentions Followers Scheduled

B8 @ A

Messages Mentions Activity
(@l accounts) (all accounts)

The screenshots on the next page show the different options
available in the Search feature.

571


https://tweetdeck.twitter.com/

5

Q  capitol rioters

09 Tweet content

Showing all Tweets

Matching  capitol rioters
Excluding = Enter words to exclude
From select date

To now

Written in  any language

§4

Q
@
@

—-—

® Location

Tweets geo-tagged near
@ v.:",‘ 14d ation
Radius 20km

L Tweet authors
By

Mentioning -
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AllMyTweets.net
https://www.allmytweets.net/

AllMyTweets grabs the last 3,200 tweets (that’s three thousand
two hundred!) from any user account. Journalists and researchers may
use this site when an individual becomes a person of interest for
whatever reason. Sites like this can capture a person’s lengthy online
history much faster than that person in question might be able to delete
their posts.

7l My Tweets

Enter a Twitter user name to view all their tweets, likes, followers or timeline

Location Based Searches

If you choose to do things manually, you can search Twitter for
tweets based on the reported location the tweet was made. Be aware,
however, that it is easy to fake a geolocation for a tweet. Nevertheless,
this can be helpful when researching a situation.

To search by location, you would use the search operator
“geocode:” and provide the coordinates (which can be found using
Google Maps or other mapping platforms) and a search radium in
kilometers. For example, to search for tweets reportedly sent from a 0.1-
kilometer radius from the Capitol, enter the following into Twitter’s
search bar (with no spaces in between search terms):

geocode:38.892002,-77.006646,0.5km

INVESTIGADOR_Z


https://www.allmytweets.net/

Tinfoleak
https://tinfoleak.com/

In addition to searching a Twitter user’s basic information,
Tinfoleak can search for a user’s devices and operating systems,
applications and social networks, place and geolocation coordinates to
generate a tracking map of locations visited, and hashtag history of the
user. It can also show user tweets in Google Earth and download all
pictures posted by a Twitter user.

WEB INTERFACE
TINFOLEAK SEARCH FOR LEAKS ABOUT PRIVACY POLICY

TINFOLEAK.COM

Search for Twitter users leaks
« Basicinformation about a Twitter user (name, picture, location, followers, etc)
* Devices and operating systems used by the Twitter user
+ Applications and social networks used by the Twitter user
« Place and geolocation coordinates to generate a tracking map of locations visited
* Show user tweels in Google Earth!
» Download all pics from a Twitter user
* Hashtags used by the Twitter user and when are used (date and time)
¢ User mentions by the the Twitter user and when are occurred (date and time)
« Topics used by the Twiller user
* and more ..

WEB INTERFACE

TINFOLEAK SEARCH FOR LEAKS ABOUT  PRIVACY POLICY

SEARCH FOR LEAKS

Get the report in your inbox.

Note: e-mail address s exclusively for the purpose of sending you an e-mail with the URL 10 the dossier reguested. No spam. No third parties.
Note 2: you report mary take » while to arrive 10 you, 11 requires processing and there are more requests enqueved, Be patient. Resending your
request several times won't accelerate it.

0 ARSI 4

Fm not & robot e

WCAPTOA
Send
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Twitonomy

https://www.twitonomy.com/

Twitonomy provides detailed and visual analytics on a user's
tweets, retweets, replies, mentions, and hashtags. It also allows you to
export tweets, retweets, mentions and reports to Excel and PDF.
Twitonomy can monitor a user’s interactions with other Twitter users
including mentions, retweets, and favorites.

mﬁm A Home P Signin @ Contact
g
-

Get started, sign in with your Twitter account:

» . [

Below is a screenshot of Twitonomy’s search for the keyword
“HomegrownTerrorists”

n - 23 Dashboard 4 Profle L3 Mentions & RTs & Search  + Followsrs - Following  §5 Lists
Sea g for homegrownterrorists
- Gat sear 1Ak tcs on Romegrowmerrorists People D
w @romegroan Terratsts
Toeets NG bbb @ Ove e e
N Kevin G Stinmk B Arree Preters Fan T O P S
“p e . P B Ll - om0 ,,, m iy P - m A B Mo e
e iswe
i ‘ oy Lowery
m
|-
|
[~
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TweetBeaver

https://tweetbeaver.com/

TweetBeaver gathers the data at a granular level, and can help
identify relationships and connections between different users. The site
offers a number of cross-referencing features such as checking to see if
two accounts follow each other, downloading a user’s friends or follower
list, finding common followers between two accounts, and finding if two
users both follow other accounts. TweetBeaver can gather data on any
non-private account and returns most searches as a CSV file to allow for
further filtering and analysis.

Walcome 10 TweetBeaver, home of really useful Twitter 10cls

Convert @iname to 1D Convert 1D number to Check if two accounts Download a user's
Bname follow each other tavorites

Search within a user’s Download a user's Search within 8 user's Get 4 user's account data
favorites timedine timeline

Download a user's Find common followers
followers list of two accounts

Find common friends of Find conversations Find accounts in a user's § Find accounts followed
two Accounts between two users followers and friends lists | by one user that also
follow another named

User

Botometer

https://botometer.osome.iu.edu/

Botometer checks the activity of Twitter accounts and gives
them a score based on how likely they are to be bots. Higher scores are
more likely to be a bot account.

Solometir - - Lt s i“ ' -

orheliidll Y

Samrein (Vavwdy bbby the sty 310 Tade ormrd B g (0 worer ~aghoy 3o inees veew b lae @ 4wy
Jue of ha wrwos mounen Twite! s wmiceion ad perTasors (W 1)
1 SO T 8 WOl G OfF you e sl R, Phase COAECT ot Caly i (eacing Te |2,

BAmrete 1 o o e | of Pae Oy mebory on Sonsel Wieda 0% dbe| @at Fae Mehwns Sesree bk (191 of Vet rmessdy

577


https://tweetbeaver.com/
https://botometer.osome.iu.edu/

As an example, the below account is of an actual person who
tweets rarely and is fairly inactive on Twitter. Botometer rated that
account as likely being a human being.

d 65 a\e
Bot type scores Bt score Dased on
o o 1 o ™ -
22% of sccounts with 3 bot scom sbows 1 6 3w
Tt Yok - P —
Magr ity taeet lerguege -
Cther 21

The below account is of a highly visible influencer and active
user with millions of followers. Botometer rated it as a real account but
gave it a slightly higher bot rating.

23/5 .\.

v_

Bod type scores (%] B score Dased on (1] I v e -
Taves Twra T enstu

Axtroturt 4 Al tegtaren
20N of accourts weh a bet scom sbows 7 3
abeses mt huTara

Language indepencer "

Magrity taveet larguage

The below account was set up solely to retweet certain types of
tweets, and 1s noted as a bot with a score of 4.6 out of 5 points.

Bot ype scoren (7] =
ect

B scove Dased on 9 1 v M
— . -
_ -
1
e

Magrity taerd largaage

.
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twXplorer
https://twxplorer.knightlab.com/

Created by Northwestern University’s Knight Lab, twXplorer
allows a user to enter a search term to see the last 500 related tweets.
TxWplorer also breaks down the most common terms, hashtags, and
links so you can filter and drill down further. It provides a bar graph
showing the most popular other words that appear and the most popular
hashtags in tweets containing your search terms.

Below are their results for the search term “StopTheSteal”

And here is twXplorer’s result for the search term
“CapitolRioter.”

& Lnight lab
R ——— —
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Twitter Video Downloader
https://twittervideodownloader.com/
and mirror site: https://twdownloader.net/

This is a straightforward video downloader with the added
feature of allowing you to choose the video resolution so that you can
save the highest quality videos for your research.

Twitter com Horme TwOowriaader et

Twitter Video Downloader
Download twitter videos & GIF from tweets

Paste Tweet URL Herw:

Ermer irkur and cick Dowskoad [ omenas |

Example: hitps.witer.com Passengershioviestansi2 1 025454 150422657

Note: Due 1o the bug occured on 288 April 2017, some twitier videos weee not geting downlcaded.
The issue has bean resclved and twitter video downloader is working fioe now. You can now
dowriond DmDer videos agen.

You N #bso Sowmicnd Ietlier vicecs Mo hvdonwrioader el

Twitler widleo downioader i an onkne web 20D 10 Jownioad tathier videos and GIFS 1 your computer of mobde phone directy. Taiter
videos and Twiter GIFs are embeoded in Ihe weet, S0 10 00Wni0ad heiller Voeos oniine. you Need 10 copy he teeet URLANK and paste
1 e above dexd boe. Our Twilier video SownioRan will xIrRc! Ihe hvilier 10 mp4 bk rom [Ne weet 4nd you Can Save Witer videcs 10
your computer, androxd of Phore. To downlond videos from Twiter 1o MG format, st fofiow the nistrucion given telow
Twitervideodowrioader com or this site does not host any copyrighted material or support unauthorized Sie sharing, ol the videos are
saved drecty from wwiter CON.

You can select which video resolution you would like to save.

Download Another video

Download Video 320x568 : mp4

Download Video 360x640 : mp4

Download Video 576x1024 : mp4d
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YouTube

Watch Frame by Frame

http://www.watchframebyframe.com/

As the name says, this website lets you watch YouTube and
Vimeo videos frame by frame and in slow motion. It offers a number of
different frame intervals, from as precise as viewing every single frame,
to every 2™, 4t 8t 16t or 327 frame, or time intervals from 0.01
seconds to 10 seconds. Speeds for video playback range from Y4 speed, 72
speed, regular speed, and 2x faster speed.

Watch YouTube and Vimeo videos frame by
frame and in slow motion

Mips /youlu. be WATCH VIDEO

This control panel is straightforward and depending on your
investigation the different playback speeds and frame views may be very
helpful in seeing details in videos.

£ Youlube
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YouTube Geofind
https://mattw.io/youtube-geofind/

YouTube Geofind allows you to search YouTube for
geographically tagged videos by location, topic, or channel. Videos are

viewable in a map and exportable to CSV.

- v
- - . ’
~A B2 8 o : r y
e Ui
0. - L M .- 0 ¢ . 1~} } “
g 9 -9 U = Q.10
- " v 9 0 - = a Q
R = oh® . m_ ' o o
J ¢ e L L 0 2
] ' " s
) - L] 3 U‘ a ’ ¢ J awar |
- v J -
° -o . Sl T ==
) cank
iyt Chcowdets "M i i & g Lhe Lo e cw bk g gy T B gedage e
Lot (& |
R
s G el
-]
Pagn i o

The advanced option allows you to view live events only as

well.
- e e ) ) v

Lty Chnrrwher MY | o o 4 e el ng S b e g gy e Fw greaag e 4

G e b
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Amnesty International DataViewer
https://citizenevidence.amnestyusa.org/

The YouTube Data Viewer is a web-based video verification tool
offered through The Citizen Evidence Lab, created by Amnesty
International. Users input a YouTube URL, and the tool outputs
information about the video that is helpful in verifying a video. This
includes upload time and thumbnails that can be used for reverse image
searching.

AMNESTY

INTERNATIONAL

Youtube DataViewer

| Go Clear

® 2017 Amnesty Internationsl USA | 5 Penn Flazs, New Yok, NY 10001 | 212.807.8400

YouTube Metadata

https://mattw.io/youtube-metadata/

YouTube Metadata is another analysis tool that displays the
underlying file information in an organized manner to assist with
verification efforts.

m YouTube Metadata
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RadiTube.com

https://tool.raditube.com/

RadiTube is a tool for journalists and researchers to search
through conspiracy and far-left & far-right wing channels on YouTube.
According to the developer, RadiTube tracks the most radical YouTube
channels, and makes it searchable for an audience of journalists,
researchers and academics. Often(sometimes referred to as
“OSINT”)ltimes the only way creators can interact with their audience is
through the comments section. RadiTube extracts all these comments so
you can find out what they are actually talking about, which can be a
powerful search feature. RadiTube may help an investigator understand
the people involved with these channels by analyzing their comments.

The search interface is not particularly elegant. Here is the basic
search bar.

type in a search query

or try one of these example queries

reptilians

"go live in®
“biblical times"
“the truth there®-3

"q says”

relevant right now

"voter fraud"

“the purge”
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The broad search results can be narrowed down by categories
including alt-right, QAnon, breadtube, Marxism, alternative health,
conspiracy, Dutch conspiracy, and spirituality.

search operators categories sort filters

political newest

alt-right (right) oldest 11/01/2020
qanon (right) -

lo John Gage" breadtube (left) end da
marxism {left) 02/28/2021

sk

alternative health

I W available videos
conspiracy

Il removed videos

s_LlenL trump

eally came up with we will =step- =the- -steal

The search results for “stop the steal” show comments that
include that term.

And two, that January 6th was the day to =stop- ~the- -steal-.

I bring him up because Ali r ntly claimed that the entire -Stop- ~Fhe- -Stea
Stop- ~Fhe- -Steal= folks, by the ¢, were founded by Ali A

that he met with the -Stop- ~The- -Steal- people and told them to keep fighting

by ~Stop- ~The- -Steal- rioters breaking in, and then came back to count the v

hashtag =stop- ~the- -steal= and what did president trump

you people really came up with we will =stop- ~the- -steal
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RealPlayer Downloader
https://www.real.com/realplayer

RealPlayer Downloader is my go-to for capturing video from the
web. I purchased the full version, which allows me to download the
highest quality (up to 4K) available for a given video. It can also queue
up videos if I have several to download as I search for evidence or
information. Finally, RealPlayer Downloader will also allow me to
download an entire YouTube playlist. On Chrome it has a convenient
feature where it tries to recognize if videos exist on a site, then I can
click their small download button for quickly saving video.

@“" Pestures  Plans:  Got the Ap

Features

p—

Deskiop  Max Mocée ™ Xbow One

Videos can be queued and automatically downloaded if I have
several files to save.

w * Download a video from a web link - * Download playlist from a web link -
Download This Video x

*

g &

Convert HD Videos to reatmecs 00 €) Download Speed

Urdmted v Wiew Lbrary. .. Clear List
Delete ongnal fies
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Y2mate Video Downloader

https://www.y2mate.com/en74

Y2mate is a free service that allows you to convert and
download video from YouTube, Facebook, Video, Dailymotion, Youku,

and other sites. Y2mate supports downloading video formats including
MP4, M4V, 3GP, WMV, FLV, MO, MP3, and WEBM.

g yzmate.com YouTube Downloader YouTube Converier YouTube to MP3 Converter English «

Download Video and Audio from YouTube

Start =

By using cur sarvice you are acoepting our Tarms of Lse

Y2mate provides instructions to download YouTube videos in a
faster manner.

Instructions Features
1. Search by name or directly paste the link of video you want to + Unlimited downloads and always free
convert

+ High-speed video converier

2. Click "Start” button to begin converting process
- + No registration required

3. Select the video/audio format you want to download, then click

* Support downioading with all formats
“Download® button

% B v

m e —
Free Download Video & Audio Easy Download
Unlimited conversion and free Directly Download Video & Fully compatibie with all
download Music. browsers

Tip: Insert “pp” after the ward “youtube™ in the link 1o download videos and mp3 files from YouTube as a faster way.
i@  Mips//wewyoutube pp.com/watch?vs VulIsYEld

If you can't directly download video to your PC, please folow the guidelines below
Step1: Select the format you want and dick "Download”™ button

Step2: In new window, prass "CTRL + S 1o save video OR right click 1o video, then salect "Save as Video"
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YouTube Converter

https://youtubeconvert.cc/enl/

YouTubeConverter converts videos into audio (MP3, WAV, AAC,
M4A, OGG) and video (MP4, AVI, WMV, WEBM) formats. It also can
convert YouTube videos into screenshots or GIFs up to 30 seconds long.

YOUTUBECONVERT o [
YouTube Video Converter
Video Converters
Audio Converters
YOUTUBECONVERT + Language -
YouTube To MP4 Converter
Fa r fav e Y Tubs ¢ | to MP4 ok for
o ’
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Chapter 19 — Fringe Social Media

Many of the fringe social media sites are designed to be
intentionally opaque and difficult to navigate, creating environments that
make illicit or unsavory activity easier to conduct. The intention of this
chapter is to provide a snapshot of some of the many fringe sites out
there.

Browse and engage with these sites
carefully. Many of them represent the
worst of humanity.

[ recommend you actually do not engage with them unless
absolutely necessary, and take appropriate caution in your activities.

In a small number of cases, archived copies of a site (such as
4chan, discussed in this chapter) are available where you can search the
content without have to participate or connect to the original site’s live
platform.

In addition to the larger extremist platforms discussed in this
chapter, some other platforms out there include Minds, Woat, MeWe,
BitChute, and VK. As time goes on, some sites may disappear but new
ones will likely take their place.

One website mentioned in the Section II’s Case Studies —
thedonald.win — was shut down by its owner in late January 2021,
however, the URL redirects visitors to another site the owner created to
continue promoting his extremist opinions.1%]
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4chan

I would describe 4chan as a cesspool but that’s being unfair to
cesspools.

Threads on 4chan.org are alive for a relatively short time and
then get removed. Most posts of 4chan are made anonymously, a
registered user account is not required. Information such as the user’s
personal IP address is viewable only to 4chan’s administrators and is not
made publicly available.

If a user wants to identify themselves in their posts, they can add
a “tripcode,” which can help verify a user's identity to others, and are a
type of pseudo-registration. To use a normal tripcode, a user places a
hash mark ("#") followed by a word or short phrase after what they've
entered into the [Name] field (for example, "User#password"). Upon
submission, the server will generate the hash unique to that particular
word or phrase.

A tripcode is generated only using the text entered after the hash
mark. The entered name, IP address, or cookie information do not affect
the output. Normal tripcodes are not secure, and can be cracked with
relative ease. For a more secure solution, secure tripcodes are available.
[104]

Because 4chan relies on advertising revenue, it markets itself to
advertisers. In March 2021, 4chan claimed to have more than half-a-
billion page impressions per month, 20 million unique visitors per
month, and up to 1 million posts per day. Their users were about 70
percent male and about 30 percent female, with ages typically ranging
from 18 to 34 years old. Almost half were located in the U.S., the rest
were worldwide. Furthermore, 4chan states the majority of their users
attended or are currently enrolled in college.

ap
P 4chan

What is 4chan?

4chan is a simple image-based bulletin board where anyone can post comments and share images. There are boards dedicated o a

‘

variety of topics, from Japanese animation and culture to videcgames, music, and photography. Users do nol need 1o register an account

bafore participating in the community. Feel free to cick on a board below that interests you and jump right in!

Be sure to farmilianze yoursall with the Rules before posting, and read the FAQ if you wish 1o learn more about how 10 use the site
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4chan organizes its content into boards, and threads are what get

posted.
Boards filter ¥
Japanese Culture Interests Creative Other Adyls NSFW)
Anime & Manga Comics & Cartoons Oekakl Business & Finance Sexy Beautiful Women
Anima/Cute Technology Papercraft & Origami Travel Hardcore
Anima/Wallpapers Television & Film Photography Fitness Handsome Men
Mecha Weapons Food & Cooling Paranormal Henta
Cosplay & EGL Auto Artwork/Critique Advice Ecchi
Cute/Male Arumals & Nature Wallpapers/General LGBT Yuri
Flash Traditonal Games Literature Pony HantalAlemative
Transportation Sports Music Currant News Yaoi
Otaku Culture Extreme Sports Fashion Worksafe Requests Torrents
Virtual YouTubers Professional Wrestling DCG Very important Posts High Resolution
Video Games Science & Math Graphic Design Misc, (NSEW) Adult GIF
Video Games History & Humanities Do-it-Yourself Random Adult Canoons
Video Game Generals International Worksafe GIF ROBOTB001 Adult Reguests.
Video Games/Multiplayer Ouldoors Quests Politically incormect
Video Games/Moblle Toys International/Random
Pokéman Cams & Mestups
Retro Games Shit 4chan Says
Video Games/RPG
Video Games/Strategy

Mekgen/ - Tekken General
Previous thread >>326177602
=NEWS =
»TWT Schedule
hitps Mekkenworkitour com/

>Season

Business & Finance

Refute ths

Sports
What causes a man to look
like this?
There's & rumor hat Abby
might be comng to Prisma
lilya. Who else would you like
to see?
_ tteematonl -
40444441 .1?
Pr y General: Foal

Is your country fat?

Friends Forever Ths is the

Pregnancy Genaral and, while

nol as aclive as athers, we're
not stliborn. We'

AAA Gaming In A Webm I's
avar

Stats

Total Posts: 3 664 044 620

Current Users: 220 383

Active Content: 1268 GB

| Home

!

| Mows |

Blog | FAQ | Rules | Supporidchan | Advertise | Press | Bk |
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4pleb.org Archive
http://archive.4plebs.org/

4plebs 1s an unofficial archive of certain boards of 4chan.org.
Their archives include the boards /adv/, /t/, /hr/, /o/, /pol/, /s4s/, /sp/, /tg/,
/trv/, /tv/ and /x/. This archive is not part of 4chan and 4chan rules do not
apply here. This site archives all threads on those boards to preserve
them for later viewing. 4plebs began archiving the different 4chan

threads between 2013 to 2015 and continues to do so to the present day.
[103]

4plebs is a community run archive of 4chan.org

We archive &l threads and Images from specfc iImageboards on 4chan. Our aim 1S 10 preserve unigue
coment for fulure genarations (and everything alse thal comes along with that). Reminder. 4chan is serious
business, you might get offended

The software anables you 1o browse the boards just ke you would on 4chan, anhanced with features ke
advanced search and statistics. Ghost posting makes it possible to continue the discussion after the Shread
has been purged from 4chan. This archive is unoffical and is in no way assocated with 4chan

If you are stil confusad, you should read our FAQ page or swing by the decussion board

Cick the board you are interestad in 10 go directly to the archive index of that board

Archives

Work safe [ Advice | Auto / Sports / Traditional Games { Travel / Telavision & Film / Paranormal |
Not work safe [ Flash / High Resolution / Politically Incoerect / Sh*t 4chan Says |

Boards

4pkabs dscussion

Archives Boards Articles
ladvi adwee (plebs) 4pets tncession Credits & Links
M Pan FAQ
] g Resonmen Legal
fod e Transparency
Ipoli Bosmcary wcanea Twitter

[S48] sht dchan Says
Ispl sporm

Mg/ Tradtioral Gares
Mrwl Tawel

Mv! Teevinios & Fam

IS Paramosnat

Searching 4plebs’s archive of 4chan’s “Politically Incorrect”
board for “StopTheSteal” returned several chats.

INVESTIGADOR_Z


http://archive.4plebs.org/

/pol/ - Politically Incorrect

Searching for posts that contain ‘stopthesteal’. 1691 resul

Anonymous [D:FmérFGJg Tue 09 Feb 2021 14:15:31 No.307343933 ™ View Report

>>307343485
They can't be incited. They didnt' commit & crime. It was just basic 181 Amendment activity.

They didnt have weapons (can't be a coup attempt)

They peaceably assembled (no damage 1o the many artworks) in the People's Assembly Hall

For redress of grievances (the merits of the #StopTheSteal complaint have been heard 10 this day by zero courts).
Anonymous ID:NHUSX 3cv Mon 08 Feb 2021 13:18:34 No.307189447 ™l view Report

Quoted By >»307189784

>»>307188210
#STOPTHESTEAL

Users are anonymous on the postings. As highlighted below, if a
user replies to an existing post, that post is identified in the reply so users

can follow the conversation.

/pol/ - Politically Incorrect

Searching for posts that contain ‘stopthesteal’. 1691 resul

This message Anonymous 10:FmersGag Tue 09 Feb 2021 14:15:31 No.307343933 i View Report

EE—
to post # Cant DE Nciled. They didnt’ commit a crime. It was just basic 15t Amendment activity

307343486

They didn't have weapons (cant be a coup atternpt)
They peaceably assembled (no damage o the many artworks) in the People’s Assembly Hall

For redress of grievances (the merits of the ¥StopTheSteal complaint have been heard 1o this day by 2er0 courts).

This message Anonymous 1o:MEDax icv Mon OB Feb 2021 13:18:34 No.307189447 ™I View Report

il a !EPIY Duoted By »»307T189784

to post #
307188210 L.
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Nyafuu Archive
https://archive.nyafuu.org/

Nyafuu Archive 1s another website that archives multiple boards
from 4chan. The code is open sourced (the project is called FoolFuuka).
The threads, thumbnails and posts were originally posted on 4chan.org's
boards. Due to the fact that content in 4chan boards will usually
disappear in a few hours, depending on the posting speed of each board,
this service automatically retrieves and archives posts from some of
4chan's boards and makes them available permanently.1%]

Nyatuu Archive

Archives Boards
/bant! mematoss®ardom Idev/ supper, reguests. and quessoms
le! ArimaiCune
JCON Comventor |dead) Articles
lel ecen oMmca
I Samponaten FAQ

Inews! Currert News Other archives

Jout! Ousscs Transparency

I Photograsty

oyl Teys

AP vary bnpotent Posers
mg! Video GamesMebile
I Poksmen

IVSU Video Games Suategy
It Virtual YouTubers

IWi ArimeiWalipapers
W)/ WarpapersiGeneral

JWSTT Werkaate Reguesta
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Other 4chan archives

Below is a list compiled by 4plebs.org that lists other archives of
4chan and the different boards each archive contains.[1]

Archive Status | Software | Boards archived
. /adv/ /f/ /hr/ /o/ [pol/ /s4s/ /sp/
4plebs Online | foolfuuka Itg] Itrvl 1tv] /x/

/bant/ /asp/ /¢/ /con/(dead) /e/ /n/
Nyafuu Archive | Online | foolfuuka | /news/ /out/ /p/ /toy/ /vip/ [vp/
/vst/ Ivt] Iw/ Iwg/ [wsr/

Rebecea Black | 5 1ine | foolfuuka | /egl/ /g/ /mu/
Tech
warosu ontine |t | /312l Jeg/ Teki /diy/ Ifal Tg]

/ic/ Ijp/ Nit/ /sci/ /tg/ [vr/

/a/ /aco/ /an/ /¢/ /co/ /d/ /fit/ /gif/
Desuarchive Online | foolfuuka | /his/ /int/ /k/ /m/ /mlp/ /qa/ /r9k/

/tg/ /trash/ /vr/ [wsg/
fireden.net Online | foolfuuka |/a/ /em/ /ic/ /sci/ /tg/ v/ Ivg/ Iyl
(Onion mirror)
arch.b4k.co Online | foolfuuka | /g/ /jp/ /mlp/ /v/
bstats Online | bostats ;g/sg:r/r;// /hm/ /1gbt/ /news/ /trash/

/bant/ /3/ /a/ /aco/ /adv/ /an/ /asp/
/b/ /biz/ /c/ /cgl/ /ck/ /em/ /col
/eon/ /d/ /diy/ Je/ /T/ /ta/ /fit/ /g/
/gd/ /git/ /h/ /he/ /his/ /hm/ /hr/ /i/
/ic/ /int/ /jp/ /k/ /1gbt/ /it/ /m/
Archived.Moe | Online | foolfuuka | /mlp/ /mu/ /n/ /news/ /o/ /out/ /p/
/po/ /pol/ /q/ /qa/ Iqst/ /t/ /t9K/ /s/
/s4s/ /sci/ /soc/ /sp/ It/ /tg/ /toy/
/trash/ /tev/ /tv/ Ju/ v/ Ivg/ Ivip/
Ivpl vt/ Iwl Iwg/ [wsg/ Iwst/ /x/
Iyl

The /b/ Archive | Online | foolfuuka | /bant/ /b/

Archive Of Sins | Online | foolfuuka | /h/ /he/ /hm/ /v/ /s/ Isoc/
scalearchive Online | foolfuuka | /trash/ (Only "Scaly generals")
TokyoChronos | Online | foolfuuka | /jp/ /vrpg/
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S8kun

8kun is another platform, oftentimes more extreme than 4chan.
8kun, previously called 8chan, Infinitechan or Infinitychan, is an
imageboard website composed of user-created message boards. An
owner moderates each board, with minimal interaction from site
administration. After going offline in August 2019, the site rebranded
itself as 8kun and was relaunched in November 2019

Wiicore 1o Biun Spesk feey - lpaly Winrang son
fars
’ On Boyn, you can craale pour own mageboard for free et 2o spenesncs or ;..
progranning knowiedgs nesded
B Airravsl
The Shun privacy policy has been updated. [Seplember 30, 3020
A h leafiets, and even books have played an important rode in the progress of mankingd. Persecuted groups and sects fram time to time
lmou'ounmmmnI«naﬂtloammoweumptmudunt.«amwumum
[Supreme Count Justios Hugo Back. Tadey v Cavom M2 US 60 (%860}
< =
ssny Fedkx
Nerve Center
0/ 103k 4 20D/ MANS0R wour DO / Roard Sl / Duy @t ad ( Mtee 00/ URSES QPR COTGONEND ¢ Mo Dooks | Tor aadress ¢ b 11 YWt Yor? / Dedar
Discord

Discord users communicate with voice calls, video calls, text
messaging, media and files in private chats or as part of communities
called "servers."

You o currently i privies mode: o s stver o st chottigt. | JomPOLITICS |

Welcome to
POLITICS

ASSIGNED ACTIVITY ROLES

HEW UNREADS.

@ rownaz. o
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DLive

DLive was purchased by the BitTorrent company in 2019. Due
to the site's lax enforcement of prohibited content guidelines, DLive has
become a popular alternative to YouTube and Twitch. DLive uses
blockchain for its servers and donation systems.

e !

Gab

Hate speech is extensively present on Gab. There are several
accounts making coordinated efforts toward recruiting Millennials to the
alt-right. Gab is positioned at the border of mainstream social networks

like Twitter and fringe communities like 4chan.1%]

gab n
G com ‘ hv: - Welcome to Gab.com
a
T
= TS
B ‘ Lo bocbor L] R
* = § PR now
. e e
L] . e ) Vet

o= g
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Parler

Parler has a significant user base of Donald Trump supporters,
conservatives, conspiracy theorists, and far-right extremists. Posts on the
service often contain far-right content, anti-Semitism, and conspiracy
theories such as QAnon.

Patriots.win

Patriots.win is another alt-right social media platform.
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Chapter 20 — Real World Data

There are a wide range of other potential online sources of
information that can be considered in an investigation. The following are
different avenues a researcher may explore depending on the subject
being investigated.

People Searching — Paid Services

Numerous data brokers will provide aggregated information
reports on individuals for a fee. The records include the usual contact
information — names, addresses, emails, phone numbers — that may be
publicly findable online with enough effort. These sites may also provide
other information, including possible relatives and previous addresses,
arrest records, and other personal information. Some of the paid services
include:

411.com

addresses.com
advanced-people-search.com
advancedbackgroundchecks.com
anywho.com

archives.com
beenverified.com
checkthem.com
clustrmaps.com
cyberbackgroundchecks
.com

dexknows.com
easybackgroundchecks.com
emailfinder.com
freephonetracer.com
grey-pages.com

hauziz.com
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identitypi.com
instantcheckmate.com
intelius.com
mylife.com
neighbor.report
nuwber.com
people.yellowpages.com
peoplefinders.com
peoplelooker.com
peoplelookup.com
peoplesmart.com
phonesbook.com
premium.whitepages.com
privateeye.com
publicrecords.com
publicrecordsnow.com
spokeo.com
thepublicrecords.com
theidentitypages.com
truthfinder.com
ussearch.com
usa-people-search.com
whitepages.com
xlek.com
zabasearch.com
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The National Sex Offender Public Website

https://www.fbi.gov/scams-and-safety/sex-offender-registry,

This database is coordinated by the Department of Justice and
enables the public to search the latest information from all 50 states, the
District of Columbia, Puerto Rico, Guam, and numerous Indian tribes for
the identity and location of known sex offenders. You can also search
registry websites maintained by individual jurisdictions by following the
links. The information contained in the national registry and the state and
tribal registries is identical, but the national registry enables a search
across multiple jurisdictions. The registry is available at this address:

Sex Offender Registry Websites
! 9 v 9
g (O o] A e © ’
9 vg
" ® e ¢ ;Q&,.
: : Q e %
@ 9 i Shra
R e
v 9 ¢
SFams
T‘;niloﬂos
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Federal Bureau of Prisons Inmate locator

https://www.bop.gov/inmateloc/

Locate the whereabouts of a federal inmate incarcerated from
1982 to the present. Due to the First Step Act, sentences are being
reviewed and recalculated to address pending Good Conduct Time
changes. As a result, an inmate's release date may not be up-to-date.
Website visitors should continue to check back periodically to see if any
changes have occurred.

s Federal Bureau of Prisons -
\./

Contact Us

Find an inmate.

Find By Number Find By Name

Type of Numbe

BOP Register Number ~ m

3 Federal Bureau of Prisons -

Find an inmate.

being reviewed d reca yled to acdre pending Gox conduct Y 2% AS a result ) inmare
t be X late. Website visit ! G Continue t NECk DACK per lically t e It ar hanges have

Find By Number Find By Name

First Middle Last Race Age Sex
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Inmate locator

http://www.theinmatelocator.com/

This site is a sizeable directory of different state and local
incarceration databases.
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Edmunds Car Data

https://www.edmunds.com/appraisal/

If you have either the license plate number or VIN number of a
vehicle, Edmunds free appraisal estimator can search for that vehicle and
will provide the make, model and year of a car as well as the zip code it
is registered in.

& edmunds Q G Used Cars for Sale  Appraise My Car

How much is my car worth: Instant used car values

Onr o6 Spprass 100 GIveSs yOU BN SCOUrate PRos for your welice — n 48 [IMe % & miruts. We wont
ask for personal info, and you won be contacted by thied parties

Lconss Pate  VIN  Yes/Mata/Mode

B i you know?

Wy pour Lioense Fiane of VIN,

Loerme Pae e

Select State

Q S
e

How much is my car worth: Instant used car values

Our troe SpErassl 1001 gES yOU BN SCONEN POOR fOf your wice — 0 48 e &% & minute. We wont
ask for personal info, and you wont be contacted by third parties

Lcanss Pate  VIN  YeaorMasa/Model

B D you know?

By #0007 your VIN or License PAte, y0u i DOt 0 Mose s0curMe apErosd Thl May (Mt pour COrs sahse

Where can | Snd my VIN?
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Dun & Bradstreet Reports

https://www.dnb.com/business-directory.html

Dun & Bradstreet’s business directory will provide a free
snapshot of any company’s ownership, estimated revenues, and affiliates,
if any. If your investigation involves a business owner or senior
executive, a Dun & Bradstreet report may provide additional insight.
Paid reports are available with more detailed information, including a
company’s credit history showing if a company pays its bills in a timely
manner.

CALL US (855) 887-6617

Below is a sample Dun & Bradstreet report on a small business.

INVESTIGADOR_Z


https://www.dnb.com/business-directory.html

tatements

MEYLA VIR Crum A b b vwt ol

Soie Compmres Nests

‘e

Gt & DB Hsivws Fome Tow

fnmrmisis fun waee than 31 sellir

607



Chapter 21 — Archiving Data

It’s always important to properly document the information you
uncover should you need to use it as evidence of a crime or violation
having been committed. There are several ways to do so, both on your
device and online.

Internet Archive
https://archive.org/

The Internet Archive, also called the Wayback Machine, is an
American digital library with the stated mission of "universal access to
all knowledge." It provides free public access to collections of digitized
materials, including websites, software applications/games, music,
movies/videos, moving images, and millions of books.

m INTERNET ARCHIV

Search the history of over 541 bilion web pages on the Intermet.

Baubekmachng -

Internet Archive is a non-profit Announcements
library of millions of free books, 2 -
movies, software, music, .ot
websites, and more. et Archive

3 Wt uating Conrolied
HB MA@ reper
- x igtal Lending Comeranty

=

)

The images on the following pages show the advance search
capabilities to narrow down archived webpages or media available on the
Internet Archive.
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Advanced Search

This form allows you to perform an advanced search. You only need to fill in one field below. This can be
any field. If you select "not” as your match criteria, you must select one other field.

Any Seid containg -
AND Title contains v
AND Cresor containg v
AND Description contains v
AND Collection is v
AND Mediatype s v | Al mediatypes v
AND e contains v
AND — contains v
AND - conlaing v
AND Cate YYYY v| MM v || DO v
AND Date range YYYY ¥ MM~ DD TOYYYYV|MMv||DD v

Search

Advanced Search returning JSON, XML, and
more

This will returm results in the farmat of your choice

duery

Fielas 10 return (peck ong oF more) optional) Sort results Dy
Wg_rabng -
backup_location | v
btin
fal_number
Fcleclcr‘
Fontnbutor
poverage Number of resuns
1ealoe
Lau
fescrgnon Fage
powricacs 1
priemal-identitier
Joidoutcount
ormat JSON feemat L]
penre
jdentder XML foemat
magecount save 10 fie
Indertag
lem_sae HTML table
Janguage
icenseur!
meciatype de Ne
members
nonth
hame Fiakds to resm” ignared
hoindex
pum_reviews

pai_updatedate

publbcdate
putlsher
Jelated-exnernal-id
Jenewdate

Pghts
pcanrungcentre
pource

ptripped _tags
pubect

itle

bype

pobd

preei

v

CSV foemat

RSS format
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Help with CSV and Excel (show/hide help)

Instructions for using the advanced search engine to create reports for items pertaining to books...

Notes

= You can try constructing a search query and hitting “Search” in the 1op “Advanced Search” section and then
coming "back” to this section to copy that query into the "Query " box

e "downloads” is the number of downioads for content in an item

« “month” is the number of downloads in the last 30 days

e “week” 1s the number of downloads in the last 7 days

« We have a known bug in our site with using " TO " in things like titles/descriptions. If you run nio a
problem and need 1o use " TO “, use it lowercase and you will avoid this bug

Dates and ranges

The following dates can be used for range queries

* addeddate

e createdate

« date

* indexdate

o publicdate

s reviewdate

= ribbon_state_modidy_date

* updatedate

The special date field, "oai_updatedate”, can be used to mean all of the following dates combined
* addeddate
¢ indexdate
s publicdate
o reviewdate
* updatedate

The rationale for “oai_updatedate” date merging is 1o allow something like the Open Archives Initiative protocol get
time-sornable kists of updated or added items
« addededate — should be time the item was ntially added to archave
o indexdate - should be last ime item had a change thal updated our search engine
* publicdate -- should be, for "most” items, the ime after its first denve is done (1e: has "public formats” for a
details’ page)
« reviewdate - updated to be the most recent time of all reviews (updated on new reviews and review changes)
* updatedate - mostly the time of the last ‘editxml page submut for an item

Example dale ranges. vpcetedste: (1007 T0 2008] createdate:(I997-02-01 TO 2097-82-11)

For dates like "sponsordate” that are not able to do ranges, they can still use * wikdcards, for example
sponsorcate: 200692

Example queries

publicdate: [2008-92-9]1 TO 2008-83-81] AND contributor:smithsonian spomsorcdate;200802° AND wmediatype:texts
indexdate: [2008-02-91709:12:007 TO 2008-93-01T00:23:991)

licensewrl:[Mtep://creativecommons org/a TO http://crestiveconmons . org/s)
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Explanation of Terms, Operators, Queries,
and Grouping

Here, you will find an explanation on how the syntax to the search engine works.

Ouwr sie uses a query syntax like the lucene guery synlax from the Apache Lucene opensource search engine A
briefer explanation of the syntax folows

Terms:

The search engine supports two types of terms, single terms and phrases
A single term 15 3 single word such as “est” or "helio”

A phrase Is @ group of words such as “duck and cover”

Field Specific queries:
If you want to restrict your search %o a specific part of the , YOU Can app in front the term a Faeld
Shoncut. such as
[titie “Duck and Cover* |
will look for "Duck and Cover” only in the litke of the ilems. For more information on Field Shoricuts, see section
about Freld Shoricuts Expansion
NOTE g N only 3 d set 5 betler than using the detault set for two reasons
1. i's much faster
2 the resulls are much more relevant

Boolean Operators:

By default, the operator is AND, which means that the query

lveslhellu ]

is exactly simiar 10 test AND hedlo, which means that documents contaning the term “est™ AND the term “hello” wil
be retumed

The query

[iest OR neito |

will retumn documents either containing the term “test™ OR the term hello” The guery

[test AND NOT hetio |

will retum documents that contain the term “test™ but not the term “heillo™ NOTE using the NOT operator, be sure %0
supply at least one term without the NOT, or search will fail (the query NOT test is not vakd)

Range Queries:

range queries allow you 10 search for documents whose feld match values in between two bounds, for example
|downinads {1000 TO 2000) |

will retumn fems whose load count = b 1000 and 2000 using (] wil inciude the bounds n the search,
and () wil exclude the bounds from the search If you don't want to specdy a bound, you can use the special keyword
“null”

|oownioads (10000 TO nun |

will search for tems with more that 10000 downloads.

Boosting a term:

Boosting allows you 1o control the relevance of a document by boosting its term. For example, if you are searching
for war guif and you want the term “guif™ to be more relevant boost # using the * symibol along with the boost factor
next to the term. You would type

[wwar guire4

This will make documents with the term gulf appear more relevant

Grouping:
The search engine Suppors using s€4 10 group 10 form sub for
|twar OR guiry AND tank
you can alsc use this feature within a field
I1me(war OR guif) ]

Fuzzy Queries:

If you are not sure how 10 spell a word you can ask the search engine 1o try 1o figure it out for you. To do this,
append a ~ afer the term to apply it on, for example

[pustorwood- |

will find the words buttonwood. as well as cottonwood and buttonware NOTE this query mvolves a lot of computing,
$0 use it wisely and expect to wait a ktfie for results to come inl
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Archive Today
https://archive.is/

Archive Today is a time capsule for web pages. It takes a

“snapshot” of a web page that will always be online even if the original

page disappears. It saves a text and a graphical copy of the page for
better accuracy and provides a short and reliable link to an unalterable
record of any web page. This can be useful if you want to take a snaps

hot

of a page that could be changed or deleted soon. Saved pages will have
no active elements and no scripts, so they keep you safe as they cannot

have any popups or malware.

archive.today @i @uw Dwmems G [ Donate

wetpage caphure

My url is alive and | want to archive its content

po emmameamn ————————————— F

Archive.today 15 a e Capsue or wed pages!

I takas 8 snacshol of 8 webpage that wil ahwvays be cnbos even I the ongmdl pape Asappars
I saves » lext and 8 gractucal copy ol e page for betler accuracy

and prowedes 3 short and relable 4=k o an unalerable record of any wed page

ncudng those from \Webd 2 0 siles

o DPof Oeechne w020 04 2 1008 1] ln

220042
o hing Oacchave w2014 06 26005 Powe 000ale ComMmats!

This can be usedsl If you want 10 take 3 ‘snapshot’ 3 page which could change soon. price st job offer. real estate isting, drunk biog post
Saved pages Wil have 20 Schve slements and no SCNEMS. 50 they keep you sale a3 they Cannal have 8y DOPUDS of Mahware!

| want to search the archive for saved snapshots

search querws by example

o Moo com  for Snapshots Yom Me host micTossh com
. 0 107 SNASERGHS HOM MICIOESN Com And Ml It JUBIOMANS (8.0 Wew MICIesen com
* i QOUDASRENY  Tor SNAEShoRs Yom exact url (Search IS Case-senstive

o hifie Mwiler combyurg”  for snapshots from urls staring with hip Atwitter comburg
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How to Capture Screenshots

There are several ways to capture your screen for documentation
and evidence purposes. Make sure to capture the URL, data information
and other identifying details to help validate the information being
captured. Here’s how to screenshot your computers and smartphones:

On Macs. Press [Shift][+[Command]+[4] keys at the same time.
The screenshot should save to your desktop.

On Windows PCs. Press the [Windows]+[PrintScreen] button at
the same time. The file will be default saved to the Pictures>Screenshots
folder.

On iPhones. For iPhones with FacelD, press the [Side Button]
and [Volume Up] buttons at the same time. For iPhones with TouchID
and Side Button, press the Side button. Press the [Side Button] and
[Home] button at the same time.

On Android devices. Press [Power] and {Volume Down] at the
same time for a few seconds. If that doesn’t work, try holding [Power]
down for a few seconds.

Save to Adobe PDF
https://helpx.adobe.com/acrobat/using/print-to-pdf.html

You can select Adobe PDF in almost any Windows or macOS
application while printing. Print to PDF creates an electronic copy of
your file that you can save to disk. Adobe Acrobat needs to be installed
on your computer, otherwise, the Adobe PDF printer or the Save As
Adobe PDF option will not appear.

ADO®E ACRORAT Overview Features Learn & Support m
Print to PDF E=R

You can select Adobe PDF in almaost any

s ¥ I ) § Quickly convert Weed 10 PDF
Windows or macIS applic ation while penting

3 = anline

Prinit to PDF creates ar TrONIC € i your

file that you can save 10 disk. Printing 3 il to m Aot 15 Aot Acrobiat 2017 Adathe Acrotot
PDF using the Adobe PDF printer Sattens the 2008, Adobe Acrobat DO
fike ¢ o
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Hunch.ly
https://www.hunch.ly/

Hunchly is a web capture tool specifically designed to document
online investigations. It automatically collects, documents, and annotates
every web page you visit. Using this tool, you never have to remember to
take a screenshot, cut and paste a URL, or save documents while you’re
browsing.

Hunchly automatically creates an audit trail of all of the steps
you go through during your research sessions. It allows you to track
where you’ve been and what you’ve seen along the way.

When I conduct research, I tend to jump rapidly from site to site,
clicking open every relevant link I might come across in news articles or
website, and there is always a risk I don’t screenshot or bookmark a page
that may contain perhaps a breadcrumb or a more significant piece of
data.

Hunchly will keep reference information on:

e Website pages

e Documents

e Search engine results

e Discussion forum posts

e Social media posts and discussions
e Dark web research

e Court filings

e URLs and timestamps

Hunchly is Perfect for Journalists

Automaticslly preserve webisites snd social media scrounts.
tasity categorize content while you build your next story.

Automaltic Preservation of Websites m

and Social Media . [ —
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Snagit

https://www.techsmith.com/screen-capture.html

Snagit is a paid service (currently a one-time cost of $50) that
has more features, including capturing your entire desktop, a window, or
a scrolling screen. There are many other screen capture options out there
as well.

Simple and Powerful

Screen Capture and
Recording Software

*hkkd as
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Zotero

https://www.zotero.org/

Zotero 1s primarily an academic research tool that helps collect,
organize, and analyze research and share it in a variety of ways. | have
found it helpful in gathering large amounts of information for my
journalism and research projects, allowing me to cite sources
extensively. Zotero stores author, title, and publication fields and exports
that information as formatted references. Zotero interacts seamlessly
with online resources: when it senses you are viewing a book, article, or
other object on the web, it can automatically extract and save complete
bibliographic references. It runs both as a web service and offline on
your personal devices, along with a Microsoft Word add-on.

zotero

Your personal
research assistant

Zotero is a free, easy-to-use tool to *'l)|;; you

collect, organize, cite, and share research.

Download

Zotero organizes your source materials and allows for efficient
referencing and citing to support your research.
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A Primer on Key Terms and Definitions

Definitions matter. To ensure discussions, debates, arguments,
and —most importantly — laws and justice are applied equally and
equitably for all people, clarifying what exactly someone, something, or
some action is or is not is crucial both for the immediate situation at hand
as well as for consistency in the future.

The following definitions are provided verbatim from
authoritative sources to provide context and some framework around the
events of January 6, 2021.

U.S. Constitution — 1st Amendment

Congress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof; or abridging the
freedom of speech, or of the press; or the right of the people peaceably to
assemble, and to petition the Government for a redress of grievances.[1%!

What Does Free Speech Mean?

Among other cherished values, the 1st Amendment protects
freedom of speech. The U.S. Supreme Court often has struggled to
determine what exactly constitutes protected speech. The following are
examples of speech, both direct (words) and symbolic (actions), that the
Court has decided are either entitled to 1st Amendment protections, or
not, and the relevant court case is noted for each ruling as reference.

Freedom of speech includes the right:

e Not to speak (specifically, the right not to salute the flag).
— West Virginia Board of Education v. Barnette, 319 U.S.
624 (1943).
e Of students to wear black armbands to school to protest a
war (“Students do not shed their constitutional rights at the
schoolhouse gate.”).
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— Tinker v. Des Moines, 393 U.S. 503 (1969).

e To use certain offensive words and phrases to convey

political messages.

— Cohen v. California, 403 U.S. 15 (1971).

To contribute money (under certain circumstances) to
political campaigns.

— Buckley v. Valeo, 424 U.S. 1 (1976).

To advertise commercial products and professional services
(with some restrictions).

— Virginia Board of Pharmacy v. Virginia Consumer
Council, 425 U.S. 748 (1976); Bates v. State Bar of
Arizona, 433 U.S. 350 (1977).

To engage in symbolic speech, (e.g., burning the flag in
protest).

— Texas v. Johnson, 491 U.S. 397 (1989); U.S. v. Eichman,
496 U.S. 310 (1990).

Freedom of speech does not include the right:

e To incite actions that would harm others (e.g., Shouting
“fire” in a crowded theater).

— Schenck v. U.S., 249 U.S. 47 (1919).

To make or distribute obscene materials.

— Roth v. U.S., 354 U.S. 476 (1957).

To burn draft cards as an anti-war protest.

— U.S. v. O’Brien, 391 U.S. 367 (1968).

e To permit students to print articles in a school newspaper
over the objections of the school administration.

— Hazelwood School District v. Kuhlmeier, 484 U.S. 260

(1988).
Of students to make an obscene speech at a school-
sponsored event.

— Bethel School District #43 v. Fraser, 478 U.S. 675 (1986).
Of students to advocate illegal drug use at a school-
sponsored event.

— Morse v. Frederick, U.S.  (2007).l11%

Freedom of Assembly explained

e QGrants individuals the right to gather in groups, in public
spaces, for any otherwise legal purpose. This is right is
closely associated with the idea of protest.llL!
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Coup d’Etat

We define a coup d'état as the sudden and irregular (i.e., illegal
or extra-legal) removal, or displacement, of the executive authority of an
independent government.3 Thus, we include as coups situations in which
the initiators leave the incumbent chief executive in a titular position but
impose a higher authority (e.g., a military junta or dictator) that is the de
facto executive power. We view the overthrow of a colonial government
as a regime change rather than a coup. Coups are usually, but not always,
initiated by a small group of elites within the government. While coups
are normally executed by the threat or use of force, they can also result
from a societal paralysis generated by massive civil strife. Some coups
involve violence; others are bloodless. If the initiators of a coup are
successful in exercising control of government, then the coup is
considered to be successful. Many coups are not successfully executed;
many others are disrupted in the planning stages (i.e., before execution is
even attempted).[112]

Criminal complaint

A criminal complaint is a formal accusation of criminal conduct
for purposes of establishing probable cause, not evidence of guilt. A
defendant is presumed innocent unless proven guilty.L3]

Domestic Terrorism

According to a November 2020, FBI memo titled, “Domestic
Terrorism: Definitions, Terminology, and Methodology,” Domestic
Terrorism for the FBI's purposes is referenced in U.S. Code at 18 U.S.C.
2331(5), and is defined as activities:

e Involving acts dangerous to human life that are a violation
of the criminal laws of the United States or of any State;
e Appearing to be intended to:
— Intimidate or coerce a civilian population;
— Influence the policy of government by intimidation or
coercion; or
— Affect the conduct of a government by mass destruction,
assassination or kidnapping; and
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e Occurring primarily within the territorial jurisdiction of the
United States.

The memo discusses individual’s protections under the st
Amendment, (which includes the right to assemble and right to protest).
It states out, “Under FBI policy and federal law, no investigative activity
may be based solely on 1st Amendment activity. The FBI does not
investigate, collect, or maintain information on US persons solely for the
purpose of monitoring activities protected by the 1st Amendment. All
personnel should exercise sound judgment and discretion in evaluating
the totality of circumstances surrounding any of these indicators in order
to determine whether a law enforcement or intelligence response or
activity is warranted.”

The remainder of the Domestic Terrorism discussion below is
verbatim from the FBI memo:

This is a definitional statute, not a charging statute. The FBI
talks about the threat these actors pose as Domestic Terrorism threats,
but each of the FBI's threat categories, described in further detail below,
uses the words "violent extremism" because the underlying ideology
itself and the advocacy of such beliefs is not prohibited by US law.

In using the term Domestic Terrorism, the Department of
Homeland Security looks to the Homeland Security Act definition of
terrorism, 6 U.S.C. 101(18), which is substantially similar but not
identical to the title 18 definition. That provision defines terrorism as any
activity that:

e Involves an act that:
— Is dangerous to human life or potentially destructive of
critical infrastructure or key resources; and
— Is a violation of the criminal laws of the United States or
of any State or other subdivision of the United States;
and
e Appears to be intended:
— To intimidate or coerce a civilian population;
— To influence the policy of a government by intimidation
or coercion; or
— To affect the conduct of a government by mass
destruction, assassination, or kidnapping.

In this vein, the FBI and DHS use the term Domestic Violent
Extremist (“DVE”) to describe an individual based and operating
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primarily within the territorial jurisdiction of the United States who seeks
to further their ideological goals wholly or in part through unlawful acts
of force or violence. The FBI memo points out that the mere advocacy of
ideological positions and/or the use of strong rhetoric does not constitute
violent extremism, and in some cases direct or specific threats of
violence must be present to constitute a violation of federal law.

As an exception, however, the DHS Office of Intelligence &
Analysis (I&A) does so in accordance with its Attorney General-
approved Intelligence Oversight Guidelines. I&A uses the term
"domestic terrorist," defined in those guidelines, interchangeably with
"domestic violent extremist" to describe such an actor.

Terminology

The US Government, including the FBI and DHS, continually
reviews and evaluates intelligence to ensure it is appropriately
identifying and categorizing a variety of national security threats to the
Homeland. As part of this continual internal review, the FBI and DHS
reconfigure broad threat categories as the threats evolve. While
categories help the FBI better understand the criminal actors we pursue,
we recognize actors' motivations vary, are nuanced, and sometimes are
derived from a blend of ideologies. The categories also inform the
intelligence and prevention efforts of DHS. Currently, the US
Government broadly divides the DT threat among the following threat
categories:

Racially or Ethnically Motivated Violent Extremism: This
threat encompasses the potentially unlawful use or threat of force or
violence in furtherance of ideological agendas derived from bias, often
related to race or ethnicity, held by the actor against others or a given
population group. Racially or Ethnically Motivated Violent Extremists
purport to use both political and religious justifications to support their
racially- or ethnically-based ideological objectives and criminal
activities.

Anti-Government or Anti-Authority Violent Extremism:
This threat encompasses the potentially unlawful use or threat of force or
violence in furtherance of ideological agendas, derived from anti-
government or anti-authority sentiment, including opposition to
perceived economic, social, or racial hierarchies, or perceived
government overreach, negligence, or illegitimacy.
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Animal Rights/Environmental Violent Extremism: This threat
encompasses the potentially unlawful use or threat of force or violence in
furtherance of ideological agendas by those seeking to end or mitigate
perceived cruelty, harm, or exploitation of animals and/or the perceived
exploitation or destruction of natural resources and the environment.

Abortion-Related Violent Extremism: This threat
encompasses the potentially unlawful use or threat of force or violence in
furtherance of ideological agendas relating to abortion, including
individuals who advocate for violence in support of either pro-life or
pro-choice beliefs.

All Other Domestic Terrorism Threats: This category
encompasses threats involving the potentially unlawful use or threat of
force or violence in furtherance of ideological agendas which are not
otherwise defined under or primarily motivated by one of the other
Domestic Terrorism threat categories. Such agendas could flow from, but
are not limited to, a combination of personal grievances and beliefs,
including those described in the other Domestic Terrorism threat
categories. Some actors in this category may also carry bias related to
religion, gender, or sexual orientation.

Methodology

The FBI recognizes a Domestic Terrorism Incident as an
ideologically-driven criminal act, including threats or acts of violence
made to specific victims, made in furtherance of a domestic ideological
goal, that has occurred and can be confirmed. A single incident may be
comprised of a scheme or a serial criminal or violent activity conducted
by the same perpetrator(s) using the same tactic(s).

The FBI recognizes a Domestic Terrorism Plot as a
combination of criminal activity and planning that collectively reflect
steps toward criminal action in furtherance of a domestic ideological
goal. Disrupted Domestic Terrorism Plots are plots which, in the FBI's
assessment, absent law enforcement intervention could have resulted in a
Domestic Terrorism incident. ]

Sedition

If two or more persons in any State or Territory, or in any place
subject to the jurisdiction of the U.S., conspire to overthrow, put down,
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or to destroy by force the Government of the U.S., or to levy war against
them, or to oppose by force the authority thereof, or by force to prevent,
hinder, or delay the execution of any law of the U.S., or by force to seize,
take, or possess any property of the U.S. contrary to the authority
thereof, they shall each be fined under this title or imprisoned not more
than twenty years, or both. 18 U.S. Code § 2384 - Seditious
conspiracy!l?!
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Procedural Terms

The following are procedural terms that were used in official
court filings submitted by law enforcement authorities referenced in the
case studies in Section 2. The definitions are from law.com’s legal
dictionary.!1¢]

Term Definition

affiant | a person who signs an affidavit and swears to its
truth before a notary public or some person
authorized to take oaths, like a County Clerk.

affidavit | any written document in which the signer swears
under oath before a notary public or someone
authorized to take oaths (like a County Clerk),
that the statements in the document are true. in
many states a declaration under penalty of
perjury, which does not require the oath-taking
before a notary, is the equivalent of an affidavit.

arrest | a judge's order to law enforcement officers to
warrant | arrest and bring to jail a person charged with a
crime, also called a warrant of arrest. The
warrant is issued upon a sworn declaration by the
district attorney, a police officer or an alleged
victim that the accused person committed a
crime.

assault | the threat or attempt to strike another, whether
successful or not, provided the target is aware of
the danger. The assaulter must be reasonably
capable of carrying through the attack. In some
states if the assault is with a deadly weapon (such
as sniping with a rifle), the intended victim does
not need to know of the peril. Other state laws
distinguish between different degrees (first or
second) of assault depending on whether there is
actual hitting, injury or just a threat. "Aggravated
assault" is an attack connected with the
commission of another crime, such as beating a
clerk during a robbery or a particularly vicious
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attack. 2) n. the act of committing an assault, as
in "there was an assault down on Third Avenue."
Assault 1s both a criminal wrong, for which one
may be charged and tried, and civil wrong for
which the target may sue for damages due to the
assault, including for mental distress.

attest

1) to confirm (usually in writing) that a
document is genuine.

2) to bear witness that someone actually signed a
document, such as a will. All states require at
least two witnesses (three in Vermont) to attest
that a will was signed and declared to be a will
(except a will written in one's own handwriting
in some states).

charge

in a criminal case, the specific statement of what
crime the party is accused (charged with)
contained in the indictment or criminal
complaint.

complainant

a person or entity who begins a lawsuit by filing
a complaint and is usually called the plaintift, or
in some cases the petitioner.

complaint

the first document filed with the court (actually
with the County Clerk or Clerk of the Court) by a
person or entity claiming legal rights against
another. The party filing the complaint is usually
called the plaintiff and the party against whom
the complaint is filed is called the defendant or
defendants. Complaints are pleadings and must
be drafted carefully (usually by an attorney) to
properly state the factual as well as legal basis
for the claim, although some states have
approved complaint forms which can be filled in
by an individual. A complaint also must follow
statutory requirements as to form. For example, a
complaint must be typed on a specific type of
paper or on forms approved by the courts, name
both the party making the claim and all
defendants, and should state what damages or
performance is demanded (the prayer). When the

627




complaint is filed, the court clerk will issue a
summons, which gives the name and file number
of the lawsuit and the address of the attorney
filing the complaint, and instructs the defendant
that he/she/it has a specific time to file an answer
or other response. A copy of the complaint and
the summons must be served on a defendant
before a response is required. Under a unique
statute, New York allows a summons to be
served without a complaint. A complaint filing
must be accompanied by a filing fee payable to
the court clerk, unless a waiver based on poverty
is obtained.

conviction

the result of a criminal trial in which the
defendant has been found guilty of a crime.

criminal law

those statutes dealing with crimes against the
public and members of the public, with penalties
and all the procedures connected with charging,
trying, sentencing and imprisoning defendants
convicted of crimes.

District
Attorney
(D.A))

an elected official of a county or a designated
district with the responsibility for prosecuting
crimes. The duties include managing the
prosecutor's office, investigating alleged crimes
in cooperation with law enforcement, and filing
criminal charges or bringing evidence before the
Grand Jury that may lead to an indictment for a
crime. In some states a District Attorney is
officially entitled County Attorney or State's
Attorney. U.S. Attorneys are also called Federal
District Attorneys and are prosecutors for
districts (there are several in larger states) within
the Department of Justice, are appointed by the
President and serve at his/her pleasure.

district
court

1) in the federal court system, a trial court for
federal cases in a court district, which is all or a
portion of a state.

2) a local court in some states.
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federal
courts

the court system which handles civil and criminal
cases based on jurisdictions enumerated in the
Constitution and federal statutes. They include
federal district courts which are trial courts,
district courts of appeals and the U.S. Supreme
Court, as well as specialized courts such as
bankruptcy, tax, claims (against the government)
and veterans' appeals.

felony

1) a crime sufficiently serious to be punishable
by death or a term in state or federal prison, as
distinguished from a misdemeanor which is only
punishable by confinement to county or local jail
and/or a fine.

2) a crime carrying a minimum term of one year
or more in state prison, since a year or less can be
served in county jail. However, a sentence upon
conviction for a felony may sometimes be less
than one year at the discretion of the judge and
within limits set by statute. Felonies are
sometimes referred to as "high crimes" as
described in the U.S. Constitution.

Grand Jury

a jury in each county or federal court district
which serves for a term of a year and is usually
selected from a list of nominees offered by the
judges in the county or district. The traditional 23
members may be appointed or have their names
drawn from those nominated. A Grand Jury has
two responsibilities

1) to hear evidence of criminal accusations in
possible felonies (major crimes) presented by the
District Attorney and decide whether the accused
should be indicted and tried for a crime. Since
many felony charges are filed by the District
Attorney in a municipal or other lower court
which holds a preliminary hearing to determine if
there is just cause for trial instead of having the
Grand Jury hear the matter, this function is of
minor importance in many jurisdictions.
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2) to hear evidence of potential public wrong-
doing by city and county officials, including acts
which may not be crimes but are imprudent,
ineffective or inefficient, and make
recommendations to the county and cities
involved.

indictment

a charge of a felony (serious crime) voted by a
Grand Jury based upon a proposed charge,
witnesses' testimony and other evidence
presented by the public prosecutor (District
Attorney). To bring an indictment the Grand Jury
will not find guilt, but only the probability that a
crime was committed, that the accused person
did it and that he/she should be tried. District
Attorneys often only introduce key facts
sufficient to show the probability, both to save
time and to avoid revealing all the evidence. The
Fifth Amendment to the U.S. Constitution
provides that "No person shall be held to answer
for a capital, or otherwise infamous crime, unless
on presentment of a Grand Jury...." However,
while grand juries are common in charging
federal crimes, many states use grand juries
sparingly and use the criminal complaint,
followed by a "preliminary hearing" held by a
lower court judge or other magistrate, who will
determine whether or not the prosecutor has
presented sufficient evidence that the accused has
committed a felony. If the judge finds there is
enough evidence, he/she will order the case sent
to the appropriate court for trial.

magistrate

1) a generic term for any judge of a court, or
anyone officially performing a judge's functions.

2) in a few states, an officer of the court at the
lowest level who hears small claims lawsuits,
serves as a judge for charges of minor crimes
and/or conducts preliminary hearings in criminal
cases to determine if there is enough evidence
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presented by the prosecution to hold the accused
for trial.

3) in federal courts, an official who conducts
routine hearings assigned by the federal judges,
including preliminary hearings in criminal cases.

Miranda
warning

the requirement, also called the Miranda rule, set
by the U.S. Supreme Court in Miranda v.
Arizona (1966) that prior to the time of arrest and
any interrogation of a person suspected of a
crime, he/she must be told that he/she has: the
right to remain silent, the right to legal counsel,
and the right to be told that anything he/she says
can be used in court against him/her. The
warnings are known as Miranda rights or just
"rights." Further, if the accused person confesses
to the authorities, the prosecution must prove to
the judge that the defendant was informed of
these rights and knowingly waived them, before
the confession can be introduced in the
defendant's criminal trial. The Miranda rule
supposedly prevents self-incrimination in
violation of the Fifth Amendment to the U.S.
Constitution. Sometimes there is a question of
admissibility of answers to questions made by
the defendant before he/she was considered a
prime suspect, raising a factual issue as to what
is a prime suspect and when does a person
become such a suspect?

probable
cause

sufficient reason based upon known facts to
believe a crime has been committed or that
certain property is connected with a crime.
Probable cause must exist for a law enforcement
officer to make an arrest without a warrant,
search without a warrant, or seize property in the
belief the items were evidence of a crime. While
some cases are easy (pistols and illicit drugs in
plain sight, gunshots, a suspect running from a
liquor store with a clerk screaming "help"),
actions "typical" of drug dealers, burglars,
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prostitutes, thieves, or people with guilt "written
across their faces," are more difficult to
categorize. "Probable cause" is often subjective,
but if the police officer's belief or even hunch
was correct, finding stolen goods, the hidden
weapon or drugs may be claimed as self-
fulfilling proof of probable cause. Technically,
probable cause has to exist prior to arrest, search
or seizure.

prosecute

1) in criminal law, to charge a person with a
crime and thereafter pursue the case through trial
on behalf of the government. This is normally the
function of the District Attorney (called States
Attorney or city prosecutor in some places) and
the U.S. Attorney in federal criminal cases. A
state Attorney General may prosecute in crimes
of statewide importance, and the U.S. Attorney
General, through the Solicitor General, may
prosecute for crimes involving matters of
national significance.

2) to conduct any legal action by a lawyer on
behalf of a client, including both civil and
criminal cases, but most commonly referring to
prosecution for crimes.

protest

1) to complain in some public way about any act
already done or about to be done, such as
adoption of a regulation by a county board,
sending troops overseas, or use of the death
penalty.

2) to dispute the amount of property taxes, the
assessed evaluation of property for tax purposes
or an import duty.

3) a written demand for payment of the amount
owed on a promissory note which has not been
paid when due or a check which has been
dishonored (not paid by the bank).

riot

1) technically a turbulent and violent disturbance
of peace by three or more people acting together.
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2) an assemblage of people who are out of
control, causing injury or endangering the
physical safety of others and/or themselves,
causing or threatening damage to property and
often violating various laws both individually
and as a group. The common thread is that the
people in a riot have the power through violence
to break the public peace and safety, requiring
police action. Often a riot is declared after the
crowd has been informed by police officers that
the people constitute an "unlawful assembly" and
are ordered to "disperse" immediately
(historically in England called "reading the riot
act"). If the crowd does not disperse, its members
become subject to arrest for the crime of rioting,
disturbing the peace, resisting arrest or other
separate crimes ranging from assault to unlawful
possession of firearms.

search
warrant

a written order by a judge which permits a law
enforcement officer to search a specific place
(e.g., 112 Magnolia Avenue, Apartment 3, or a
1991 Pontiac, Texas license number 123ABC)
and identifies the persons (if known) and any
articles intended to be seized (often specified by
type, such as "weapons," "drugs and drug
paraphernalia,”" "evidence of bodily harm"). Such
a search warrant can only be issued upon a sworn
written statement of a law enforcement officer
(including a prosecutor). The 4th Amendment to
the Constitution specifies: "...no warrants shall
issue, but upon probable cause, supported by
oath or affirmation, and particularly describing
the place to be searched and the persons or things
to be seized." The 14th Amendment applies the
rule to the states. Evidence unconstitutionally
seized cannot be used in court, nor can evidence
traced through such illegal evidence.

subpoena

an order of the court for a witness to appear at a
particular time and place to testify and/or
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produce documents in the control of the witness
(if a "subpoena duces tecum"). A subpoena is
used to obtain testimony from a witness at both
depositions (testimony under oath taken outside
of court) and at trial. Subpoenas are usually
issued automatically by the court clerk but must
be served personally on the party being
summoned. Failure to appear as required by the
subpoena can be punished as contempt of court if
it appears the absence was intentional or without
cause.
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Capitol Breach Cases

Below is a list of defendants charged in federal court in the
District of Columbia related to crimes committed at the U.S. Capitol in
Washington, D.C, on Wednesday, Jan. 6, 2021.

Every case is being prosecuted by the U.S. Attorney’s Office for
the District of Columbia. Following arrests, or surrender, defendants
must appear before district court magistrate/judge where the arrest takes
place, in accordance with the Federal Rules of Criminal Procedure.!1]

Location of
Arrest / Case
Name Charges Case Status Number
ABUAL- Entering and remaining in a Arrested New Jersey /
RAGHEB, restricted building; Disorderly |1/19/21 in the |1:21-cr-43
Rasha N. and disruptive conduct in a District of New
restricted building; Violent Jersey.
entry and disorderly conduct in
a Capitol building; Parading,
demonstrating, or picketing in a
Capitol building
ADAMS, Civil disorder; Obstruction of an | Arrested Texas,
Daniel Page |official proceeding; Assaulting, |1/16/21 inthe |Eastern
Resisting or Impeding Certain | Eastern District /
Officers; Entering and District of 1:21-cr-84
remaining in a restricted Texas.
building or grounds; Disorderly
and disruptive conduct in a
restricted building or grounds;
Disorderly conduct in a Capitol
building; Impeding Passage
Through the Capitol Grounds or
Buildings; Parading,
demonstrating, or picketing in a
Capitol building
ALAM, Assault on a Federal Officer Arrested Pennsylvania,
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Zachary with a Dangerous or Deadly 1/30/21 in the |Eastern
Jordan Weapon; Destruction of Eastern District /

Government Property over District of 1:21-mj-165

$1,000; Obstruction of an Pennsylvania.

official proceeding; Unlawful

Entry on Restricted Building or

Grounds; Violent Entry and

Disorderly Conduct
ALBERTS, |Unlawful Possession of a Arrested on Maryland /
Christopher  [Firearm on Capitol Grounds or |1/7/21. Initial |1:21-cr-26
Michael Buildings; Unlawful Entry or  |appearance /

Remaining on Restricted detention

Grounds without Lawful hearing on

Authority; Carrying a Pistol 1/7/21.

without a License Outside Defendant

Home or Place of Business; released.

Possession of a Large Capacity | Preliminary

Ammunition Feeding Device Hearing set for

1/28/21 at 2:00
p.m.

ALLAN, Theft of government property; |Arrested California,
Tommy Entering and remaining in a 1/22/21 in the |Eastern
Frederick restricted building or grounds; |Eastern District /

Disorderly and disruptive District of 1:21-cr-64

conduct in a restricted building |California.

or grounds; Entering and

Remaining on the Floor of

Congress; Disorderly conduct in

a Capitol building; Parading,

demonstrating, or picketing in a

Capitol building
ALVARADQ, |Restricted building or grounds; / 1:21-mj-
Wilmar Violent entry or disorderly 169
Jeovanny conduct; Civil disorders;
Montano Assaulting, resisting, or

impeding certain officers or

employees; Obstruction of an

official proceeding
ALVEAR Entering and remaining in a Arrested Virginia,
Gonzalez, restricted building or grounds; |2/12/21 in the |Eastern
Eduardo Disorderly and disruptive Eastern
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Nicolas (aka, |conduct in a restricted building |District of District /
Alvear or grounds; Disorderly conduct | Virginia. 1:21-mj-189
Gonzalez in a Capitol building; Parading, |Initial
Eduardo demonstrating, or picketing in a | Appearance
Nicolas; aka, |Capitol building 2/12/21 at
Nicolas 2:00pm.
Alvear)
ANDRIES, [Knowingly Entering or Maryland /
John D. Remaining in any Restricted 1:21-cr-93
Building or Grounds Without
Lawful Authority; Violent entry
and disorderly conduct on
Capitol grounds
ASHLOCK, |Conspiracy; Obstruction of law / 1:21-mj-
Ryan enforcement during civil 241
disorder; Obstruction of
Justice/Congress; Knowingly
Entering or Remaining in any
Restricted Building or Grounds
Without Lawful Authority
AUNGST, Restricted Building or Grounds; | Arrested Pennsylvania,
Mark Violent Entry or Disorderly 2/4/21 1in the Middle
Roderick Conduct Middle District | District /
of 1:21-mj-176
Pennsylvania.
Initial
appearance
2/4/21.
AYRES, Willfully and knowingly utter | Arrested Ohio,
Stephen loud, threatening, or abusive 1/25/21 in the [Northern
Michael language, or engage in Northern District /
disorderly or disruptive conduct, | District of 1:21-mj-154
at any place in the Grounds or  |Ohio

in any of the Capitol Buildings
with the intent to impede,
disrupt, or disturb the orderly
conduct of a session of
Congress or either House of
Congress, or the orderly
conduct in that building of a
hearing before, or any
deliberations of, a committee of
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Congress or either House of
Congress

BAKER, Knowingly entering or Arrested North
Stephen remaining in any restricted 2/1/21 inthe  |Carolina,
Maury building or grounds without Eastern Eastern
lawful authority; Violent entry |District of District /
and disorderly conduct on North 1:21-mj-170
Capitol grounds Carolina.
Initial
appearance
2/1/21 at
10:00am.
BANCROEFT, [Knowingly entering or Arrested Pennsylvania,
Dawn remaining in any restricted 1/29/21 in the |Eastern
building or grounds without Eastern District /
lawful authority; Knowingly District of 1:21-mj-182
engaging in disorderly or Pennsylvania.
disruptive conduct in any
restricted building or grounds;
Violent entry and disorderly
conduct on Capitol grounds
BARANYI, |Entering and remaining in a Arrested on New Jersey /
Thomas restricted building; Disorderly |1/12/21. Initial |1:21-cr-62
and disruptive conduct in a appearance in
restricted building or grounds; |the District of
Disorderly conduct in a Capitol |New Jersey on
building; Parading, 1/12/21.
Demonstrating, and Picketing in
a Capitol Building
BARNETT, |Obstruction of an official Initial Arkansas,
Richard proceeding; Aiding and Appearance Western
abetting; Entering and 1/12/21 at 3pm |District /
remaining in a restricted CST (virtual — [1:21-cr-38

building or grounds with a
deadly or dangerous weapon;
Disorderly and disruptive
conduct in a restricted building
or grounds with a deadly or
dangerous weapon; Entering
and Remaining in Certain
Rooms in the Capitol Building;
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Disorderly conduct in a Capitol
building; Parading,
demonstrating, or picketing in a
Capitol building; Theft of
Government Property

BAUER, Entering and remaining in a Arrested on Kentucky,
Robert L. restricted building; Disorderly |1/15/21 in the |Western
and disruptive conduct in a Western District /
restricted building; Violent District of 1:21-mj-59
Entry and Disorderly Conduct at | Kentucky.
the Grounds and in a Capitol
Building
BECKLEY, [Unlawful entry of a restricted | Arrested Kentucky,
Damon building; disorderly conduct on |1/16/21 in the |Western
Michael Capitol grounds Western District /
District of 1:21-mj-60
Kentucky.
BENNETT, [Knowingly Entering or Arrested District of
Andrew Remaining in a physical 1/26/2021 in  |Columbia /
violence against any person or |the District of |1:21-mj-141
property in any restricted Columbia.
building or grounds without
lawful authority; Disorderly
conduct on Capitol grounds
BETANCUR, |Entering and remaining in a Arrested Maryland /
Bryan (aka restricted building or grounds; |1/17/21 inthe |1:21-mj-72
Bryan Disorderly and disruptive District of
Clooney, aka |conduct in a restricted building |Maryland.
Maximo or grounds; Entering and
Clooney) Remaining in Certain Rooms in
the Capitol Building; Disorderly
conduct in a Capitol building or
Grounds; Parading,
demonstrating, or picketing in a
Capitol building
BIGGS, Obstruction of an official Arrested Florida,
Joseph proceeding; Restricted Building |1/20/21 in the |Middle
Randall or Grounds; Violent and Middle District | District /
Disorderly Conduct of Florida. 1:21-mj-126
Initial
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appearance
1/20/21 in the
Middle District
of Florida.
BINGERT, Certain Acts During Civil Arrested Pennsylvania,
Craig Michael | Disorder 1/18/21 in the |Eastern
Eastern District /
District of 1:21-mj-104
Pennsylvania.
BISIGNANO, |Obstruction of an official Arrested California,
Gina Michelle [proceeding; Aiding and 1/19/21 in the |Central
abetting; Civil disorder; Central District | District /
Destruction of Government of California. |[1:21-cr-36
Property; Entering and Ordered
remaining in a restricted detained.
building or grounds; Disorderly |Indicted
and disruptive conduct in a 1/29/21.
restricted building or grounds;
Engaging in physical violence
in a restricted building or
grounds; Disorderly conduct in
a Capitol building
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BLACK, Restricted building or  |Arrested in Northern |Alabama,
Joshua grounds; violent entry | Alabama on Northern
Matthew and disorderly conduct |1/14/2021. District /
Detention, 1:21-mj-49
preliminary, and
identity hearings set
for 1/20/21 at
2:30pm.
BLAIR, David |Assault on Federal / 1:21-mj-
Alan Officer or on Person 211
Assisting Federal
Officer; Obstruction of
law enforcement during
civil disorder;
Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Disorderly
Conduct on Restricted
Grounds Impeding
Govt. Business;
Physical Violence on
Restricted Grounds;
Violent entry and
disorderly conduct on
Capitol grounds
BLEDSOE, Knowingly entering or |Arrested in TN on Tennessee /
Matthew remaining in any 1/15/21. 1:21-mj-48
restricted building or | Video initial
grounds without lawful |appearance in federal
authority; Violent entry |court in Memphis
and disorderly conduct |1/15/21 at 11:00am
on Capitol grounds CST.
BONET, James |Entering and remaining |Arrested 1/27/21 in  |New York,
in a restricted building; |the Northern District |Northern
Disorderly and of New York. District /
disruptive conduct in a 1:21-mj-164
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;
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Parading,
demonstrating, or

picketing in a Capitol
building
BOZELL IV, |Obstructing an Official / 1:21-mj-
Leo Brent Proceeding and 222
Attempting to do so;
Restricted Building and
Grounds; Disorderly
Conduct
BROCK, Larry |One count of Initial appearance Texas,
Rendall knowingly entering or [1/12/21. (NDTX Northern
remaining in any District Court). District /
restricted building or 1:21-mj-23
grounds without lawful
authority and one count
of violent entry and
disorderly conduct on
Capitol grounds
BROMLEY, Unlawful Entry to / 1:21-mj-
Phillip Andrew |Restricted Building; 227
Disorderly conduct on
Capitol grounds
BRONSBURG, |Restricted Building or |Arrested 2/4/21 in the |Pennsylvania,
Tammy A. Grounds; Violent Entry |Middle District of Middle
(aka, Tammy |or Disorderly Conduct |Pennsylvania. Initial |District/
Butry) appearance 2/4/21. 1:21-mj-176
BROWN, Terry |Entering and remaining |Arrested on 1/11/21. |Pennsylvania
in a restricted building; |Released on / 1:21-cr-41

Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a Capitol
building

conditions. The

preliminary hearing is

scheduled for

Tuesday, January 19,
2021 at 10:00 a.m.
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CALDWELL, |Conspiracy; Conspiracy |Arrested 1/19/21 in | Virginia,
Thomas to Impede or Injure the Western District | Western
Edward Officer; Destruction of |of Virginia. District /
Government Property; 1:21-mj-119
Obstruction of an
official proceeding;
Restricted Building or
Grounds; Violent Entry
or Disorderly Conduct
CALHOUN Jr., |Obstruction of an Arrested 1/15/21 in | Georgia,
William Mccall |official proceeding; the Middle District of [Middle
Restricted Building or [Georgia. Detention | District /
Grounds; Violent Entry |hearing on 1/21/21 at |1:21-mj-40
or Disorderly Conduct |[10:30am in the
Middle District of
Georgia. Ordered
detained.
CAMARGO, [Civil disorder; Entering |Arrested 1/20/21 in | Virginia,
Samuel and remaining in a the Eastern District of |Eastern
restricted building or | Virginia. District /
grounds; Disorderly or 1:21-mj-68
Disruptive Conduct in
a Restricted Building or
Grounds; Disorderly
conduct in a Capitol
building
CAPSEL, Knowingly entering or |Arrested 1/26/21 in  |Illinois,
Matthew remaining in any the Southern District |Southern
restricted building or  |of [llinois. District /
grounds without lawful |Initial appearance 1:21-mj-22

authority; and
knowingly engages in
any physical violence
against any person or
property in any
restricted building or
grounds; or attempts or
conspires to do so;
Forcibly assaulted,
resisted, opposed,
impeded, intimidated,
or interfered with any
officer or employee of

1/29/21 at 9:30am CT
in the Southern
District of Illinois.
Released on bond
with conditions.
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the U.S. or of any
agency in any branch of
the U.S. Government
(including any member
of the uniformed
services) while engaged
in or on account of the
performance of official
duties; Committed or
attempted to commit
any act to obstruct,
impede, or interfere
with law enforcement
officer lawfully
engaged in the lawful
performance of his
official duties incident
to and during the
commission of a civil
disorder which in any
way or degree
obstructs, delays, or
adversely affects
commerce or the
movement of any
article or commodity in
commerce or the
conduct or performance
of any federally
protected function.

CASTRO, Knowingly Entering or / 1:21-mj-
Mariposa Remaining in any 142

Restricted Building or

Grounds Without

Lawful Authority;

Violent entry and

disorderly conduct on

Capitol grounds
Chansley, Civil disorder; Complaint filed Arizona /
Jacob Anthony |Obstruction of an 1/8/21. Indicted 1:21-cr-3
(aka, Jacob Official Proceeding; 1/11/21.
Angeli) Entering and remaining

in a restricted building;
Disorderly and
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disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a Capitol
building

CHRESTMAN,

William

Conspiracy; Civil
disorder; Obstruction of
an official proceeding;
Threatening to assault a
Federal Law
Enforcement Officer;
Knowingly Entering or
Remaining in any
Restricted Building or
Grounds Without
Lawful Authority (with
1752(b)(1)(A)
enhancement);
Disorderly conduct on
Capitol grounds

Arrested 2/11/21 in
the Western District
of Missouri.

Missouri,
Western
District /
1:21-mj-218

CIARPELLI,
Albert A.

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

New York /
1:21-mj-38

CLARK,
Christy

Restricted Buildings or
Grounds; Violent Entry
or Disorderly Conduct

Pennsylvania
/ 1:21-mj-209

CLARK,
Matthew

Restricted Buildings or
Grounds; Violent Entry
or Disorderly Conduct

Pennsylvania
/ 1:21-mj-209

COFFMAN,
Lonnie

Possession of an
unregistered firearm
(destructive device) and

Arrested on 1/7/21.
Initial appearance on
1/7/21. Detained.
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carrying a pistol
without a license.

Detention/Preliminary
Hearing set for
1/12/21. 3:00 p.m.
Indicted on 1/11/21.

COLON, Louis

Enrique

Conspiracy; Civil
disorder; Obstruction of
an official proceeding;
Knowingly entering or
remaining in any
restricted building or
grounds; Without
Lawful Authority (with
1752(b)(1)(A)
enhancement);
Disorderly conduct on
Capitol grounds

Arrested 2/11/21 in
the Western District
of Missouri.

Missouri,
Western
District /
1:21-mj-218

COLT, Josiah

Obstruction; Aiding
and abetting; Entering
and remaining in a
restricted building;
Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building

Arrested in Idaho.

Idaho / 1:21-
cr-74

CONNELL,
Cody Page
Carter

Civil disorder;
Obstruction of an
official proceeding;
Assaulting, Resisting or
Impeding Certain
Officers; Entering and
remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Disorderly
conduct in a Capitol
building; Impeding
Passage Through the
Capitol Grounds or
Buildings; Parading,
demonstrating, or
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picketing in a Capitol
building

Cooke, Nolan
B.

Acts during civil
disorder;
entering/remaining on
restricted buildings or
grounds &
disorderly/disruptive
conduct in or near
restricted building or
grounds; unlawful
activities on Capitol
grounds

Arrested 1/21/2021 in
the Eastern District of
Texas.

Texas,
Eastern
District /
1:21-mj-143
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COUNCIL, Knowingly entering or Arrested 1/14/21 |Florida,
Matthew remaining in any restricted in the Middle Middle
building or grounds without District of District /
lawful authority and violent Florida. Initial 1:21-mj-8
entry and disorderly conduct | Appearance
on Capitol grounds. Council 1/14/21 in the
allegedly unlawfully entered  |Middle District
the Capitol Building, and when |of Florida.
stopped by law enforcement, |Released on
he pushed the officer. personal
recognizance
bond.
Status hearing
set for 2/11/21 at
11:00am in
telephonic.
COURTRIGHT, |Entering and remaining in a Arrested West
Gracyn Dawn  |[restricted building; Disorderly [1/19/2021 in Virginia,

and disruptive conduct in a Southern District | Southern /
restricted building; Disorderly |of West Virginia |1:21-cr-72
Conduct in a Capitol Building; |The parties are to
Parading, demonstrating, or appear before the
picketing in a Capitol building; | Court for an
Theft of Government Property |Arraignment set
for 2/11/2021 at
2:00 PM by
VTC.
CRASE, Dalton |Entering and remaining in a Kentucky /
Ray restricted building or grounds; 1:21-mj-
Disorderly and disruptive 183
conduct in a restricted building
or grounds; Disorderly conduct
in a Capitol building or
Grounds; Parading,
demonstrating, or picketing in
a Capitol building
CROWL, Conspiracy; Conspiracy to Arrested 1/18/21 [Ohio,
Donovan Ray  |Impede or Injure Officer; in the Southern  |Southern
Destruction of Government District of Ohio. |District /
Property; Obstruction of an 1:21-mj-
official proceeding; Restricted 119
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Building or Grounds; Violent
Entry or Disorderly Conduct

CROQOY, Glenn |Unlawful Entry on restricted Colorado /
Wes Lee buildings or grounds; Violent 1:21-mj-
entry and disorderly conduct 234
on Capitol grounds
CUA, Bruno Assault on a Federal Officer; |Arrested 2/6/21 |Georgia,
Joseph Civil disorder; Obstruction of |in the Northern |Northern
an official proceeding; District of District /
Restricted Building or Georgia. 1:21-mj-
Grounds; Enter or remain on 187
the floor or gallery of either
House of Congress, Violent
Entry or Disorderly Conduct,
Engage in physical violence,
Obstruct, or impede passage,
and parade, demonstrate, or
picket on Capitol Grounds
CUDD, Jenny |Obstruction of an official Released on Texas /
Louise proceeding; Entering and personal 1:21-cr-68
remaining in a restricted recognizance
building or grounds; bond.
Disorderly and disruptive
conduct in a restricted building
or grounds; Disorderly conduct
in a Capitol building; Parading,
demonstrating, or picketing in
a Capitol building; Aiding and
Abetting
CURZIO, Entering and remaining in a Initial Florida,
Michael restricted building; Disorderly |appearance in the |Middle
and disruptive conduct in a Middle District |District /
restricted building; Violent of Florida on 1:21-cr-41
entry and disorderly conduct in |1/14/2021.
a Capitol building; Parading,
demonstrating, or picketing in
a Capitol building
DAUGHTRY, |Restricted Building or Grounds |Arrested 1/15/21 |Georgia,
Michael Shane in the Middle Middle
District of District /
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Georgia.
Detention
hearing on
1/21/21 at
10:30am in the
Middle District
of

Georgia. Ordered
detained.

1:21-mj-
41

DECARLO, Conspiracy; Obstruction of an |Arrested 1/26/21 |Texas,
Nicholas official proceeding; in the Northern |Northern
Destruction of Government District of Texas. |District /
Property; Theft of government 1:21-cr-73
property; Restricted Building
or Grounds; Aiding and
Abetting
DEGRAVE, Assaulting, resisting, or Arrested 1/28/21 |Nevada /
Nathaniel J. impeding certain officers; Civil |in the District of |1:21-cr-90
(aka, Nathan disorder; Obstruction of an Nevada.
DeGrave) official proceeding; Entering  |Initial
and remaining in a restricted  |appearance

building or grounds;
Disorderly and disruptive
conduct in a restricted building
or grounds; Disorderly conduct
in a Capitol building; Impeding
Passage Through the Capitol
Grounds or Buildings; Act of
physical violence in the
Capitol grounds or buildings;
Parading, demonstrating, or
picketing in a Capitol building

2/1/21 at 3:00pm
in the District of
Nevada. Ordered
detained.
Preliminary

hearings set for
2/16/21.

DRESCH, Karl

Obstruction of an official
proceeding; Entering and
remaining in a restricted
building or grounds;
Disorderly and disruptive
conduct in a restricted building
or grounds; Disorderly conduct
in a Capitol building; Parading,
demonstrating, or picketing in
a Capitol building

Arrested 1/20/21
in the Western
District of
Michigan.
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Egtvedt, Daniel [Assault on a federal officer or Maryland /
Dean person assisting a federal 1:21-mj-
officer; Obstruction of law 212
enforcement during civil
disorder; Obstruction of
Justice/Congress; Unlawful
entry, disorderly conduct, and
physical violence into, in, or on
a restricted building or
grounds; Disorderly Conduct
and Physical Violence on
Capitol Grounds
EHMKE, Destruction of Government Arrested 1/13/21 |California,
Hunter Allen Property; Obstruction of an in California. Central
official proceeding; Disorderly |Initial District /
conduct in a Capitol building; |Appearance in  |1:21-cr-29
Parading, demonstrating, or federal court in
picketing in a Capitol building |the Central
District of
California
1/14/21.
Defendant was
released on bond
with home
detention and
electronic home
monitoring.
Initial
appearance in
federal court in
the District of
Columbia
scheduled for
1/21/21.
EHRKE, Entering and remaining in a Arrested 1/19/21 |California,
Valerie Elaine |[restricted building; Disorderly |in the Eastern Eastern
and disruptive conduct in a District of District /
restricted building; Violent California. 1:21-cr-97

entry and disorderly conduct in
a Capitol building; Parading,
demonstrating, or picketing in
a Capitol building
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EISENHART, |Obstruction of an official Arrested 1/16/21 |Tennessee
Lisa proceeding; Restricted in Tennessee. / 1:21-mj-
Building or Grounds; Violent |Initial 71
Entry or Disorderly Conduct; |appearance
Aiding and Abetting 1/19/21 in the
Middle District
of Tennessee.
Detention
hearing set for
January 25,
2021. Ordered
detained and
transported to
D.C.
ERICSON, Unlawful Entry on restricted  |Arrested 1/22/21 |Oklahoma,
Andrew C. buildings or grounds; Violent |in the Eastern Eastern
entry and disorderly conduct | District of District /
on Capitol grounds Oklahoma. 1:21-mj-
131
Evans, Derrick |[One count of knowingly West
entering or remaining in any Virginia /
restricted building or grounds 1:21-mj-
without lawful authority; and 16
one count of violent entry and
disorderly conduct on Capitol
Grounds.
FAIRLAMB, Civil disorder; Obstruction of |Arrested 1/22/21 |New
Scott Kevin an official proceeding; in the District of |Jersey /

Assaulting, Resisting, or
Impeding Certain Officers;
Entering and remaining in a
restricted building or grounds
with a deadly or dangerous
weapon; Disorderly and
Disruptive Conduct in a
Restricted Building or
Grounds; Impeding Ingress and
Egress in a Restricted Building
or Grounds; Engaging in
physical violence in a
restricted building or grounds;
Disorderly conduct in a Capitol
building; Impeding Passage
Through the Capitol Grounds

New Jersey.
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or Buildings; Act of physical
violence in the Capitol grounds
or buildings; Parading,
demonstrating, or picketing in
a Capitol building

FAULKNER,
Troy Elbert

Destruction of Government
Property; Obstruction of an
official proceeding; Entering
and Remaining in Restricted
Building or Grounds;
Disorderly and disruptive
conduct in a restricted building
or grounds; Engaging in
physical violence in a
restricted building or grounds;
Disorderly conduct in a Capitol
building; Stepping, climbing,
removing, or injuring property
on the Capitol grounds

Ohio /
1:21-mj-
167

FEE, Thomas

Knowingly Entering or
Remaining in any Restricted
Building Without Lawful
Authority; Violent entry and
disorderly conduct on Capitol
grounds

New York
/ 1:21-mj-
88

FELLOWS,
Brandon

Restricted Building or
Grounds; Violent Entry or
Disorderly Conduct

Arrested 1/17/21.
Hearing set for
1/19/21 in the
Northern District
of New York.

New York,
Northern
District /
1:21-cr-83

653




FISCHER, Joseph  |Obstruction of law Arrested Pennsylvania,
W. enforcement during civil |2/19/2021 in  |Middle
disorder; Knowingly the Middle District /
entering or remaining in | District of 1:21-mj-237
any restricted building or |Pennsylvania.
grounds without lawful |Initial
authority; Violent entry |appearance
and disorderly conduct  |2/19/21.
on Capitol grounds; Ordered
Obstruction of detained
Justice/Congress pending a
detention
hearing
scheduled for
2/23/21 in the
Middle
District of
Pennsylvania.
FISHER, Samuel J. |Unlawful Entry on Arrested New York,
(aka Brad Holiday) [Restricted Grounds; 1/20/21 in the |Eastern
Disorderly Conduct on  |Eastern District /
Restricted Grounds District of 1:21-mj-146
New York.
FITCHETT, Cindy |Entering and remaining Virginia /
in a restricted building; 1:21-cr-41
Disorderly and disruptive
conduct in a restricted
building; Violent entry
and disorderly conduct in
a Capitol building;
Parading, demonstrating,
or picketing in a Capitol
building
FITZSIMONS, Kyle |Civil disorder; Arrested Maine / 1:21-
Obstruction of an official |{2/4/21 in the |mj-190
proceeding; Inflicting District of
Bodily Injury on Certain |Maine.

Officers; Entering and
remaining in a restricted
building or grounds;
Disorderly and disruptive
conduct in a restricted
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building or grounds;
Engaging in physical
violence in a restricted
building or grounds;
Disorderly conduct in a
Capitol building; Act of
physical violence in the
Capitol grounds or
buildings

FOY, Michael Joseph

Civil disorder;
Obstruction of an official
proceeding; Assaulting,
resisting, or impeding
certain officers using a
dangerous weapon;
Entering and remaining
in a restricted building or
grounds with a deadly or
dangerous

weapon; Entering and
remaining in a restricted
building or grounds;
Disorderly and disruptive
conduct in a restricted
building or grounds; Act
of physical violence in
the Capitol grounds or
buildings

Arrested
1/21/21 in the
Eastern
District of
Michigan.

Michigan,
Eastern
District /
1:21-mj-136

FRACKER, Jacob

Obstruction of an official
proceeding; Aiding and
abetting; Entering and
remaining in a restricted
building; Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building or
Grounds

/ 1:21-mj-36

GALLAGHER,
Thomas

Entering and remaining
in a restricted building;
Disorderly and disruptive
conduct in a restricted
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building; Violent entry
and disorderly conduct in
a Capitol building;
Parading, demonstrating,
or picketing in a Capitol
building

GARCIA, Gabriel Certain Acts During Arrested Florida,

Augustin Civil Disorder, Aiding 1/19/21 in the |Southern
and abetting; Knowingly |Southern District /
entering or remaining in | District of 1:21-mj-95
any restricted building or |Florida.
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

GENCO, Raechel Knowingly entering or Pennsylvania
remaining in any / 1:21-mj-231
restricted building or
grounds without lawful
authority

GERDING, Christina | Knowingly entering or | Arrested [llinois,
remaining in any 1/28/21 in the |Central
restricted building or Central District /
grounds without lawful |District of 1:21-mj-148
authority; Knowingly [linois.

Engaging in Disorderly |Defendant

or disruptive Conduct in |released on

any Restricted Building |conditions.

or Grounds; Violent entry | Next hearing

and disorderly conduct  |2/2/21 via

on Capitol grounds video in
federal court in
the District of
Columbia.

GERDING, Jason Knowingly entering or | Arrested Ilinois,
remaining in any 1/28/21 in the |Central
restricted building or Central District /
grounds without lawful  |District of 1:21-mj-148
authority; Knowingly [linois.

Engaging in Disorderly |Defendant

or disruptive Conduct in
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any Restricted Building |conditions.

or Grounds; Violent entry | Next hearing

and disorderly conduct  |2/2/21 via

on Capitol grounds video in
federal court in
the District of
Columbia.

GIESWEIN, Robert |Obstruction of an official | Arrested Colorado /
proceeding; Assaulting, |1/18/21 inthe |1:21-cr-24
resisting, or impeding District of
certain officers usinga  |Colorado.
dangerous weapon; Detention
Destruction of hearing
Government Property; 1/25/21.

Entering and remaining |Ordered
in a restricted building or |detained.
grounds with a deadly or

dangerous weapon

GIONET, Anthime |Knowingly entering or | Arrested Texas,

Joseph remaining in any 1/15/21 in Houston /
restricted building or Houston, 1:21-mj-14
grounds without lawful |Texas.
authority; violent entry
and disorderly conduct
on Capitol grounds.

GOLD, Simone Restricted Building or Arrested California,

Melissa Grounds; Violent Entry |1/18/21 in the |Central
and Disorderly Conduct |Central District /

District of 1:21-cr-85
California.

Released on

conditions.

Virtual hearing

in federal court

in the District

of Columbia

on 1/21/21.

GOODWYN, Daniel |Knowingly entering or | Arrested Texas,
remaining in any 1/29/2021 in  |Eastern
restricted building or the Eastern District /
grounds without lawful |District of 1:21-mj-63
authority; Violent entry | Texas.
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and disorderly conduct
on Capitol grounds

GORDON, Vaughn

Entering and remaining
in a restricted building;
Disorderly and disruptive
conduct in a restricted
building; Violent entry
and disorderly conduct in
a Capitol building;

Arrested
1/14/21 in
Louisiana.
Initial
appearance
(virtual) in
federal court in

Louisiana,
Western
District /
1:21-cr-99

Parading, demonstrating, |the Western

or picketing in a Capitol |District of

building Louisiana
1/15/21.
Released on
conditions.

GOSSJANKOWSKI, | Knowingly enter or Arrested District of

Vitali remain in any restricted |[1/18/21 in Columbia /
building or grounds Washington, |1:21-mj-115
without lawful authority [D.C.
to do so; knowingly, and
with intent to impede or
disrupt the orderly
conduct of Government
business or official
functions, engage in
disorderly or disruptive
conduct in, or within
such proximity to, any
restricted building or
grounds when, or so that,
such conduct, in fact,
impedes or disrupts the
orderly conduct of
Government business or
official functions; and
did so while using or
carrying a dangerous
weapon.

GRACE, Jeffrey Knowingly Entering or | Arrested Washington,
Remaining in any 2/4/21 in the |Western
Restricted Building or Western District. /
Grounds Without Lawful |District of 1:21-mj-178
Authority Washington.
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Initial

appearance
2/4/21
in Oregon.

GRAYSON, Kenneth | Knowingly entering or | Arrested Pennsylvania,
remaining in any 1/26/21 in the |Western
restricted building or Western District /
grounds; Disorderly District of 1:21-mj-163
conduct which impedes |Pennsylvania.
the conduct of
government business;

Disruptive Conduct in

the Capitol Buildings;

Parading, Demonstrating,

or Picketing in the

Capitol Buildings;

Obstructing or Impeding

Any Official Proceeding
GRIDER, Destruction of Arrested Texas, Austin
Christopher Ray Government Property; 1/21/2021 in |/ 1:21-cr-22

Aiding and abetting;

Austin, Texas.

Entering and remaining |Currently
in a restricted building or |detained
grounds; Disorderly and |pending
disruptive conductina  |Detention
restricted building or Hearing on
grounds; Obstruction of |1/27/21 in the
an official proceeding; | Western
Disorderly conductina |District of
Capitol building; Texas.
Impeding Passage
Through the Capitol
Grounds or Buildings;
Act of physical violence
in the Capitol grounds or
buildings
GRIFFIN, Couy Entering and remaining | Arrested District of
in a restricted building; |1/17/21 in Columbia /
Disorderly and Washington, |1:21-cr-92
Disruptive Conductina |D.C.
Restricted Building
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GRIFFITH, Jack
Jesse (aka Juan
Bibiano)

Knowingly enter or
remain in any restricted
building or grounds
without lawful authority
to do; knowingly, and
with intent to impede or
disrupt the orderly
conduct of Government
business or official
functions, engage in
disorderly or disruptive
conduct in, or within
such proximity to, any
restricted building or
grounds when, or so that,
such conduct, in fact,
impedes or disrupts the
orderly conduct of
Government business or
official functions; or
attempts or conspires to
do so.

Arrested
1/16/21 in
Nashville, TN.
Initial
appearance on
1/19/2021.
Released with
conditions.

Tennessee,
Nashville /
1:21-mj-79

Grillo, Philip Sean

Unlawful Entry on
restricted buildings or
grounds; Violent entry
and disorderly conduct
on Capitol grounds;
Obstruction of
Justice/Congress

New York /
1:21-mj-
00245

GUNDERSEN,
Brian

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Knowingly,
with intent to impede
government business or
official functions,
engaging in disorderly
conduct on Capitol
grounds; Engaging in
disorderly or disruptive
conduct on the Capitol
Buildings or grounds;
parading, demonstrating,
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Arrested
1/27/21 in the
Middle
District of
Pennsylvania.

Pennsylvania,
Middle
District /
1:21-mj-161




or picketing in the
Capitol Buildings

HALE- Civil disorder; Aiding and Arrested New Jersey /
CUSANELLI, |abetting; Obstruction of an 1/17/21 inthe |1:21-cr-37
Timothy Louis |official proceeding; Entering |District of New
and remaining in a restricted |Jersey.
building or grounds;
Impeding Ingress and Egress
in a Restricted Building;
Disorderly conduct in a
Capitol building; Parading,
demonstrating, or picketing
in a Capitol building
HARDING, Knowingly entering or Initial New York,
Peter J. remaining in any restricted  |appearance on |Western
building or grounds without |1/14/21 at 2pm |District/ 1:21-
lawful authority; Violent ET in the mj-33
entry and disorderly conduct |Western
on Capitol grounds District of New
York (virtual).
Initial
appearance in
federal court in
the District of
Columbia on
1/19/21.
HARKRIDER, |Civil disorder; Obstruction of | Arrested Texas, Eastern
Alex Kirk an official proceeding; 1/18/21 in the |District/ 1:21-

Assaulting, resisting, or
impeding certain officers
using a dangerous weapon,;
Theft of government
property; Entering and
remaining in a restricted
building or grounds with a
deadly or dangerous weapon,;
Disorderly and disruptive
conduct in a restricted
building or grounds with a
deadly or dangerous weapon;
Unlawful Possession of a
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Dangerous Weapon on
Capitol Grounds or
Buildings; Disorderly
conduct in a Capitol building;
Act of physical violence in
the Capitol grounds or
buildings; Parading,
demonstrating, or picketing
in a Capitol building

Hatley,
Andrew

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; Knowingly,
With Intent to Impede
Government Business or
Official Functions, Engaging
in Disorderly conduct on
Capitol grounds; Engaging in
disorderly or Disruptive
Conduct on Capitol Buildings
or Grounds; Parading
Demonstrating, or Picketing
in the Capitol Buildings

Arrested
1/19/21 in the
District of
Arizona.

Arizona /
1:21-mj-78

HAZEILTON,
Stephanie (aka
Ayla Wolf, aka
Ayla Wolfe)

Obstruction of an official
proceeding; Civil disorder;
Aiding and abetting; Entering
and remaining in a restricted
building or grounds;
Disorderly and disruptive
conduct in a restricted
building or grounds;
Disorderly conduct in a
Capitol building; Impeding
Passage Through the Capitol
Grounds or Buildings

New Jersey /
1:21-mj-149

HEMENWAY,
Edward

Entering and remaining in a
restricted building;
Disorderly and disruptive
conduct in a restricted
building; Violent Entry and
Disorderly Conduct at the
Grounds and in a Capitol
Building

Arrested on
1/15/21 in
Charlottesville,
VA.

Virginia,
Charlottesville
/ 1:21-mj-59
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Hernandez,

Knowingly entering or

Arrested

Missouri, St.

Emily remaining in any restricted 1/19/21 in St.  |Louis (Eastern
building or grounds; Louis (Eastern |District of
Disorderly Conduct which District of Missouri) /
Impedes the Conduct of Missouri). 1:21-mj-73
Government Business; Steal,
sell, convey or dispose of
anything of value of the U.S.;

Disruptive Conduct in the
Capitol Buildings; Parading,
Demonstrating, or Picketing
in the Capitol Buildings

HILES, Jacob |Knowingly entering or Arrested Virginia,
remaining in any restricted 1/19/21 in Norfolk
building or grounds without |Norfolk, VA (Eastern
lawful authority; Knowingly, [(EDVA). District of
With Intent to Impede Released on a | Virginia) /
Government Business or personal 1:21-mj-70
Official Functions, Engaging |recognizance
in Disorderly conduct on bond;

Capitol grounds; Parading, |presentment
Demonstrating, or Picketing |date in federal
in the Capitol Buildings court in the

District of
Columbia on
1/22/21.

HODGKINS,
Paul Allard

Obstructing or Impeding Any
Official Proceeding and
Aiding and abetting;
Knowingly Entering or
Remaining in any Restricted
Building or Grounds Without
Lawful Authority and
Impeding or Disrupting
Official Functions; Violent
Entry and Disorderly
Conduct in Capitol Buildings

Florida/ 1:21-
mj-213

HONEYCUTT,
Adam Avery

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; Violent
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Arrested
2/11/21 in the
Middle District
of Florida.

Florida,
Middle
District / 1:21-
mj-216




entry and disorderly conduct
on Capitol grounds

HUGHES,
Jerod Wade

Civil disorder; Obstruction of
an official proceeding;
Destruction of Government
Property; Entering and
Remaining in a Restricted
Building or Grounds;
Disorderly and disruptive
conduct in a restricted
building or grounds; Entering
and Remaining on the Floor
of Congress; Entering and
Remaining in Certain Rooms
in the Capitol Building;
Disorderly conduct in a
Capitol building; Parading,
demonstrating, or picketing
in a Capitol building

Arrested 2/1/21
in the District
of Montana.

Montana /
1:21-mj-180

HUGHES,
Joshua Calvin

Civil disorder; Obstruction of
an official proceeding;
Destruction of Government
Property; Entering and
Remaining in a Restricted
Building or Grounds;
Disorderly and disruptive
conduct in a restricted
building or grounds; Entering
and Remaining on the Floor
of Congress; Entering and
Remaining in Certain Rooms
in the Capitol Building;
Disorderly conduct in a
Capitol building; Parading,
demonstrating, or picketing
in a Capitol building

Arrested 2/1/21
in the District
of Montana.

Montana /
1:21-mj-180

Hyland, Jason
Lee

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; Disorderly
conduct on Capitol grounds

Arrested 2/2/21
in the Eastern

District of
Texas.

Texas, Eastern
District / 1:21-
mj-181
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TANNI,
Suzanne (aka,
Sue lanni)

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; Disorderly
conduct on Capitol grounds

Arrested
1/19/21 in

Boston.

Massachusetts,
Boston/ 1:21-
mj-109

JACKSON,
Emanuel

Assaulting an Officer of the
U.S.; Assaulting an Officer of
the U.S. with a deadly or
dangerous weapon;
obstruction of an official
proceeding; unlawful entry
and physical violence on
restricted building or
grounds; violent entry and
disorderly conduct on Capitol
grounds

Arrested
1/18/21 in the
District of
Columbia.

District of
Columbia /

JANCART,
Derek

Knowingly Entering or
Remaining in any Restricted
Building or Grounds Without
Lawful Authority; Violent
entry and disorderly conduct
on Capitol grounds

/ 1:21-mj-246

JENSEN,

Douglas Austin

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; disrupting
the orderly conduct of
government business; violent
entry and disorderly conduct
in a Capitol Building;
parading, demonstrating, or
picketing in a Capitol
Building; and obstructing a
law enforcement officer
during a civil disorder

Iowa/ 1:21-cr-
06

JOHNATAKIS,
Taylor James

Obstruction of an official
proceeding; Assaulting,
resisting, or impeding certain
officers; Civil disorder;
Entering and remaining in a
restricted building or
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Arrested
2/11/21 in the
Western
District of
Washington.

Washington,
Western
District /




grounds; Disorderly and
disruptive conduct in a
restricted building or
grounds; Engaging in
physical violence in a
restricted building or
grounds; Impeding Passage
Through the Capitol Grounds
or Buildings; Act of physical
violence in the Capitol
grounds or buildings

JOHNSON, One count of knowingly Arrested in Florida,
Adam entering or remaining in any |Middle District |Middle
restricted building or grounds |of Florida District / 1:21-
without lawful authority; one |1/08/21. Initial |mj-20
count of theft of government |Appearance in
property; and one count of  |Middle District
violent entry and disorderly |of Florida
conduct on Capitol grounds. |1/11/21.
JONES, Chad |Assault on a federal officer; |Arrested Kentucky,
Barrett certain acts during a civil 1/16/21 inthe |Western
disorder; destruction of Western District / 1-21-
government property over District of mj-76
$1,000; obstruction of justice; | Kentucky.
unlawful entry on restricted
building or grounds; violent
entry and disorderly conduct
on Capitol grounds
KELLER, Civil disorder; Obstruction of Colorado /
Klete Derik an official proceeding; 1:21-mj-42
Entering and remaining in a
restricted building or
grounds; Disorderly conduct
in a Capitol building;
Impeding Passage Through
the Capitol Grounds or
Buildings; Parading,
demonstrating, or picketing
in a Capitol building
KELLY, Obstruction of an official Arrested in the |New York,
Christopher M. |proceeding; Aiding and Southern Southern
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abetting; Unlawful Entry to

District of New

District/ 1:21-

Restricted Building or York on mj-128
Grounds; Violent Entry and  |1/20/21. Initial
Disorderly Conduct appearance
2/9/21 via
video
teleconference.
KELLY, Kash |Knowingly Entering or Ilinois / 1:21-
Lee Remaining in any Restricted mj-67
Building or Grounds Without
Lawful Authority; Violent
entry and disorderly conduct
on Capitol grounds
KELLY, Leo |Knowingly entering or Arrested Iowa,
remaining in any restricted 1/18/21 in the |Northern
building or grounds without |Northern District / 1:21-
lawful authority; Violent District of mj-93
Entry with Intent to Disrupt |lowa.
the Orderly Conduct of
Official Business and
Disorderly conduct on
Capitol grounds
KONOLD, Conspiracy; Civil disorder;  |Arrested Arizona /
Cory Obstruction of an official 2/11/21 in 1:21-mj-218
proceeding; Knowingly Arizona.
entering or remaining in any
restricted building or
grounds; Without Lawful
Authority (with 1752(b)(1)
(A) enhancement);
Disorderly conduct on
Capitol grounds
KONOLD, Conspiracy; Civil disorder;  |Arrested Arizona /
Felicia Obstruction of an official 2/11/21 in 1:21-mj-218
proceeding; Knowingly Arizona.

entering or remaining in any
restricted building or
grounds; Without Lawful
Authority (with 1752(b)(1)
(A) enhancement);
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Disorderly conduct on
Capitol grounds

KUEHNE, Conspiracy; Civil disorder; |Arrested Missouri,
Christopher Obstruction of an official 2/11/21 in the |Western
proceeding; Knowingly Western District / 1:21-
entering or remaining in any |District of mj-218
restricted building or Missouri.
grounds; Without Lawful
Authority (with 1752(b)(1)
(A) enhancement);
Disorderly conduct on
Capitol grounds
Lang, Edward |Civil disorder; Assaulting, Arrested on New York /

Jacob

resisting, or impeding certain
officers; Assaulting,
Resisting, or Impeding
Certain Officers Using a
Dangerous Weapon;
Obstruction of an official
proceeding; Aiding and
abetting; Disorderly and
disruptive conduct in a
restricted building or grounds
with a deadly or dangerous
weapon; Disorderly conduct
in a Capitol building; Act of
physical violence in the
Capitol grounds or buildings

1/16/21 in New
York.

1:21-cr-53
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LEFFINGWELL, |Knowingly entering or |Arrested on 1/7/21. |Washington /

Mark remaining in any Initial appearance 1:21-cr-5
restricted building or  |on 1/7/21. Detention
grounds without lawful | Hearing set for
authority; assaulton a |1/8/21. Defendant
federal law released on pre-trial
enforcement officer;  |conditions.
and violent entry and | Preliminary Hearing
disorderly conduct on |set for 1/29/21.

Capitol grounds. Indicted on 1/11/21.

LEWIS, Jacob  |Entering and Arrested 1/27/2021 |California,
remaining in a in the Central Central
restricted building; District of District /
Disorderly and California. Initial  [1:21-cr-100
disruptive conduct in a |appearance
restricted building; 1/27/21. Released
Violent entry and on conditions.
disorderly conduct in a |Virtual initial
Capitol building; appearance in
Parading, federal court in the
demonstrating, or District of Columbia
picketing in a Capitol |on 2/10/21.
building

LINDSEY, Terry |Unlawful Entry on Ohio / 1:21-

Lynn restricted buildings or mj-234
grounds; Violent entry
and disorderly conduct
on Capitol grounds

LOFTUS, Kevin |Entering and Arrested in WL Wisconsin /

remaining in a
restricted building;
Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a Capitol
building

Defendant released
on personal
recognizance.
Conference set for
3/22/2021 via
Telephonic/VTC.

1:21-cr-81
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LOLLAR,
Joshua R.

Knowingly Entering or
Remaining in any
Restricted Building or
Grounds Without
Lawful Authority and
Impeding or
Disrupting Official
Functions; Obstructing
or Impeding Law
Enforcement Officer
During Civil Disorder
and Obstructing
Federally Protected
Functions; Violent
entry and disorderly
conduct on Capitol
grounds

Arrested 1/15/21.

/ 1:21-mj-45

LOLOS, John

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

/ 1:21-mj-22

LOPATIC Sr,
Michael John

Assaulting, resisting,
or impeding certain
officers; Civil
disorder; Entering and
remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Engaging
in physical violence in
a restricted building or
grounds; Violent entry
and disorderly conduct
in a Capitol building

Pennsylvania
/1:21-cr-35

LYON, Robert
Anthony

Obstruction of an
official proceeding and
aiding and abetting;
Theft of Government
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Arrested 1/25/21 in
the Southern District
of Ohio.

Ohio,
Southern
District /
1:21-mj-153




Property and Aiding
and abetting; Entering
and remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Disorderly
conduct in a Capitol
building; Parading,
demonstrating or
picketing in a Capitol
building

LYONS, Kevin |Entering and Arrested 1/13/21 in |Illinois,
James remaining in a Illinois. Made Northern
restricted building; initial appearance in |District /
Entering and federal court in the |1:21-cr-79
Remaining in Certain |Northern District of
Rooms in the Capitol |Illinois. Initial
Building; Disorderly  |appearance in D.C.
conduct in a Capitol District Court
building scheduled for
1/19/21 via video
appearance.
MADDEN, Knowingly enter or Arrested 1/21/21 in  |New York,
Dominic remain in any the Eastern District |Eastern
restricted building or  |of New York. District /
grounds without lawful | Defendant released |1:21-cr-55

authority to do;
knowingly, and with
intent to impede or
disrupt the orderly
conduct of
Government business
or official functions,
engage in disorderly or
disruptive conduct in,
or within such
proximity to, any
restricted building or
grounds when, or so
that, such conduct, in
fact, impedes or
disrupts the orderly

on personal
recognizance.
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conduct of
Government business
or official functions;
utter loud, threatening,
or abusive language, or
engage in disorderly or
disruptive conduct, at
any place in the
grounds or in any of
the Capitol Buildings
with the intent to
impede, disrupt, or
disturb the orderly
conduct of a session of
Congress or either
House of Congress;
parade, demonstrate, or
picket in any of the
Capitol Buildings

MALDONADO,
Steve Omar (aka,
Emilio
Maldonado)

Restricted Building or
Grounds; Violent Entry
or Disorderly Conduct,
and parade,
demonstrate, or picket
on Capitol Grounds

Arrested 2/10/21 in
the Middle District
of Florida
(Orlando). Initial
appearance 2/10/21.
Released on
conditions.

Florida,
Middle
District /
1:21-mj-210

Mariotto,
Anthony R. (aka,
Tony Mariotto)

Entering and
remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Entering
and remaining in the
Gallery of Congress;
Disorderly conduct in
a Capitol building;
Parading,
demonstrating, or
picketing in a Capitol
building

Arrested 1/22/21 in
the Southern District
of Florida.

Florida,
Southern
District /
1:21-cr-94

MARQUEZ,
Felipe

Obstruction of an
official proceeding;
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cr-136




Entering and
remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Entering
and Remaining in
Certain Rooms in the

Capitol Building;
Disorderly conduct in
a Capitol building
MARTIN, Restricted Building or |Arrested 1/28/21 in | Missouri,
Zachary Hayes  |Grounds; Unlawful the Western District | Western
(aka Zac Martin) |Activities on Capitol |of Missouri. District /
Grounds, Disorderly 1:21-mj-150
Conduct and
Demonstrating in the
Capitol Building
MAZZOCCQO, |Knowingly entering or |Arrested 1/17/21 in |Texas, San
Matthew Carl remaining in any San Antonio, Texas. |Antonio /
restricted building or 1:21-mj-96
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds
MCAULIFFE, |Knowingly entering Arrested 1/28/2021 [New York,
Justin and remaining on in the Eastern Eastern
restricted grounds District of New District /
without lawful York. 1:21-mj-135
authority and/or
engaging in disorderly
conduct within
proximity to a
restricted building to
impede official
functions
McCaughey III, |Assaulting, resisting, [Arrested 1/19/21 in |New York,
Patrick Edward |or impeding certain the Southern District | Southern
officers using a of New York. District /
dangerous weapon,; Indicted 1/29/21. 1:21-cr-24
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Civil

disorder; Obstruction
of an official
proceeding; Aiding
and abetting;
Disorderly and
Disruptive Conduct in
a Restricted Building
or Grounds with a
Deadly or Dangerous
Weapon; Engaging in
physical violence in a
restricted building or
grounds with a deadly
or dangerous weapon;
Disorderly Conduct in
a Capitol Building; Act
of physical violence in
the Capitol grounds or
buildings

MCCREARY,
Brian

Obstruction of an
official proceeding;
Entering and
remaining in a
restricted building or
grounds; Disorderly
and Disruptive
Conduct in a
Restricted Building or
Grounds; Disorderly
Conduct in a Capitol
Building; Parading,
demonstrating, or
picketing in a Capitol
building

Massachusetts
/1:21-cr-125

MEGGS, Connie

Conspiracy;
Obstruction of an
official proceeding and
aiding and abetting;
Destruction of
Government Property
and Aiding and
abetting; Entering and
Remaining in a

INVESTIGADOR_Z

Arrested in the
Middle District of
Florida.

Florida,
Middle
District /




Restricted Building or
Grounds

MEGGS, Kelly,

Conspiracy;
Obstruction of an
official proceeding and
aiding and abetting;
Destruction of
Government Property
and Aiding and
abetting; Entering and
Remaining in a
Restricted Building or
Grounds

Arrested in the
Middle District of
Florida.

Florida,
Middle
District /

MELLIS,
Jonathan
Gennaro (aka,
Jon Gennaro)

Forcibly assault, resist,
oppose, impede,
intimidate, or interfere
Officers and aiding and
abetting; Civil
disorder; Restricted
Building or Grounds;
Violent Entry or
Disorderly Conduct,
obstruct, or impede
passage, and engage in
physical violence on
Capitol Grounds;
Obstruction of
Justice/Congress

/ 1:21-mj-
224

MELS, James
Allen

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

Arrested 2/11/21 in
the Eastern District
of Michigan. Initial
Appearance 2/11/21.
Released on
conditions.

Michigan,
Eastern
District /
1:21-mj-223

MEREDITH Jr.,
Cleveland Grover

Interstate
Communication of
Threats; Possession of
Unregistered Firearms;
Possession of
Unregistered

Arrested 1/8/21.
Initial Appearance
1/8/21. Detained
pending detention
hearing scheduled
for 1/13/21.
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Ammunition;
Possession of Large
Capacity Ammunition
Feeding Devices

Merry Jr.,
William D.

Theft of government
property; Knowingly
entering or remaining
in any restricted
building or grounds;
Disorderly conduct
which impedes the
conduct of government
business; Disruptive
Conduct in the Capitol
Buildings

Arrested 2/4/21 in
the Eastern District
of Missouri.

Missouri,
Eastern
District /
1:21-mj-173

Michetti, Richard

Knowingly Entering or
Remaining in any
Restricted Building or
Grounds Without
Lawful Authority;
Violent entry and
disorderly conduct on
Capitol grounds;
Obstruction of
Justice/Congress;
Principals

/ 1:21-mj-
238

Miller, Garret

Civil disorder;
Obstruction of an
official proceeding;
Assaulting, resisting,
or impeding certain
officers; Interstate
Threats to Injure or
Kidnap; Entering and
Remaining in a
Restricted Building or
Grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Impeding
Ingress and Egress in a
Restricted Building or
Grounds; Disorderly
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Arrested 1/20/21 in
the Northern District
of Texas. Initial
appearance 1/22/21.
Detention hearing
1/25/21. Ordered
detained.

Texas,
Northern
District /
1:21-mj-117




conduct in a Capitol
building; Impeding
Passage Through the
Capitol Grounds or
Buildings; Parading,
demonstrating, or
picketing in a Capitol
building

Miller, Matthew
Ryan

Civil disorder;
Obstruction of an
official proceeding;
Aiding and abetting;
Assaulting, resisting,
or impeding certain
officers using a
dangerous weapon;
Entering and
remaining in a
restricted building or
grounds with a deadly
or dangerous weapon;
Disorderly and
disruptive conduct in a
restricted building or
grounds with a deadly
or dangerous weapon;
Engaging in physical
violence in a restricted
building or grounds
with a deadly or
dangerous weapon;
Disorderly Conduct in
a Capitol Building; Act
of physical violence in
the Capitol grounds or
buildings; Stepping,
climbing, removing, or
injuring property on
the Capitol grounds

Arrested 1/25/2021
in the District of
Maryland. Ordered
detained.
Preliminary hearing
(telephonic/VTC)
set for 2/8/21.
Arraignment/Motion
Hearing set for
2/16/2021 via
video.

Maryland /
1:21-cr-75
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MINK, Jordan
Robert

Unlawful Entry
on Restricted
Building or
Grounds While
Using or
Carrying a
Deadly or
Dangerous
Weapon;
Unlawful Injury
to Property on
Capitol Grounds;
Violent Entry,
Disorderly
Conduct,
Physical Violence
on Capitol
Grounds;
Destruction of
government
property valued
at over $1,000;
Theft of
government
property; Aiding
and Abetting.

Arrested 1/19/21 in the
Western District of
Pennsylvania.

Pennsylvania,
Western
District /
1:21-mj-84

MISH Jr., David
Charles

Entering and
remaining in a
restricted
building;
Disorderly and
disruptive
conduct in a
restricted
building; Violent
entry and
disorderly
conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a

Arrested in the Eastern District
of Wisconsin. Initial
appearance in the Eastern
District of Wisconsin 1/15/21.
Released on conditions. Initial
appearance in federal court in
the District of Columbia set
for 1/22/21 (virtual).

Wisconsin,
Eastern
District /
1:21-mj-64

Capitol building
MONCADA, Knowingly Arrested 1/18/21 in the Eastern [New York,
Nicolas Anthony |entering or District of New York. Eastern
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remaining in any
restricted
building or
grounds without
lawful authority;
Violent Entry
Disorderly
conduct on
Capitol grounds

District /
1:21-mj-84

MONTGOMERY,
Patrick

Entering and
remaining in a
restricted
building;
Disorderly and
disruptive
conduct in a
restricted
building;
Entering and
Remaining in the
Gallery of Either
House of
Congress; Violent
Entry and
Disorderly
Conduct at the
Grounds and in a
Capitol Building

Arrested 1/17/21 in Colorado.

Colorado /
1:21-cr-46

MOSTOESKY,
Aaron

One felony count
of theft of
government

property.

New York /
1:21-mj-34

Mullins, Clayton
Ray

Assaulting,
resisting, or
impeding certain
officers;
Obstruction of
law enforcement
during civil
disorder;
Knowingly
entering or
remaining in any
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restricted
building or
grounds without
lawful authority;
Disorderly and
disruptive
conduct in a
restricted
building or
grounds;
Engaging in
physical violence
in a restricted
building or
grounds; Violent
entry and
disorderly
conduct on
Capitol grounds

Munchel, Eric Obstruction of an |Initial appearance in the Tennessee,
Gavelek official Middle District of Tennessee |Middle
proceeding; 1/12/21. Preliminary/Detention | District /
Restricted hearing rescheduled to 1:21-mj-71
Building or 1/22/21. Ordered detained
Grounds; Violent |pending appeal. Ordered
Entry or detained and transported to
Disorderly D.C.
Conduct; Aiding
and Abetting
MUNTZER, Obstruction of an |Arrested 1/18/21 in the District [Montana /
Henry Phillip official of Montana. 1:21-mj-43
(aka, Hank proceeding;
Muntzer) Entering or and

Remaining in a
Restricted
Building or
Grounds;
Disorderly and
disruptive
conduct in a
restricted
building or
grounds;
Disorderly
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conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a
Capitol building

NALLEY, Verden
Andrew

Obstruction of an
official
proceeding;
Restricted
Building or
Grounds; Violent
Entry or
Disorderly
Conduct

/ 1:21-mj-40

NICHOLS, Ryan

Civil disorder;
Obstruction of an
official
proceeding;
Assaulting,
resisting, or
impeding certain
officers using a
dangerous
weapon; Theft of
government
property;
Entering and
remaining in a
restricted
building or
grounds with a
deadly or
dangerous
weapon;
Disorderly and
disruptive
conduct in a
restricted
building or
grounds with a
deadly or
dangerous
weapon;

Arrested 1/18/21 in the Eastern
District of Texas.
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1:21-mj-102




Unlawful
Possession of a
Dangerous
Weapon on
Capitol Grounds
or Buildings;
Disorderly
conduct in a
Capitol building;
Act of physical
violence in the
Capitol grounds
or buildings;
Parading,
demonstrating, or
picketing in a
Capitol building

NORDEAN,
Ethan (aka, Ruffio
Panman)

Aid and Abet
Injury or
Depredation
Against
Government
Property;
Obstruct or
Impede an
Official
Proceeding;
Knowingly
Entering or
Remaining in
Restricted
Building or
Grounds; Violent
entry and
disorderly
conduct on
Capitol grounds

Arrested 2/3/21 in the Western
District of Washington.

Washington,
Western
District /

OCHS, Nicholas

Conspiracy;
Obstruction of an
official
proceeding;
Destruction of
Government
Property; Theft

Complaint filed 1/7/21. Initial
Appearance set for 1/27/21.
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of government
property;
Restricted
Building or
Grounds; Aiding
and Abetting

ORTIZ,
Christopher W.

Knowingly
entering or
remaining in any
restricted
building or
grounds without
lawful authority;
violent entry and
disorderly
conduct on
Capitol grounds

Arrested 1/27/21 in the Eastern
District of New York.

New York,
Eastern
District /
1:21-mj-158

PACKER, Robert
Keith

Entering and
remaining in a
restricted
building; Violent
Entry and
Disorderly
Conduct and
Parading,
demonstrating, or
picketing in a
Capitol building

Initial Appearance scheduled
1/13/21 (EDVA District
Court). Released on a personal
recognizance bond with two
special conditions (stay away
order from D.C. and appear at
virtual hearing next week).
Preliminary hearing
(telephonic/VTC) set for
2/11/21.

Virginia,
Eastern
District /
1:21-mj-39

Padilla, Joseph
Lino (aka, Jose
Padilla)

Obstruction of
law enforcement
during civil
disorder;
Assaulting a law
enforcement
officer with a
deadly or
dangerous
weapon; Entering
or remaining in
any restricted
building or
grounds without
lawful authority
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with a deadly or
dangerous
weapon;
Disorderly and
disruptive
conduct in a
restricted
building or
grounds with a
deadly or
dangerous
weapon;
Engaging in
physical violence
in a restricted
building or
grounds with a
deadly or
dangerous
weapon; Violent
entry and
disorderly
conduct on
Capitol grounds

PARKER, Bennie

Alvin

Conspiracy;
Obstruction of an
official
proceeding and
aiding and
abetting;
Destruction of
Government
Property and
Aiding and
abetting; Entering
and Remaining in
a Restricted
Building or
Grounds

Arrested 2/18/21 in the
Northern District of Ohio.

Ohio,
Northern
District /
1:21-mj-228

PARKER, Sandra
Ruth

Conspiracy;
Obstruction of an
official
proceeding and
aiding and
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Arrested 2/18/21 in the
Northern District of Ohio.

Ohio,
Northern
District /
1:21-mj-228




abetting;
Destruction of
Government
Property and
Aiding and
abetting; Entering
and Remaining in
a Restricted
Building or
Grounds

PEPE, William

Conspiracy;
Assaulting,
resisting, or
impeding certain
officers; Civil
disorder;
Government
Property or
Contracts;
Obstruction of an
official
proceeding;
Robbery of
Personal Property
of the U.S.;
Restricted
Building or
Grounds; Aiding
and Abetting

Arrested on 1/12 in New York.

New York /
1:21-mj-32

PERNA, Matthew

Knowingly
entering or
remaining in any
restricted
building or
grounds without
lawful authority;

Arrested 1/19/21 in the
Western District of
Pennsylvania. Initial
appearance 1/19/21.

Pennsylvania,
Western
District /
1:21-mj-107

Disorderly
conduct on
Capitol grounds
PERT, Rachael Unlawful Entry [Arrested 1/26/21 in the Middle |Florida,
Lynn on Restricted District of Florida. Initial Middle
Building or appearance 1/26/21. Released |District /
Grounds; Violent |on Conditions. 1:21-mj-160
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entry and
disorderly
conduct on
Capitol Grounds

PETERSON,
Russell James

Knowingly
entering or
remaining in any
restricted
building or
grounds;
Disorderly
conduct which
impedes the
conduct of
government
business;
Disruptive
Conduct in the
Capitol
Buildings;
Parading,
Demonstrating,
or Picketing in
the Capitol
Buildings

Arrested 2/12/21 in the
Western District of
Pennsylvania.

Pennsylvania,
Western
District /

PEZZOLA,
Dominic (aka
Spaz, aka Spazzo,
Aka Spazzolini)

Conspiracy;
Assaulting,
resisting, or
impeding certain
officers; Civil
disorder;
Government
Property or
Contracts;
Obstruction of an
official
proceeding;
Robbery of
Personal Property
of the U.S.;
Restricted
Building or
Grounds; Aiding
and Abetting
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Arrested 1/15/21. Initial
appearance in the Western
District of New York on
1/15/21.

New York,
Western
District of /
1:21-mj-47




PHAM, Tam
Dinh

Knowingly
entering or
remaining in any
restricted
building or
grounds without
lawful authority;
Violent entry and
disorderly
conduct on
Capitol grounds

Arrested 1/20/21 in the
Southern District of Texas.

Texas,
Southern
District /
1:21-mj-116

PHIPPS, Daniel
D.

Entering and
remaining in a
restricted
building;
Disorderly and
disruptive
conduct in a
restricted
building; Violent
entry and
disorderly
conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a
Capitol building

Arrested 1/26/21 in the
Southern District of Texas.

Texas,
Southern
District /
1:21-mj-125

Powell, Rachel
Marie

Obstruction;
Depredation of
government
property;
Restricted
Building or
Grounds with a
Dangerous
Weapon;
Restricted
Building or
Grounds; Violent
Entry or
Disorderly
Conduct

Arrested 2/4/21 in the Western
District of Pennsylvania.
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Pennsylvania,
Western
District /
1:21-mj-197




PRIOLA,
Christine

Knowingly
entering or
remaining in any
restricted
building or
grounds without
lawful authority;
Violent entry and
disorderly
conduct on
Capitol grounds;
Unlawful
Activities on
Capitol Grounds,
Parades,
Assemblages and
Display of Flags

Initial appearance 1/14/21 in
the Northern District of Ohio.
Defendant was released on
bond with home detention and
electronic home monitoring.

Ohio,
Northern
District /
1:21-mj-53

PRUITT, Joshua

Civil disorder;
Obstruction of an
official
proceeding;
Aiding and
abetting;
Destruction of
Government
Property;
Entering and
remaining in a
restricted
building or
grounds;
Disorderly and
disruptive
conduct in a
restricted
building or
grounds;
Disorderly
Conductin a
Capitol Building;
Acts of Physical
Violence in the
Capitol Building

Arrested on 1/7/21. Initial
appearance / detention hearing
on 1/7/21. Defendant released.
Preliminary Hearing set for

1/28/21.

/ 1:21-cr-23
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QUICK, Michael

Restricted
Building or
Grounds;
Unlawful
Activities on
Capitol Grounds;
Disorderly
Conduct;
Parading and
Demonstrating in
the Capitol
Building

Missouri /
1:21-mj-220

QUICK, Stephen
Brian

Restricted
Building or
Grounds;
Unlawful
Activities on
Capitol Grounds;
Disorderly
Conduct;
Parading and
Demonstrating in
the Capitol
Building

Missouri /
1:21-mj-221

REED, Blake A.

Knowingly
entering or
remaining in any
restricted
building or
grounds without
lawful authority;
Violent entry and
disorderly
conduct on
Capitol grounds

Arrested 1/17/21 in Nashville.
Initial appearance on 1/19/21.
Released with conditions.

Tennessee,
Nashville /
1:21-mj-81
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Reeder, Robert
Maurice

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

Maryland /
1:21-mj-261

REFFITT, Guy
Wesley

Obstruction of an
official proceeding and
aiding and abetting;
Entering and remaining
in a restricted building
or grounds;
Obstruction of Justice -
Hindering
Communication
Through Physical
Force or Threat of
Physical Force

Arrested 1/18/21 in
the Eastern District
of Texas.

Texas, Eastern
District / 1:21-
cr-32

REVLETT,
Jordan T

Unlawful Entry on
Restricted Grounds;
Violent Entry or
Disorderly Conduct

Arrested 1/25/21 in
the Western District
of Kentucky.

Kentucky,
Western
District / 1:21-
mj-130

RIDDLE, Jason
Daniel (aka,
Jason Riddle)

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Theft of
government property;
Violent entry and
disorderly conduct on
Capitol grounds

New
Hampshire /
1:21-mj-204

RILEY, Jorge A.

Obstructing of an
Official Proceeding;
Aiding and Aiding;
Entering and remaining
in a restricted building
or grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Disorderly

Arrested 1/19/21 in
the Eastern District
of California.

California,
Eastern
District / 1:21-
cr-69
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conduct in a Capitol
building; Parading,
demonstrating, or
picketing in a Capitol
building

RIVERA, Jesus
(aka, JD Rivera,
Jesus Delmora
Rivera)

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Knowingly,
With Intent to Impede
Government Business
or Official Functions,
Engaging in Disorderly
conduct on Capitol
grounds; Engaging in
Disorderly or
Disruptive Conduct on
Capitol Buildings or
Grounds; Parading,
Demonstrating, or
Picketing in the
Capitol Buildings

Arrested 1/20/21 in
the Northern
District of Florida.

Initial Appearance
1/20/21.

Florida,
Northern
District / 1:21-
mj-118

ROBERTSON,
Thomas

Obstruction of an
official proceeding;
Aiding and abetting;
Entering and remaining
in a restricted building;
Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building or
Grounds

/ 1:21-mj-36

Rodean,
Nicholas

Entering and remaining
in a restricted building;
Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;

Arrested in D.C.
1/13/21.
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District of
Columbia /
1:21-cr-57




Parading,
demonstrating, or
picketing in a Capitol
building

Obstruction of an
official proceeding;
Entering and remaining
in a restricted building
or grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Disorderly
conduct in a Capitol
building; Parading,
demonstrating, or
picketing in a Capitol
building; Aiding and
Abetting

Released on
personal
recognizance bond.

Texas / 1:21-
cr-68

RUBENACKER,
Greg

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

New York /
1:21-mj-172

RUKSTALES,
Bradley

Entering and remaining
in a restricted building;
Disorderly and
disruptive conduct in a
restricted building;
Violent entry and
disorderly conduct in a
Capitol building;
Parading,
demonstrating, or
picketing in a Capitol
building

Ilinois / 1:21-
mj-12

Ryan, Jennifer
Leigh

Knowingly entering or
remaining in any
restricted building or
grounds without lawful

Arrested on
1/15/21.

/ 1:21-cr-50
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authority; Disorderly
conduct on Capitol
grounds

Sabol, Jeffrey P.

Assaulting, resisting,
or impeding certain
officers using a
dangerous weapon,;
Assaulting, resisting,
or impeding certain
officers; Civil
disorder; Entering and
remaining in a
restricted building or
grounds with a deadly
or dangerous

weapon; Disorderly
and disruptive conduct
in a restricted building
or grounds with a
deadly or dangerous
weapon; Engaging in
physical violence in a
restricted building or
grounds with a deadly
or dangerous

weapon; Violent entry
and disorderly conduct

Arrested 1/27/21 in
the Southern
District of New
York.

New York,
Southern
District / 1:21-
mj-77

in a Capitol building

SAHADY, Mark |Knowingly entering or |Arrested on 1/19/21 |Massachusetts,
remaining in any in Boston. Boston / 1:21-
restricted building or mj-108
grounds without lawful
authority; Disorderly
conduct on Capitol
grounds

SAMSEL, Ryan |Forcibly assaulted, Arrested 1/30/21 in |Pennsylvania,
resisted, opposed, the Eastern District |Eastern/ 1:21-
impeded, intimidated, |of Pennsylvania. mj-188

or interfered with a
federal agent while
they are engaged in
their official duties;
Committed or attempt
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to commit any act to
obstruct, impede, or
interfere with any
fireman or law
enforcement officer
lawfully engage in the
lawful performance of
his official duties;
Obstructed, influenced,
or impeded any official
proceeding, or attempt
to do so

SANDLIN,
Ronald L.

Assaulting, resisting,
or impeding certain
officers; Civil disorder;
Obstruction of an
official proceeding;
Entering and remaining
in a restricted building
or grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Disorderly
conduct in a Capitol
building; Impeding
Passage Through the
Capitol Grounds or
Buildings; Act of
physical violence in the
Capitol grounds or
buildings; Parading,
demonstrating, or
picketing in a Capitol
building

Arrested 1/28/21 in
the District of
Nevada. Initial
appearance 2/1/21
in the District of
Nevada. Ordered
detained.
Preliminary

hearings set for
2/16/21.

Nevada / 1:21-
cr-88

Sanford, Robert

Civil disorder;
Assaulting, resisting,
or impeding certain
officers using a
dangerous weapon,;
Entering and remaining
in a restricted building
or grounds with a
deadly or dangerous
weapon; Disorderly

Arrested in
Pennsylvania on
1/14/21.

Pennsylvania /
1:21-cr-86
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and disruptive conduct
in a restricted building
or grounds; Act of
physical violence in the
Capitol grounds or
buildings

SANTOS-
SMITH, Diana

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Knowingly
engaging in disorderly
or disruptive conduct
in any restricted
building or grounds;
Violent entry and
disorderly conduct on
Capitol grounds

Arrested 1/29/21 in
the Eastern District
of Pennsylvania.

Pennsylvania,
Eastern
District / 1:21-
mj-182

SCHAFFER, Jon
Ryan

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Disrupting
the Orderly Conduct of
Government Business;
Knowingly Engages in
an Act of Physical
Violence Against Any
Person or Property in
any Restricted
Building or Grounds;
Violent entry and
disorderly conduct in a
Capitol building;
Engage in an Act of
Physical Violence in a
Capitol Building;
Parade, Demonstrate,
or Picket in a Capitol
Building

Arrested 1/17/21 in
the Southern
District of Indiana.

Indiana,
Southern
District / 1:21-
mj-94

Schwab,
Katherine

Knowingly entering or
remaining in any
restricted building or

Arrested 2/1/21 in
the Northern
District of Texas.
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Staveley (aka,
Katie)

grounds without lawful
authority; Disorderly
conduct on Capitol
grounds

District/ 1:21-
mj-179

SCHWARTZ,
Peter

Forcibly Assaulting,
Resisting, or Impeding
Certain Officers or
Employees;
Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

Arrested 2/4/21 in
the Western District
of Pennsylvania.
Initial appearance
2/4/2021. Detention
hearing scheduled
for 2/10/21 in the
Western District of
Pennsylvania.

Pennsylvania,
Western
District / 1:21-
mj-186

SECOR,
Christian

Obstruction of an
official proceeding;
Civil disorder;
Assaulting, resisting,
or impeding certain
officers; Entering and
remaining in a
restricted building or
grounds; Disorderly
and disruptive conduct
in a restricted building
or grounds; Entering
and Remaining on the
Floor of Congress;
Entering and remaining
in the Gallery of
Congress; Entering and
Remaining in Certain
Rooms in the Capitol
Building; Disorderly
conduct in a Capitol
building; Parading,
demonstrating, or
picketing in a Capitol
building

Arrested 2/16/21 in
the Central District
of California.

California,
Central
District / 1:21-
mj-00232

SEEFRIED,
Hunter

Knowingly entering or
remaining in any
restricted building or

/ 1:21-mj-46
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grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

SEEFRIED,
Kevin

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Violent entry
and disorderly conduct
on Capitol grounds

/ 1:21-mj-46

SHEPPARD,
Alexander

Knowingly entering or
remaining in any
restricted building or
grounds without lawful
authority; Disorderly
conduct which impedes
the conduct of
government business;
Violent Entry and
Disorderly Conduct on
Capitol Ground;
Parading,
Demonstrating, or
Picketing in the
Capitol Buildings;
Obstruction of
Justice/Congress

Ohio/ 1:21-
mj-248

SHIVELY,
Barton Wade

Aiding and abetting;
Civil disorder; Forcibly
assault, resist, oppose,
impede, intimidate, or
interfere with any
officer or employee of
the U.S. or of any
agency in any branch
of the U.S.
Government while
engaged in or on
account of the
performance of official
duties; Restricted
Building or Grounds;

Arrested 1/19/21 in
the Middle District
of Pennsylvania.
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District / 1:21-
mj-106




Violent Entry, Obstruct
or Impede Passage,
Engage in Physical
Violence on Grounds
or any of the Capitol
Buildings

SIDORSKI, Knowingly entering or Virginia /
Dennis remaining in any 1:21-mj-55
restricted building or
grounds without lawful
authority; Knowingly
Engages in Disorderly
or Disruptive Conduct
in any Restricted
Building or Grounds
Without Lawful
Authority; Violent
entry and disorderly
conduct on Capitol
grounds
SIMON, Mark |Restricted Buildings or |Arrested 1/28/21 in |California,
Grounds; Unlawful the Central District |Central
Activities on Capitol  |of California. Initial |District /
Grounds appearance 1/28/21
in the Central
District of
California. Released
on bond. Next
hearing (virtual) on
2/3/21 in federal
court in the District
of Columbia.
SMITH, Jeffrey |Violent entry and Arrested 1/27/21 in |California,
Alexander (aka, |disorderly conduct on [the Southern Southern
Alex Smith) Capitol grounds; District of District / 1:21-
Knowingly Entering or |California. Released {mj-157

Remaining in any
Restricted Building or
Grounds Without
Lawful Authority

on bond. Next
hearing (remote)
2/3/21 in federal
court in the District
of Columbia.
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SMOCKS, Troy |Threats in Interstate Arrested 1/15/21 in | Texas, Eastern
Anthony Commerce the Eastern District |District/ 1:21-
of Texas. mj-58
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SPARKS, Knowingly entering or Arrested 1/19/21 |Kentucky,
Michael remaining in any restricted |in the Western | Western
building or grounds without |District of District /
lawful authority; Violent Kentucky. 1:21-cr-87
entry and disorderly conduct
on Capitol grounds;
Obstructing Law
Enforcement
SPENCER, Knowingly entering or Arrested 1/19/21 |North
Christopher remaining in any restricted  |in the Middle Carolina,
Raphael (aka, |building or grounds without |District of North |Middle
Chris Spencer) |lawful authority; Violent Carolina. District /
entry and disorderly conduct 1:21-mj-113
on Capitol grounds;
Obstruction of Justice
SPENCER, Knowingly entering or North
Virginia Marie |remaining in any restricted Carolina /
(aka, Jenny building or grounds without 1:21-mj-205
Spencer) lawful authority; Violent
entry and disorderly conduct
on Capitol grounds
SPIGELMYER, |Restricted Buildings or Pennsylvania
Paul Grounds; Violent Entry or / 1:21-mj-
Disorderly Conduct 209
STAGER, Peter |Obstruction of an official Arrested 1/14/21 |Arkansas,
proceeding and aiding and  |in Eastern
abetting; Assaulting, Arkansas. Initial |District /
resisting, or impeding certain |appearance 1:21-mj-57

officers using a dangerous
weapon; Civil disorder;
Entering and remaining in a
restricted building or
grounds with a deadly or
dangerous

weapon; Disorderly and
disruptive conduct in a
restricted building or
grounds with a deadly or
dangerous

weapon; Engaging in
physical violence in a
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restricted building or
grounds with a deadly or
dangerous weapon; Violent
entry and disorderly conduct

in a Capitol building
STEDMAN, Restricted Building or Arrested 1/21/21 |New Jersey /
Patrick Alonzo |Grounds; Disorderly conduct |in the District of |1:21-mj-133
on Capitol grounds New Jersey.
Initial
appearance in the
District of New
Jersey 1/21/21.
STEELE, Laura |Conspiracy; Obstruction of |Arrested 2/17/21 |North
an official proceeding and  |in the Middle Carolina,
aiding and abetting; District of North [Middle
Destruction of Government |Carolina. District /
Property and Aiding and
abetting; Entering and
Remaining in a Restricted
Building or Grounds
STEELE- Obstruction of an official Arrested in the | Virginia,
SMITH, proceeding; Entering and Eastern District |Glouchester
Melody, remaining in a restricted of Virginia on (Eastern
building or grounds; 1/20/2021. District of
Disorderly and disruptive Virginia) /
conduct in a restricted 1:21-cr-77
building or grounds;
Entering and Remaining in
Certain Rooms in the Capitol
Building; Disorderly conduct
in a Capitol building
STEPAKOFF, |Entering and remaining in a |Arrested 1/29/21 |Florida,
Michael restricted building; in the Middle Middle
Disorderly and disruptive District of District /
conduct in a restricted Florida. Initial 1:21-cr-96
building; Violent entry and |appearance
disorderly conduct in a 1/29/21 in the
Capitol building; Parading, |Middle District
demonstrating, or picketing |of

in a Capitol building
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on bond with




conditions. Next
hearing (virtual)
2/4/21 in federal

court in the
District of
Columbia.
STEVENS, Assaulting, resisting, or Florida /
Tristan impeding certain officers or 1:21-mj-198
Chandler employees; Civil disorder;
Restricted Building or
Grounds; Violent Entry or
Disorderly Conduct
STOLL, Justin |Interstate Threats; Ohio / 1:21-
Tampering with a Witness by mj-30
Threat
STRAKA, Impeding law enforcement | Arrested 1/25/21 |Nebraska /
Brandon officer during civil disorder; |in the District of |1:21-mj-134
knowingly entering and Nebraska. Initial
remaining on restricted appearance
grounds without lawful 1/26/21.
authority and/or engaging in |Released on
disorderly conduct within conditions.
proximity to a restricted
building to impede official
functions; engage in
disorderly conduct with
intent to disturb a hearing
before Congress
STRAND, John [Restricted Building or Arrested 1/18/21 |California,
Herbert Grounds; Violent Entry and |in the Central Central
Disorderly Conduct District of District /
California. 1:21-cr-85
Released on
conditions.
STRONG, Entering and remaining in a |Arrested 1/22/21 |California,
Kevin restricted building or in the Central Central
grounds; Disorderly and District of District /
disruptive conduct in a California. 1:21-mj-151

restricted building or
grounds; Disorderly conduct
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in a Capitol building;
Parading, demonstrating, or

picketing in a Capitol
building
Suarez, Marissa | Knowingly entering or Arrested 1/22/21 |New Jersey /
A. remaining in any restricted |in the District of [1:21-mj-123
building or grounds without |New Jersey.
lawful authority; Violent Initial
entry and disorderly conduct |appearance
on Capitol grounds 1/25/21.
Released on
conditions.
Appearance on
1/27/21 in
federal court in
the District of
Columbia.
SULLIVAN, Obstruction of an official Initial Utah / 1:21-
John Earl proceeding; Civil disorder; |appearance in the |cr-78
Entering and remaining in a |District of Utah
restricted building or on 1/15/2021.
grounds; Disorderly and
disruptive conduct in a
restricted building or
grounds; Disorderly conduct
in a Capitol building;
Parading, Demonstrating, or
Picketing in a Capitol
Building; Aiding and
Abetting
SWEET, Entering and remaining in a Virginia /
Douglas restricted building; 1:21-cr-41
Disorderly and disruptive
conduct in a restricted
building; Violent entry and
disorderly conduct in a
Capitol building; Parading,
demonstrating, or picketing
in a Capitol building
Thompson, Obstruction of an official Arrested 1/25/21 |Ohio,
Dustin Byron [proceeding and aiding and  |in the Southern |Southern
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abetting; Theft of District of Ohio. |District /
government property; 1:21-mj-153
Entering and remaining in a
restricted building or
grounds; Disorderly and
disruptive conduct in a
restricted building or
grounds; Disorderly conduct
in a Capitol building;
Parading, demonstrating or
picketing in a Capitol
building
Todisco, Knowingly entering or Arrested 1/22/21 |New Jersey /
Patricia remaining in any restricted |in the District of |1:21-mj-123
building or grounds without |New Jersey.
lawful authority; Violent Initial
entry and disorderly conduct |appearance
on Capitol grounds 1/25/21.
Released on
conditions.
Appearance on
1/27/21 in
federal court in
the District of
Columbia.
TORRE, Knowingly entering or Arrested 2/9/21 | Georgia,
Benjamin remaining in any restricted |in the Northern |Northern
Henry building or grounds without |District of District /
lawful authority; Violent Georgia. Initial  |1:21-mj-191
entry and disorderly conduct | Appearance
on Capitol grounds 2/9/21.
TORRENS, Knowingly entering or Tennessee /
Eric Chase remaining in any restricted 1:21-mj-171
building or grounds without
lawful authority; Violent
entry and disorderly conduct
on Capitol grounds
TUTROW, Knowingly entering or Arrested 1/27/21 |Indiana,
Israel remaining in any restricted |in the Southern |Southern
building or grounds; District of District /
Disorderly conduct which Indiana. 1:21-mj-162
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impedes the conduct of
government business;
Disruptive Conduct in the
Capitol Buildings; Parading,
Demonstrating, or Picketing
in the Capitol Buildings

UPTMORE, Knowingly entering or Arrested 1/26/21 |Texas,
Chance remaining in any restricted |in the Western | Western
Anthony building or grounds without |District of Texas. | District /

lawful authority; Violent 1:21-mj-156

entry and disorderly conduct

on Capitol grounds
UPTMORE, Knowingly entering or Arrested 1/26/21 |Texas,
James Herman |remaining in any restricted |in the Western | Western
(aka "Sonny") [building or grounds without |District of Texas. |District /

lawful authority; Violent 1:21-mj-156

entry and disorderly conduct

on Capitol grounds
VARGAS Knowingly entering or New Jersey /
SANTOS, remaining in any restricted 1:21-mj-54
Hector building or grounds without
Emmanuel lawful authority; Violent

entry and disorderly conduct

on Capitol grounds
VINSON, Lori |Knowingly entering or Kentucky /
Ann (aka, Lori [remaining in any restricted 1:21-mj-247
Ann Utley) building or grounds;

Disorderly conduct which

impedes the conduct of

government business;

Disruptive Conduct in the

Capitol Buildings; Parading,

Demonstrating, or Picketing

in the Capitol Buildings
VINSON, Knowingly entering or Kentucky /
Thomas Roy remaining in any restricted 1:21-mj-247

building or grounds;
Disorderly conduct which
impedes the conduct of
government business;
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Disruptive Conduct in the
Capitol Buildings; Parading,
Demonstrating, or Picketing
in the Capitol Buildings

Vogel, William

Knowingly entering or
remaining in any restricted
building or grounds without
lawful authority; Knowingly
Engages in Disorderly or
Disruptive Conduct in any
Restricted Building or
Grounds; Violent entry and
disorderly conduct on
Capitol grounds

Arrested 1/26/21
in the Southern
District of New
York.

New York,
Southern
District /
1:21-mj-159

WAGNER,
Joshua

Knowingly entering or
remaining in any restricted
building or grounds;
Disorderly conduct which
impedes the conduct of
government business;
Disruptive Conduct in the
Capitol Buildings; Parading,
Demonstrating, or Picketing
in the Capitol Buildings

Arrested 1/26/21
in the Southern
District of
Indiana.

Indiana,
Southern
District /
1:21-mj-162

WATKINS,
Jessica

Conspiracy; Conspiracy to
Impede or Injure Officer;
Destruction of Government
Property; Obstruction of an
official proceeding;
Restricted Building or
Grounds; Violent Entry or
Disorderly Conduct

Arrested 1/18/21
in the Southern
District of Ohio.

Ohio,
Southern
District /
1:21-mj-119

WATSON,
William Wright

Civil Disorders; Restricted
Building or Grounds with a
Deadly or Dangerous
Weapon; Violent Entry or
Disorderly Conduct

Alabama /
1:21-mj-97

WEBSTER,
Thomas

Assaulting, Resisting, or
Impeding Certain Officers
with a Deadly or Dangerous

INVESTIGADOR_Z

Arrested 2/22/21
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Southern




Weapon; Obstruction of law | York. Initial District /
enforcement during civil Appearance 1:21-mj-244
disorder; Disorderly and 2/23/2021 and
disruptive conduct in a ordered
restricted building or detained.
grounds with a deadly or
dangerous weapon;
Engaging in physical
violence in a restricted
building or grounds with a
deadly or dangerous weapon,;
Violent entry and disorderly
conduct on Capitol grounds.
WEEKS, Knowingly entering or Arrested 1/21/21 |Florida,
Bradley remaining in any restricted  |in the Middle Middle
building or grounds without |District of District /
lawful authority; Violent Florida. Initial 1:21-mj-127
entry and disorderly conduct |appearance
on Capitol grounds 1/21/21.
Released on
conditions.
Virtual hearing
set for 1/26/21 at
1:00pm in
federal court in
the District of
Columbia.
WESTOVER, |Obstruct, impede, or Arrested 2/4/21 |Missouri,
Paul S. interfere with law in the Eastern Eastern
enforcement officer (Aiding |District of District /
and Abetting); Knowingly  |Missouri. 1:21-mj-174

entering or remaining in any
restricted building or
grounds; Disorderly conduct
which impedes the conduct
of government business;
Disruptive Conduct in the
Capitol Buildings
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WILLAMS, |Entering and remaining in a Kentucky /
Troy Dylan |restricted building or grounds; 1:21-mj-183
Disorderly and disruptive conduct
in a restricted building or grounds;
Disorderly conduct in a Capitol
building or Grounds; Parading,
demonstrating, or picketing in a
Capitol building
Williams, |Entering and remaining in a Arrested in the |Florida,
Andrew restricted building; Disorderly and Middle District [ Middle
Disruptive Conduct in a Restricted |of Florida District /
Building 1/13/21. 1:21-mj-30
Williams, |Knowingly entering or remaining |Arrested Pennsylvania,
Riley June |in any restricted building or 1/18/21 in the |Middle
grounds without lawful authority; |Middle District | District /
Violent entry and disorderly of
conduct on Capitol grounds Pennsylvania.
Released to
home
confinement
on conditions.
Hearing
(virtual) set for
1/25/21 in
federal court in
the District of
Columbia.
WILSON, |Knowingly entering or remaining / 1:21-mj-
Zachary in any restricted building 229
John
WINN, Unlawful Entry on Restricted Arrested Florida,
Dana Joe  |Building or Grounds; Violent 1/26/21 in the |Middle
entry and disorderly conduct on  |Middle District | District /
Capitol Grounds of Florida. 1:21-mj-160
Initial
appearance
1/26/21.
Released on
Conditions.
WRIGLEY, |Entering and remaining in a Arrested on Pennsylvania,
Andrew restricted building; Disorderly and [1/15/21 in the [Middle
disruptive conduct in a restricted |Middle District
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building; Violent entry and of District /
disorderly conduct in a Capitol Pennsylvania. |1:21-mj-26
building; Parading, demonstrating, |Initial
or picketing in a Capitol building |appearance via
video on
1/25/21 in
federal court in
the District of
Columbia.
YOUNG, |Conspiracy; Obstruction of an Arrested Florida,
Graydon official proceeding and aiding and |2/15/21 in the |Middle
abetting; Destruction of Middle District | District /
Government Property and Aiding |of Florida.
and abetting; Entering and
remaining in a restricted building
or grounds; Tampering with
Documents or Proceedings
ZINK, Obstruction of an official Pennsylvania
Ryan Scott |proceeding; Knowingly Entering / 1:21-mj-193

or Remaining in any Restricted
Building or Grounds Without
Lawful Authority and engages in
any act of physical violence
against any person or property in
any restricted building or
grounds.
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